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1. Installing

1.1 Prerequisites

The SpringSource dm Server requires Java SE 6 or later to be installed. Javais available from
Sun and elsewhere.

1.2 Installing from the ZIP Download

Downloading the ZIP file

SpringSource dm Server is distributed as a ZIP file. This can be downloaded from here. Follow
the instructions to obtain a username and password.

Installing

Linux

To install the SpringSource dm Server on Linux, unzip the distribution package to the desired
installation directory. For example, to install into/ opt :

pronpt$ unzi p springsource-dmserver-2.0.0.M5.zip -d /opt

This creates adirectory called spri ngsour ce-dm server-2. 0. 0. M5 under / opt .
SpringSource dm Server requires write access to the installation directory, in this case

[ opt/springsource-dmserver-2.0.0. M6. Typicaly this means it must be run asthe
user that installed it, or the installation directory’ s ownership must be changed.

Microsoft Windows

To install the SpringSource dm Server on Windows, unzip the distribution package to the desired
installation directory. Y ou should use a zip application such as 7zip, not the built-in folder
decompression. Note that both Windows and Java 5 have some issues with long file names and
file paths, so we recommend installing to the root directory of your chosen drive.

1.3 Post-installation steps

Set environment variable variables

2.0.0.M6 1
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JAVA_HOME

The SpringSource dm Server uses the JAVA HOVE environment variable to locatethej ava
executable. Configure this environment variable to point to the home directory of the Java 5 or
Java 6 installation on your computer.

SERVER_HOME

Asaconvenienceit is recommended that you create an environment variable that pointsto the
SpringSource dm Server installation directory. Note that the SpringSource dm Server does not
require that such an environment variable has been set. This variable may have any name of your
choosing. The SpringSource dm Server’ s documentation assumes that the variable is named
SERVER_HOME.

Linux

Edit the. pr of i | e filein your home directory to add the SERVER HOVE and JAVA HOVE
environment variables. For example, if you installed into / opt :

export SERVER _HOVE=/ opt/spri ngsource dmserver 2.0.0. M6/
export JAVA HOVE=/user/java/j dkl. 6.
export PATHE$JAVA HOVE/ bi n: $PATH

Microsoft Windows

This section shows how to add SERVER HOME as a system variable on Windows. Follow the
same procedure to add or update the JAVA HOVE environment variable.

From the Start menu, open the Control Panel and double-click on * Systen’.

2 Installing
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System Properties
General | Computer Mame I Hardware
| Advanced || Automatic pdates I Remate
rou muzt be logged on az an Administrator to make most of these changes.
— Performance
Vizual effects, proceszor scheduling, memany uzage, and wirtual memaony
Settings
— Uzer Profiles
Dezktop zettings related o your logon
Settingz
— Startup and Recoverny
Syztem startup, system failure, and debuagging infarmation
Settingz
E nvironment Y anables Error Reporting
aF. Cancel Ay

Click the ‘Advanced’ tab and select ‘ Environment Variables . Next, click the ‘ Edit’ button in the
‘System Variables section.
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—ser variables For PHarris

Environment ¥ariables I

Yariable YWalue
TEMP HIJSERPROFILE%S\Local Sektings)\ Temp
TMP Yl JSERPROFILE%:\Local Settings\Termp

MlEw Edit Delete
— Syskem variables
Yariable Yalue -
ClusterLog CHMWINDOMW S Cluskericlusker log |
ComSpe: W INDOW S sy sbem 32 crmd. exe
FP_MO HOAT _C... MO
Java_HOME Yolaval 6%
Javals Z\Program Files)Javaljrel 5.0 15 ll
Mlew Edik Delete
K, | Cancel

Thiswill display the ‘Edit System Variable’ window. Enter SERVER_HOVE asthe ‘Variable
name' and the installation directory asthe ‘Variable value'. Click OK.

Mew User Yariable

SERVER._HOME

Yariable name:

Yariable value:

2l x]

CHispringsource-drn-server),

ik

Cancel

Installing
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2. Starting and Stopping SpringSource dm
Server

2.1 Starting SpringSource dm Server

To start SpringSource dm Server runthe st art up. sh (Linux) or st art up. bat (Windows)
script. For both platforms, the script islocated in the SERVER _HQOVE/ bi n directory.

Linux
To start SpringSource dm Server, open aterminal window and run st ar t up. sh:

prompt$ cd $SERVER HOVE
pronpt$ bin/startup.sh

Once SpringSource dm Server has started, the console will display alog message similar to the
one shown below, along with other status messages:

[2009-03-30 12:12:12.111] Depl oyer Recovery <SPPMD002l > Server open for business with profile 'web'.

Microsoft Windows
To start SpringSource dm Server, open acommand-window and run st ar t up. bat :

pronpt > cd ¥SERVER _HOVE%
pronpt > bin\startup. bat

Once SpringSource dm Server has started console will display alog message similar to the one
shown below:

[2009- 03-30 12:12:12.111] Depl oyer Recovery <SPPMD002l > Server open for business with profile 'web'.

2.2 Starting in Clean Mode

When you start dm Server in clean mode, the startup script removes the SERVER _HOVE/ wor k
directory (and hence all running applications) as well as all trace, log and dump files. It leaves
the SERVER_HOVE/ r eposi t or y and SERVER_HOVE/ pi ckup directories untouched,
which means that any applications previously hot deployed will be automatically reinstalled.

2.0.0.M6
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Linux

To start SpringSource dm Server in clean mode, open aterminal window and run st ar t up. sh
- cl ean:

pronpt$ cd $SERVER HOME
pronpt$ bin/startup.sh -clean

Microsoft Windows

To start SpringSource dm Server in clean mode, open a command window and run
startup. bat -cl ean:

pronmpt > cd %SERVER HOVE%
pronpt > bin\startup. bat -clean

2.3 Starting in Debug Mode

Linux

To start SpringSource dm Server in debug mode, run st ar t up. sh passing in the - debug
argument:

prompt$ cd $SERVER HOVE
pronpt$ bin/startup.sh -debug

Thiswill start the debug agent listening on port 8000 which is the default remote debug port
used by Eclipse. To start in debug mode with a specific port number, pass thisin as the value for
the - debug argument:

prompt$ cd $SERVER HOVE
pronpt$ bin/startup.sh -debug 8001

Thiswill start the debug agent listening on port 8001. To start in debug mode and suspend the
VM until adebugger attaches, passin the - suspend argument along with the - debug
argument:

prompt$ cd $SERVER HOVE
pronpt$ bin/startup.sh -debug -suspend

This starts the debug agent, but prevents SpringSource dm Server from actually starting until a
debugger attaches to the agent. This can be useful when trying to diagnose problems that occur
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during startup.

Microsoft Windows

To start SpringSource dm Server in debug mode, run st ar t up. bat passing inthe - debug
argument:

pronpt > cd %SERVER HOMVE%
pronpt > bin\startup. bat -debug

Thiswill start the debug agent listening on port 8000 which is the default remote debug port
used by Eclipse. To start in debug mode with a specific port number, pass thisin as the value for
the - debug argument:

pronmpt > cd %SERVER HOVE%
pronpt > bin\startup. bat -debug 8001

Thiswill start the debug agent listening on port 8001. To start in debug mode and suspend the
VM until adebugger attaches, passin the - suspend argument along with the - debug
argument:

pronpt > cd ¥SERVER _HOVE%
pronpt > bin\startup. bat -debug -suspend

This starts the debug agent, but prevents SpringSource dm Server from actually starting until a
debugger attaches to the agent. This can be useful when trying to diagnose problems that occur
during startup.

2.4 Starting with JIMX Access Modifications

The SpringSource dm Server always starts with IM X access enabled, allowing you to use a
management tool such as JConsole to attach to the dm Server instance. By default both local
access and remote access over SSL with username and password authentication are provided.
The default port for secure IMX accessis 9875 and the default username and password are
adm n and spri ngsour ce.

Linux

To start SpringSource dm Server with default IMX access enabled, run st art up. sh passingin
no arguments:

prompt$ cd $SERVER HOVE
pronpt $ bin/startup.sh

2.0.0.M6 7
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To start JConsole, run thej consol e. sh script, located in the bi n directory, as shown:

pronpt$ cd $SERVER HOVE
pronpt$ bin/jconsole. sh

The following image shows how to specify alocal connection using JConsole.

S,
New Connection P
e Local Process:
Mame | PIDy [
com.springsource.server.kernel.bootstrap.Bootstrap 34223
sun.tools.jconsole.)JConsole 34238

O Remote Process:

Usage: <hostnamez:<port> OR service:jmx:<protocol> <sap>

Username: ' ' Password:

”T Connect E‘ CEan{EI )

The following image shows how to specify aremote connection in JConsole that uses SSL with
the default username/password (adm n/ spri ngsour ce and default secure port of 9875).

8 Start and Stop dm Server
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() Local Process:

Name PID I
com.springsource.server.kernel.bootstrap.Bootstrap 34223
sun.tools.jconsole.)JConsole 34238

B Remote Process:

localhost:9875 |
Usage: <hostname>:<port> OR service jmx:<protocol>:<sap>

Username: admin | Password: |uuuuuu|

(Comee)

To start with the IMX remote access on a specific port number other than the default 9875, pass
this port number in asthe value of the - j nxpor t argument:

prompt$ cd $SERVER HOVE
pronpt$ bin/startup.sh -jnmxport 9009

Thiswill start the SpringSource dm Server with IMX enabled for remote connections on port
90009.

2.0.0.M6 9
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S,
Java
() Local Process:
Mame | PIDy [
com.springsource.server.kernel bootstrap.Bootstrap 34223
sun.tools.jconsole.)JConsole 34238

B Remote Process:

localhost: 9090
Usage: <hostnamez:<port> OR service:jmx:<protocol> <sap>

Username: admin Password: esssssssssnse

C Connect ] [ Cancel )

To start the IMX remote access with a custom username and password edit the files located at
$SERVER_HOWVE/ confi g/ managenent / j nxr enot e. passwor d and
$SERVER_HOWE/ confi g/ managenent / j nxr enot e. access. Add the username, along
with their permissions (either r eadonl y or readwr i t ) tothej nxr enot e. access file.
Then add a corresponding line to thej nxr enot e. passwor d file that specifiesthe user’s
password. The specify the custom username in JConsol e as shown.

10 Start and Stop dm Server
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S,
New Connection —
() Local Process:
Mame [ PIDy |
com.springsource.server.kernel.bootstrap.Bootstrap 34223
sun.tools.jconsole.JConsole 34238

B Remote Process:

localhost:9090)
Usage: <hostnamez:<port> OR service jmx:<protocol> <sap>

Username: custom-user Password: esssssssssnse

(Comec)

To start the IMX remote access using a custom SSL certificate, edit the file located at
$SERVER _HOVE/ confi g/ managenent / keyst or e. If you wish to use a different
keystore, pass this filename in as the value for the - keyst or e argument and the keystore
password in as the value for the - keyst or ePasswor d argument:

prompt$ cd $SERVER HOVE
pronpt$ bin/startup.sh -keystore custonKeystore -keystorePassword custonKeyst or ePassword

Thiswill start the SpringSource dm Server with IMX enabled for remote connections using an
SSL certificate from cust onKeyst or e with apassword of cust onKeyst or ePasswor d.

Microsoft Windows

To start SpringSource dm Server with default IMX access enabled, run st ar t up. bat passing
in no arguments:

2.0.0.M6 11
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pronpt > cd %SERVER HOVEY%
pronpt > bin\startup. bat

To start JConsole, runthej consol e. bat script, located in the bi n directory, as shown:

pronpt > cd %SERVER HOMVE%
pronpt > bin\jconsol e. bat

The following image shows how to specify alocal connection using JConsole.

S,
New Connection e
e Local Process:
Mame | PID |
com.springsource.server.kernel.bootstrap.Bootstrap 34223
sun.tools.jconsole.)JConsole 34238

D Remote Process:

Usage: <hostname=:<port> OR service:jmx: <protocol>:<sap>

Username: ' ' Password:

“'T Connect W‘ [:Can{el j

The following image shows how to specify aremote connection in JConsole that uses SSL with
the default username/password (admi n/ spri ngsour ce and default secure port of 9875).

12 Start and Stop dm Server
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() Local Process:

Name PID I
com.springsource.server.kernel.bootstrap.Bootstrap 34223
sun.tools.jconsole.)JConsole 34238

B Remote Process:

localhost:9875 |
Usage: <hostname>:<port> OR service jmx:<protocol>:<sap>

Username: admin | Password: |uuuuuu|

(Comee)

To start with the IMX remote access on a specific port number other than the default 9875, pass
this port number in asthe value of the - j nxpor t argument:

pronpt > cd %SERVER HOVE%
pronpt > bin\startup. bat -jnxport 9009

Thiswill start the SpringSource dm Server with IMX enabled for remote connections on port
90009.

2.0.0.M6 13
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S,
Java
() Local Process:
Mame | PIDy [
com.springsource.server.kernel bootstrap.Bootstrap 34223
sun.tools.jconsole.)JConsole 34238

B Remote Process:

localhost: 9090
Usage: <hostnamez:<port> OR service:jmx:<protocol> <sap>

Username: admin Password: esssssssssnse

C Connect ] [ Cancel )

To start the IMX remote access with a custom username and password edit the files located at
¥SERVER _HOVEY conf i g\ managenent \ j nxr enot e. passwor d and

%SERVER _HOVE% confi g\ managenent \ j nxr enot e. access. Add the username,
along with their permissions (either r eadonl y or r eadwr i t €) tothej nxr enot e. access
fil e. Then add acorresponding lineto thej mxr enot e. passwor d file that specifies the
user’s password. The specify the custom username in JConsol e as shown.

14 Start and Stop dm Server
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S,
New Connection e
() Local Process:
Mamme | FID |
com.springsource.server.kernel.bootstrap.Bootstrap 34223
sun.tools.jconsole.JConsole 34238

B Remote Process:

localhost:9090)
Usage: <hostnamez:<port> OR service jmx:<protocol> <sap>

Username: custom-user Password: esssssssssnse

(Comec)

To start the IMX remote access using a custom SSL certificate, edit the file located at
YSERVER_HOVE% conf i g\ managenent \ keyst or e. If you wish to use adifferent
keystore, pass this filename in as the value for the - keyst or e argument and the keystore
password in as the value for the - keyst or ePasswor d argument:

pronpt > cd %SERVER_HOVE%
pronpt > bin\startup. bat -keystore custonKeystore -keystorePassword custonKeyst or ePassword

Thiswill start the SpringSource dm Server with IMX enabled for remote attach using an SSL
certificate from cust onKeyst or e with a password of cust onKeyst or ePasswor d.

2.5 Starting With a Custom Configuration Directory

Usethe- confi gD r option to specify an alternate conf i g directory, different from the

2.0.0.M6 15
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default SERVER _HOME/ conf i g directory. This option allows you to use the same
SpringSource dm Server installation to run multiple instances of dm Server . Simply create a
config directory for each instance, specify unique port numbers, logging and tracing directories,
and so on. and then specify that directory when starting SpringSource dm Server.

If you specify arelative path for the- conf i gDi r parameter, the startup script interprets the

path as relative to the root of the SpringSource dm Server installation, and not relative to the
directory from which you executethe st ar t up script.

Linux
To start SpringSource dm Server using a config directory of / conf i g/ nodel:

pronpt$ cd $SERVER HOME
pronpt$ bin/startup.sh -configDir /config/nodel

Windows
To start SpringSource dm Server using a config directory of c: \ conf i g\ nodel:

pronmpt > cd %SERVER HOVE%
pronpt > bin\startup. bat -configDir c:\config\nodel

2.6 Stopping SpringSource dm Server

Linux

To stop arunning instance of SpringSource dm Server, start a new terminal window and the run
shut down. sh script:

prompt$ cd $SERVER HOVE
pronpt $ bi n/ shut down. sh

To stop arunning instance of SpringSource dm Server immediately, bypassing normal shutdown
processing, run shut down. sh with the- i mmedi at e option:

pronmpt$ cd $SERVER HOVE
pronpt$ bi n/ shutdown. sh -i medi ate

If, when you started the dm Server instance, you used the - j nxpor t option to specify a
non-default IMX port number, then you must pass this port number to the - j nkpor t of the
shut down. sh script to gracefully shut it down. For example, if you specified 9009 asthe
JMX port, use the following to shut down the dm Server instance:

prompt$ cd $SERVER HOVE
pronpt$ bin/ shutdown. sh -jnxport 9009

16 Start and Stop dm Server
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Microsoft Windows

To stop arunning instance of SpringSource dm Server, start a new console window and run the
shut down. bat script:

pronpt > cd ¥SERVER _HOVE%
pronpt > bi n\ shut down. bat

To stop arunning instance of SpringSource dm Server immediately, bypassing normal shutdown
processing, run shut down. bat withthe- i nmedi at e option:

pronpt > cd ¥SERVER_HOVE%
pronpt > bi n\ shut down. bat -i nmedi at e

If, when you started the dm Server instance, you used the - j nxpor t option to specify a
non-default IMX port number, then you must pass this port number to the- j nkpor t of the
shut down. bat script to gracefully shut it down. For example, if you specified 9009 as the
JMX port, use the following to shut down the dm Server instance:

pronpt > cd ¥SERVER_HOVE%
pronpt > bi n\ shut down. bat -j mxport 9009

2.7 Starting SpringSource dm Server When the
Operating System Starts
If you need SpringSource dm Server to start automatically when the operating system starts, you

should run SpringSource dm Server as a Windows service or a UNIX background process. You
can do this by using a service wrapper script provided with SpringSource dm Server.

The SERVER _HOVE/ bi n/ ser vi ce directory contains a service wrapper script for each
supported operating system. Before running the appropriate script, you must either set the
SERVER HOME environment variable to point to the SpringSource dm Server installation
directory or edit the file SERVER_HOVE/ bi n/ ser vi ce/ conf/w apper. conf.

If you run the service wrapper script with no option, it will display the available options. The
most useful options are described in the following table.

Table 2.1. Service Wrapper Options
Option Description

consol e Starts SpringSource dm Server in the
foreground. Useful for validating that the

2.0.0.M6 17
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Option

i nst al |

Description
service wrapper is configured correctly.

Windows only. Installs SpringSource dm
Server as a Windows service.

start

st op

renove

18

Starts SpringSource dm Server in the
background. On UNIX operating systems, you
may call the wrapper script with this option
during initialization, for example as part of

I ni t.d processing. SpringSource dm Server
console output appearsin

SERVER_HOVE/ wr apper . | 0g.

Stops the SpringSource dm Server background
process. On UNIX operating systems, you
may call the wrapper script with this option
during termination, for example as part of

i nit.d processing.

Windows only. Removes SpringSource dm
Server as a Windows service.

Start and Stop dm Server
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3. The Web Admin Console

3.1 Authentication with the Admin Console

To use the SpringSource Admin Console, start the SpringSource dm Server and then enter the
following URL in your browser of choice.

http://1 ocal host: 8080/ admi n

Replacel ocal host with the hostname of the computer on which the SpringSource dm Server
isrunning if it is not the same as the computer on which you are running your browser. The
Admin Console uses basic authentication, therefore you will need to enter the default
administration 1D and password.

I D adnin
Password: springsource

To change the ID and password for the Admin Console, update the

SERVER_HOVE/ confi g/ servl et/tontat - users. xm file, whichisin the standard
Tomcat users-file format. Change the values of the user nanme and passwor d attributes of the
<user > element with theadm n role. For example, if you want change the administration
username to hanl et with password t obeor not t obe change the file asfollows:

<user usernane="hanl et" password="t obeornottobe" rol es="adnmi n">

The Admin Console runs against the admi n role, therefore this cannot be changed.

3.2 The sections of the Admin Console

The main Admin Console page displays severa sections. The Deployed Applications section
shows alist of all the deployed artifacts and the modul es that comprise them. When you first
install dm Server, there will be two artifacts deployed: the Admin Console itself and a splash
screen application. As these artifacts both contain Web components, the Admin Console
provides alink so you can quickly view them in your browser. The Admin Console provides a
similar link for al deployed artifacts that contain Web components.

2.0.0.M6 19
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Deployed Applications

Name Version Orligin Date Undeploy
server.admin.splash-1.0.0war 0 Hot Deployed 27-Aug-2008 16:26:09 BST undeploy

Assoclated Modules:
com.springsource. server.servletsplash  (type: WAR) |/

server.admin.web-1.0.0ar ] Hot Deployed 27-Aug-2008 16:26:21 BST (N/A)

Assoclated Modules:
com.springsource server.servletadmin - (type: Web)  /fadmin

The other fieldsin the table give the ‘Name' of the artifact, which is the name of the actual fileif
no specific nameis supplied. The *Origin’ describes how the artifact was deployed. The possible
valuesare Hot Depl oyed if the artifact was dropped in the pi ckup directory, Admi n
Consol e if deployed using the console and Pr ogr ammat i ¢ if deployed programmatically,
that is, through the integrated artifact deployer in the SpringSource dm Server Tools. The version
is0 if no specific version is supplied by the artifact. The ‘Date’ column shows when the artifact
was last deployed to dm Server.

In the Deploy an Application section, you can upload afile that will be deployed automatically
to the SpringSource dm Server. Once the artifact is deployed it will appear in the Deployed
Applications table. Y ou can use the Browse button to browse your local computer for thefile.
Note that the specific GUI for uploading varies according to your browser and platform.

Deploy an Application

Select an application or bundle to upload and deploy to the server, Valid file formats: jar, war, par.

Application Location
I Browse... I Upload |

When clicked, the ‘Upload’ button rel oads the page. This may take afew seconds while the file
is uploaded and deployed. If any problems occurred, the Admin Console outputs a status
message at the top of the page. If the file deployed with no problems, the messages says

Appl i cation depl oyed.

For more information on how to work with artifacts see Chapter 6, Working with Applications.

At the bottom of the main page, the Information section provides details of the dm Server you
have accessed. Thisis useful for verifying that you have accessed the correct dm Server instance.
The Server Properties table lists basic properties of the dm Server instance, such as the version of
the embedded Tomcat server and the operation system on which the dm Server instance is
running.

20 Admin Console
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Server Properties

Default Time Zone
Embedded Tomcat

Java Vendor

Java Version

Operating System
Pickup Directory
SpringSource dm Server
System Architecture

Europe/London

Version 6.0.18

Apple Inc.

1.5.0_13

Mac OS5 X-1054
foptispringsource-dm-server-1.0.0/pickup
1.0.0 BUILD-20080828142119

1386

2.0.0.M6
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4. Provisioning Repository

4.1 Overview of the Provisioning Repository

This section describes the provisioning repository feature of SpringSource dm Server, the
reasons for using it, and how to configure it.

In most use cases, your application includes dependencies on third-party libraries, such as Spring
Framework and Hibernate. Y ou typically express the dependencies between your application and
third-party librariesusing the | mport - Package or | nport - Li br ar y manifest header in
the MANI FEST. MF file of your application.

Thel nport - Package header is standard to OSGi; however, | nport - Li br ary is specific
to SpringSource dm Server. Some third-party dependencies consist of multiple bundles but are
logically one unit. To support this, the SpringSource dm Server introduces the concept of a
library. A library isacollection of related bundles that can be referenced as awhole. For
additional details about the creation and usage of libraries, as well as general information about
dependencies, see Programmer’ s Guide.

In SpringSource dm Server, you store all third-party dependencies needed by your applications,
such as Spring Framework and Hibernate, as valid OSGi bundles in the provisioning repository.
SpringSource dm Server supports only dependencies that are valid OSGi bundles.

When you deploy your application, SpringSource dm Server installs the bundlein which it is
packaged to the dm Server runtime; part of thisinternal installation procedure is to satisfy al the
application’s dependencies. If your application has a dependency that cannot be satisfied from
the bundles that you have already deployed (and dm Server has thus installed), the dm Server
searches the provisioning repository for a bundle that can satisfy that dependency.

The provisioning repository for a particular instance of SpringSource dm Server can include
bundlesin the following general locations:

» Local: This means that bundles have been physically installed in the provisioning repository
directory structure of the local SpringSource dm Server instance. The bundlesin alocal
repository include installed third-party libraries, bundles supplied by dm Server, bundles
supplied by an end user, and internal bundles used only by dm Server. Y ou can further
categorize thislocation into ext er nal directories that adhere to a specified search pattern
and are scanned by dm Server just at startup, or wat ched directories that point to asingle
directory location and dm Server scans on aregular basis.

* Remote: This meansthat alocal instance of SpringSource dm Server gets the bundle from a
remotely-hosted repository that is physically located on a remote SpringSource dm Server
instance.

Y ou configure the provisioning repository using the

SERVER HOME/ confi g/ repository. properties file
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Aspreviously implied, a particular instance of SpringSource dm Server can itself also act asa
repository host for remote server instances to use when satisfying the dependencies of the
applications deployed to it. In this case, you configure a hosted repository using the

SERVER HOME/ confi g/ host edRepository. properti es file Typicaly, only remote
clients use hosted repositories and their contents; the SpringSource dm Server instance that
actually hosts the repository does not typically use the bundlesin it. Rather, it uses bundlesin its
local repository.

Making athird-party dependency available to your application is simply a matter of adding its
bundle or library to the appropriate location in the provisioning repository. This could be either
in the local directories or the remote onesif you are getting bundles from a remotely-hosted
repository.

4.2 Local Repository Structure

When you first install SpringSource dm Server, the local provisioning repository is located at
$SERVER_HOVE/ r eposi t or y by default and consists of three main directories: bundl es,
[ibrariesandinstall ed.

Thebundl es directory contains al the bundles available in the repository. Thel i brari es
directory contains al the library definitions. Note that libraries reference bundles that are
installed elsewhere in the repository; by default, these bundles are installed under the bundl es
directory, but you can customize this behavior. Thei nst al | ed directory isused by the
SpringSource dm Server at runtime; you should never install bundles or libraries used by your
applicationsinto thei nst al | ed directory.

Thebundl es directory is further subdivided into three directories: ext , usr and

subsyst ens. Youinstall third-party bundlesinto theext and usr directories; typically, the
ext directory contains bundles supplied with the SpringSource dm Server and usr contains
bundlesinstalled by the end user. The subsyst ens directory isfor internal use only; do not
install any bundlesin this directory.

Thel i brari es directory issimilarly organized, with an ext and usr directory. Aswith
bundles, you install your own new librariesintol i br ari es/ usr.

The following graphic shows the default SpringSource dm Server provisioning repository
directory structure right after installation.
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806 [ repository -
oo | = | ¢ :
[ « l [ oo b= DII l I #V | Q
~ Name &| Date Modified Size Kind
v bundles Today, 11:23 AM - Folder
b ext Today, 11:14 AM - Folder
» subsystems Today, 11:14 AM - Folder
> [0 usr Today, 11:14 AM - Folder
» installed Today, 11:14 AM - Folder
v Iib_raries Today, 11:29 AM - Folder
P[0 ext Today, 11:14 AM - Folder
B [0 usr Today, 11:14 AM - Folder
8 items, 94.87 GE available b

4.3 Installing Bundles and Libraries

To install abundleinto the default bundle repository, ssimply copy it into the
$SERVER_HOVE/ r eposi t ory/ bundl es/ usr directory. Similarly, to install alibrary,
copy its definition into the $SERVER _HOVE/ r eposi tory/ | i brari es/ usr directory.

If you have configured additional watched or external repositories (additional, that is, to the
default ones already configured in afreshly-installed dm Server instance), you install bundles
and libraries in the same way: simply copy the files to the configured directories. Y ou configure
additional watched or external repositories in the same file as the default repositories:
repository. properti es.

When you install alibrary, you must ensure that all referenced bundles within the library have
been installed as well.

Bundles must have unique names so it is considered best practice to include the version number
in the file name, allowing for multiple versions of the bundle to be installed at the same time. For
example, abundle file name might be my- exci ti ng- bundl e. 2. 1. 0. j ar.

In some cases the SpringSource dm Server manages to automatically detect changesin its
provisioning repository at runtime, thereby avoiding the need to restart the dm Server.

Of specific relevance during development is picking up changes to an application’s direct
dependencies during deployment of the application. For example, if you deploy an application
and receive a message that a dependency is missing, you can simply add the dependency to the
repository and then redeploy the application. The redeploy will cause the new dependency to be
picked up, allowing progress to be made without restarting the dm Server. For other changes
such as addition of indirect dependencies, the SpringSource dm Server must be restarted to pick
up any changes to the provisioning repository.
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4.4 Finding and Downloading Bundles from the
SpringSource Enterprise Bundle Repository

The SpringSource Enterprise Bundle Repository is a public collection of open source libraries
commonly used for devel oping enterprise Java applications with the Spring Framework and dm
Server. It contains more than 400 of the most popular enterprise Java libraries made available for
genera use in an OSGi-ready format. Y ou can browse the collection and then download the
bundles that you need into your own local repository.

The SpringSource Enterprise Bundle Repository is located here.

O N LA TTEw

Home Home |Quick Search

Advanced Search
Welcome

Browse by Bundle

Welcome to the SpringSource Bundle Repository. Here you'll find OSGi-ready
versions of hundreds of open source enterprise libraries that are commonly used
FAQ when developing Spring applications. Find what you are looking for by browsing the
repository, or just type in a search term below.

Browse by Library

Search

spring l;_: Search :;.

Y ou can find bundlesin the repository using a number of options. Y ou use the * Search’ facility
by typing in a keyword. The matching criteria returned can be explored by name, symbolic
name, class, package or resource.

Thereis also the option of clicking on ‘Browse by Bundl€'. This gives an aphabetical list of
bundles. Y ou can select the desired bundle to see details and find the download link. Finally, you
can also choose to ‘Browse by Library’, which allows you to browse the alphabetical list of
libraries in the repository.

4.5 Configuring the repository

Details of how to configure a SpringSource dm Server installation’ s provisioning repository can
be found in Configuring the Provisioning Repository. See Configuring a Hosted Repository for
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details on how to configure a repository that remote clients can access, also called a hosted
repository.

The two configuration chapters describe the format of the repository properties files of
SpringSource dm Server, how to add new directories to the local repository, how to configure the
repository to get bundles from aremote repository hosted on aremote dm Server, instance, and
how to configure the local dm Server instance to itself host arepository that other remote servers
access.
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5. Serviceability

Logging (both event logging and trace logging) in dm Server comes in two forms: application
logging and server logging. Both are configured together intheser vi ceabi [ i ty. xm filein
the conf i g directory. Thistakes the form of a Logback configuration—dm Server uses a

L ogback implementation behind the SLF4J logging interface.

What was previoudly referred to as Logging, is now referred to as Event Logging, and what was
previously referred to as Trace logging (or Tracing) is now simply Logging.

5.1 Event log files

Event log files are low-volume logs of important events in SpringSource dm Server. Each server
message written to an event log file is accompanied by a code enclosed in angle brackets. An
example is shown below:

[ 2009- 08- 25 15: 04: 57. 044] server-dm 7 <OF0001l > OSG tel net consol e avail abl e on port 2401.

(For adescription of the log code syntax, see Appendix A, Event log codes.) The format of event
log messages from the server is fully configurable.

By default, event log messages are stored in

$SERVER _HOWE/ servi ceability/ event| ogs/ eventl| og_i. | og and output to the
console. Theindex i variesfrom 1 to 4, at 10Mb boundaries. An examination of the Logback
configuration will show these defaults being set. They may be modified.

For a description of the syntax and facilities provided by this file see the Logback documentation
(referenced in Appendix C, Further Reading ).

5.2 Trace (Logging)

The SpringSource dm Server’ s logging (trace) support serves two main purposes.

* It provides global trace files that capture high-volume information regarding the SpringSource
dm Server’sinterna events. The files are intended for use by support personnel to diagnose
runtime problems.

* It provides application trace files that contain application-generated output. Thisincludes
output generated using popular logging and tracing APIs, aswell as output generated by calls
to Syst em out and Syst em er r. Thesefiles are intended for use by application
developers and system administrators.

By default, the dm Server tracefileiscaled

$SERVER HOVE/ servi ceability/l ogs/dm server/| og_i.| og, and, again by
default, the application trace files are called
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application_name/ | og_i. | og, where application_name is automatically set by dm Server for
each application artifact installed and run (it is a combination of the artifact name and the
version).

Theindex i variesfrom 1 to 4, on arolling basis, as each log file exceeds 10Mb.

Entriesin trace files are by default of the form <timestamp> <thread-name> <source> <level>
<entry-text>. For example:

[ 2008- 05- 15 09: 09: 46. 940] server-dm 2 org. apache. coyote. httpll. Htt pl1Protocol | Initializing Coyote HITP/1.1 on http-48080

although this format is completely determined by the Logback configuration file
serviceability.xm .

Application Output

SpringSource dm Server provides advanced support for capturing and tracing
application-generated output by automatically separating trace output on a per-application basis
and will also capture any Syst em out and Syst em er r output.

Per-application trace

SpringSource dm Server uses SLF4J interfaces to Logback, and the root logger (by default)
captures all logging output and appends it to the application-specific trace files as described
above. To modify this, define application-specific loggersintheser vi ceabi I i ty. xm file
in the normal way.

System.out and System.err

Syst em out and Syst em er r output from applicationsis, by default, captured in the
application’ s trace file. This happens because the output streams are intercepted and written to
the loggers named Syst em out at | NFOlevel and Syst em err at ERROR level
respectively. Since there are no explicit loggers defined with these namesin the

servi ceabi lity.xm file thisoutput islogged by the root logger (which captures| NFO
level and above).

Thetrace entriesfor Syst em out and Syst em er r output are of the form:

[ 2008- 05- 16 09: 28: 45. 874] server-tontat-thread-1 Systemout | Hello world!
[ 2008- 05- 16 09: 28: 45.874] server-tontat-thread-1 Systemerr E Hello world!

The third column indicates where the output came from (Syst em out or Syst em err) and,
asindicated by the fourth column, Syst em out istraced at theinfo level, and Syst em err
istraced at the error level.

To over-ride this behaviour, simply define explicit loggers named Syst em out and/or

Syst em err inthe configuration file to send this output to an appender of your choice. Be
aware that all applications output streams will be caught by these loggers, and that a sifting
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appender might be useful to separate them.

5.3 Service Dumps

A service dump istriggered when one of the following events occurs:

1. A failureis detected in the SpringSource dm Server code, or

2. athread deadlock is detected.

A service dump contains a snapshot of al the important state from the running SpringSource dm
Server instance. This snapshot is not intended for end user consumption but is useful for service

personnel.

By default, service dumps are created in $SERVER_HOVE/ ser vi ceabi | i t y/ dunp.
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6. Working with Applications

6.1 Deploying Artifacts

Y ou can deploy artifacts to SpringSource dm Server using either the hot-deploy directory on the
file system or by using the Admin Console.

Hot Deploy

To hot deploy an artifact, copy it into the pickup directory (by default
$SERVER_HOVE/ pi ckup):

pronpt$ cp nyapp. par $SERVER_HOVE/ pi ckup

When the artifact is hot deployed, a message similar to the following appearsin the log file:

[ 2009- 03- 08 17: 00: 00. 000] fs-watcher <SPDE0010l > - Depl oynent of 'mnyapp.par' version '0" conpleted.

If there is a problem with the deployment the console and log both show an error message to help
you with troubleshooting.

Manually Deploy

The Admin Console allows you to upload afile, which will be deployed automatically, from
your local file system to the SpringSource dm Server. As soon as SpringSource dm Server
deploysthe artifact, it appearsin the list of artifacts in the Admin Console. Note that the GUI for
uploading varies according to the browser and operating system you use.

Deploy an Application

Select an application or bundle to upload and deploy to the server. Valid file formats: far, war, par.

Application Location

I Browse... I Upload |

When clicked, the ‘Upload’ button rel oads the page. This may take afew seconds while the file
istransmitted and deployed. The Admin Console displays a status message at the top of the page
after it completes the deployment; if there were no problems, the displayed messageis

Appl i cati on depl oyed. Thefollowing image shows three deployed artifacts.

2.0.0.M6 33



34 dm Server User Guide

Admin Console

Result of the last operation: "Application deplayed'.

Deployed Applications

- Name Version Origin Date Undeploy
server.admin.splash-1.0.0.war 0 Hot Deployed 27-Aug-2008 16:26:09 BST undeploy

Associated Modules:
com.springsource.server.servliet.splash (type: WAR) [

server.admin.web-1.0.0 jar 0 Hot Deployed 27-Aug-2008 16:26:21 BST (N/A)

Associated Modules:
com.springsource.senver.servietadmin - (type: Web)  /admin

org.springframework.petclinic.jdbc  1.5.0.BUILD-20080826085445 Admin Console 27-Aug-2008 16:48:16 BST undeploy
Associated Modules:

org.springframework.petclinic.domain (type: Bundle) Mo personality identifer
org.springframework.petclinic.infrastructure.hsgldb (type: Bundle) Mo personality identifer
org.springframework.petclinic.jdbc-synthetic.context  (type: Bundle) Mo personality identifer
org.springframework.petclinic.repository (type: Bundle) Mo personality identifer
org.springframework.petclinic.repository. jdbc (type: Bundle) Mo personality identifer
org.springframework.petclinic.web (type: Bundle) Mo personality identifer

See Chapter 3, The Web Admin Console for additional details on using the Admin Console and
the meaning of the displayed information.

What Happens When You Deploy

When you deploy an artifact, either using hot-deployment or the Admin Console, dm Server
copiesthefileto itswork directory (SERVER HOME/ wor k by default) and registersitinits
internal registry. The server then checks any dependencies the artifact might have to see if
deployment can go ahead, and if al dependencies are resolved, SpringSource dm Server starts
the artifact. Because of all these additional internal activities, you should NOT simply copy the
artifact into the wor k directory and assume it will be deployed, because SpringSource dm Server
will not do so.

Deployment Ordering

When deploying bundles that have dependencies, it isimportant that you deploy them in the
correct order. SpringSource dm Server honors this ordering when it redeploys the artifacts on
startup.

If you use hot deployment to deploy your artifacts, be sure to copy the corresponding filesinto

the pickup directory one-by-one. Copying the files in one group, for example by using asingle
cp command. provides no guarantees of ordering.

Restrictions

The SpringSource dm Server does not support deploying fragment bundles.
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6.2 Undeploying an Artifact

Y ou can undeploy artifacts from SpringSource dm Server using either the hot-deploy directory
on the file system, or by using the Admin Console.

Hot Undeploy

To hot-undeploy an artifact, remove the corresponding file from the pickup directory (by default
$SERVER _HOVE/ pi ckup):

pronpt$ cd $SERVER HOME/ pi ckup
pronpt$ rm nyapp. par

When SpringSource dm Server compl etes the undeployment of the artifact, a message similar to
the following appears in the log:

[ 2009- 03- 08 17: 00: 05. 000] fs-watcher <SPDE0012l > - Undepl oynent of 'nyapp.war' version '0' conpleted.

Manually Undeploy

Y ou can undeploy only whole artifacts from the Admin Console, or in other words, you cannot
undeploy the separate modules or bundles that make up an artifact. Each artifact that can be
undeployed has an undepl oy link to theright of its namein the list of Deployed Applications.
As soon as you click the undeploy link, the page reloads with that artifact removed from the list.

The only artifact that you cannot undeploy from the Admin Console is the Admin Console itself.
If you need to undeploy this application, you must remove it from the pickup directory (by
default SERVER _HOME/ pi ckup); the name of the application is

com springsource. server. servlet.adm n.
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Admin Console

Result of the last operation: ‘Application undeployed'.

Deployed Applications

serveradmin.splash-1.0.0war 0 Hot Deployed 27-Aug-2008 16:26:08 BST undeploy
i Associated Modules:

com.springsource.serverservietsplash  (type: WAR) [
serveradmin.web-1.0.0 jar Q Hot Deployed 27-Aug-2008 16:26:21 BST (N/A)

i) Associated Modules:
com.springsource.server.servletadmin  (type:Web) J/admin

If any problems have occurred the status message at the top of the page will report the error, as
shown in the following image.

Admin Console

Result of the last operation: "Deployment Error Module file [fUse.
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/. Configuring the SpringSource dm Server

7.1 Overview of dm Server Configuration

SpringSource dm Server uses properties filesin the SERVER _HOVE/ conf i g directory to
configure most of its subsystems. Each subsystem has its own propertiesfile, as described in the
following table.

Table 7.1. Subsystem Configuration Properties Files

Property File Description

ker nel . properties Configures the dm Server kernel, in particular
the deployment behavior of the server, its
work directory, the Equinox telnet console,
and profiles. See Configuring the dm Server
Kernel for more information.

repository. properties Configures the locations that dm Server
includesin its provisioning repository. See
Configuring the Provisioning Repository for
more information.

host edReposi tory. properties Configures a hosted repository. See
Configuring a Hosted Repository for more
information.

There are two subsystems that do not use properties files:

» The embedded Tomcat servlet container uses the standard Apache Tomcat configuration file,
located in the SERVER_HOVE/ conf i g directory. For clarity, however, SpringSource dm
Server renamesthefilet ontat - server. xnl (rather thanser ver. xm ), but the format
is the same as the standard A pache Tomcat. See Configuring the Embedded Tomcat Servlet
Container for more information.

» The serviceability subsystem usesthe Logback ser vi ceabi | i ty. xm configuration file
intheconf i g directory. See Configuring Serviceability for more information.

7.2 Configuring the dm Server Kernel

This section provides information about configuring the dm Server kernel by updating the file
SERVER HOVE/ confi g/ ker nel . properti es. Topicsinclude:

» Configuring Deployment
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» Configuring the Work Directory

* Configuring Profiles

* Configuring Equinox

Configuring Deployment

Y ou can configure three properties of deployment: the pickup directory into which you copy
applications for hot-deployment, the deployment timeout, and whether automatic cloning of
deployed bundles is enabled.

To change any of these properties, edit the SERVER_HOVE/ conf i g/ ker nel . properties
file and change the properties that begin with the depl oyer . prefix. The following table
describes these properties.

Table 7.2. Deployment Configuration Properties

Property Description

depl oyer. ti meout Specifies the amount of time, in seconds, after
which dm Server times out while trying to
deploy abundle, library, or plan. The default
valueis 300. If you want to disable
deployment timeout, specify 0.

depl oyer. pi ckupDi rectory Specifies the absolute or relative path to the
pickup directory to which you copy
applications for hot-deployment. Relative
paths are relative to SERVER_HOVE. The
default valueis. / t ar get / pi ckup. .

depl oyer. aut oCl one Specifies whether auto-cloning of deployed
applicationsis enabled. Valid valuesaret r ue
or f al se. Default valueist r ue.

When you enable this property, and you
deploy an application, dm Server
automatically clones a dependency of the
application when required. This requirement
might occur, for example, when the
dependency (call it bundl eA) has already
been deployed and pinned to a specific version
of one of its own dependencies (bundl eB),
but then the original application also directly
depends on a different version of bundl eB. If
bundl eA can also depend on the same
version of bundl eB asthe origina
application if it weren't already pinned to
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Property Description

another version, then dm Server clones
bundl eA so that just the original application
usesit.

The following listing displays the default configuration distributed with the dm Server; only
relevant sections of theker nel . pr operti es fileare shown.

depl oyer. ti meout =300
depl oyer. pi ckupDi r ect or y=pi ckup

As the default configuration shows, the default pickup directory is SERVER _HOME/ pi ckup,
the deployment timeout is 300 seconds, and auto-cloning is enabled.

Configuring the Work Directory

SpringSource dm Server uses awork directory for internal work; by default this directory is
SERVER HOME/ wor k. Y ou can change this directory by updating the

SERVER_HOVE/ confi g/ ker nel . properti es file and changing the value of the

i 0. wor kDi r ect ory property; as always, relative paths are relative to the root

SERVER HQOME directory. The following listing show the default configuration of the

i 0. wor kDi r ect ory property:

i 0. wor kDi rect or y=wor k

Configuring Profiles

Y ou can configure three properties of the SpringSource dm Server’s profile: the profile' s name,
the list of required subsystems, and the list of optional subsystems.

To change any of these properties, edit the SERVER_HOVE/ conf i g/ ker nel . properties
file and change the properties that begin with the pr of i | e. prefix. The following table
describes these properties.

Table 7.3. Profile Configuration Properties

Property Description

profil e. name Specifies a human readable name for this
profile. Thisvalueis used in log output and for
management tools. The default valueisweb.

profile.subsystens Specifies acomma-delimited list of
subsystems that are required to be present
when the profileis started. If they are not
present, startup will fail. The default valueis
com springsource. server. web.

2.0.0.M6 39



40 dm Server User Guide

Property Description

profile.optional Subsyst ens Specifies acomma-delimited list of
subsystems that can be loaded when the
profile started if they are present. If they are
not present, startup will continue without
them. The default value is an empty list.

Configuring Equinox

Y ou configure the telnet console of Equinox by updating the ker nel . properti es fileinthe
$SERVER_HOVE/ conf i g directory and editing the properties described in the following table.

Table 7.4. Equinox Configuration Properties

Property Description

shel | . enabl ed Specifies whether the OSGI shell is enabled or
not. Valid valuesaret r ue or f al se.

shel | . port Defines the port on which you can remotely
access the OSGI shell. If not set, the shell is
only available from stdout of the dm Server
Process.

The following example shows the default OSGI Equinox configuration in afreshly-installed
kernel . properti es file only the relevant section of the fileis shown.

shel | . enabl ed=true
shel | . port=2401

The example shows that the Equinox telnet console is enabled by default, and you connect to it
remotely using the port 2401.

7.3 Configuring Serviceability

The serviceability subsystem of the SpringSource dm Server is configured in the
serviceability.xm filefoundintheconfi g directory. ThisisaLogback configuration
file, and is explained in some more detail in Chapter 5, Serviceability.

7.4 Configuring the Embedded Tomcat Servlet
Container

SpringSource dm Server embeds an OSGi-enhanced version of the Tomcat Serviet Container in
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order to provide support for deploying Java EE WARs and Web Bundles. Y ou configure the
embedded Servlet container using the standard Apache Tomcat configuration. The main
difference isthat the configuration fileiscaled t ontat - ser ver . xnl rather than
server. xm . Aswith the other dm Server configuration files, thet ontat - server . xm
fileislocated in the $SERVER _HOVE/ conf i g directory.

The following listing displays the default configuration distributed with the dm Server; for
clarity, the listing does not include the standard A pache License.

<?xm version="1.0" encoding="utf-8 ?>
<Server port="8005" shutdown="SHUTDOMN' >

<Li stener cl assNane="org. apache. catal i na.core. AprLifecyclelListener" SSLEngi ne="on" />
<Li stener className="org. apache. catalina.core.JasperlListener" />

<Li stener cl assNane="org. apache. catal i na. nbeans. ServerLifecycl eLi stener" />

<Li stener classNanme="org. apache. catal i na. nheans. G obal Resour ceslLi f ecycl eLi stener" />

<Li stener classNanme="com springsource. server.web. toncat. ServerLifecycl eLoggi ngLi stener"/>

<@ obal Nam ngResour ces>
<Resour ce name="User Dat abase" aut h="Cont ai ner"
type="org. apache. cat al i na. User Dat abase"
description="User database that can be updated and saved"
factory="org. apache. catal i na. users. Menor yUser Dat abaseFact or y"
pat hname="conf1i g/ toncat-users. xm" />
</ d obal Nam ngResour ces>

<Servi ce nanme="Catalina">

<Connect or port="8080" protocol ="HTTP/1.1"
connecti onTi meout =" 20000"
redirect Port="8443" />

<Connect or port="8443" protocol ="HTTP/1.1" SSLEnabl ed="true"
maxThr eads="150" schenme="https" secure="true"
client Aut h="f al se" ssl| Protocol ="TLS"
keyst or eFi | e="confi g/ managenent / keyst ore"
keyst or ePass="changei t"/>

<Connect or port="8009" protocol ="AJP/1.3" redirectPort="8443" />
<Engi ne nane="Catal i na" defaul t Host ="1 ocal host ">

<Real m cl assName="or g. apache. cat al i na. r eal m User Dat abaseReal nf
resour ceNanme="User Dat abase"/ >

<Host nane="|ocal host" appBase="webapps"
unpackWARs="t rue" aut oDepl oy="true"
xm Val i dati on="fal se" xml NamespaceAwar e="f al se" >

<Val ve cl assName="org. apache. cat al i na. val ves. AccessLogVal ve"
directory="serviceability/l ogs/access"
prefix="1ocal host_access_l og." suffix=".txt" pattern="common"
resol veHost s="fal se"/>
</ Host >
</ Engi ne>
</ Servi ce>
</ Server >

Description of the Default Apache Tomcat Configuration

The following bullets describe the main elements and attributes in the default
t ontat - server. xm file; for details about updating this file to further configure the
embedded Apache Tomcat server, see the Apache Tomcat Configuration Reference.

i Relative paths

If the configured path to a directory or file does not represent an absolute path, dm
Server typically interpretsit as a path relative to the SERVER _HOVE directory.

2.0.0.M6 41


http://tomcat.apache.org/tomcat-6.0-doc/config/index.html

42 dm Server User Guide

» Theroot element of thet ontat - server. xm fileis<Ser ver >. The attributes of this
element represent the characteristics of the entire embedded Tomcat servlet container. The
shut down attribute specifies the command string that the shutdown port number receivesvia
a TCP/IP connection in order to shut down the servlet container. The por t attribute specifies
the TCP/IP port number that listens for a shutdown message.

» The<Li st ener > XML elements specify thelist of lifecycle listeners that monitor and
manage the embedded Tomcat servlet container. Each listener classis a Java Management
Extensions (JMX) MBean that listens to a specific component of the servlet container and has
been programmed to do something at certain lifecycle events of the component, such as before
starting up, after stopping, and so on.

Thefirst four <Li st ener > elements configure standard Tomcat lifecycle listeners. The
listener implemented by the

com springsource. server.web. tontat. ServerLi f ecycl eLoggi ngLi st ener
classis specific to SpringSource dm Server and manages server lifecycle logging.

» The<d obal Nam ngResour ces> XML element groups together the global JNDI
resources that Web applications deployed to the servlet container can use. The <Resour ce>
element defines the database used to |oad the users and roles from the
SERVER HOME/ confi g/t ontat - users. xm fileinto an in-memory data structure.
Thisresource will be later referenced by the <Engi ne> XML element so that Web
applications deployed to the servlet container can query the database for the list of users and
the roles they are mapped to, as well as update the file.

» The<Ser vi ce> XML element groups together one or more connectors and a single engine.
Connectors define a transport mechanism, such as HTTP, that clients use to to send and
receive messages to and from the associated service. There are many transports that a client
can use, which iswhy a<Ser vi ce> element can have many <Connect or > elements. The
engine then defines how these requests and responses that the connector receives and sends are
in turn handled by the servlet container; you can defined only asingle <Engi ne> element for
any given <Ser vi ce> element.

Thesamplet ontat - server. xm file aboveincludesthree <Connect or > elements. one
for the HTTP transport, one for the HTTPS transport, and one for the AJP transport. Thefile
also includes asingle <Engi ne> element, as required.

» Thefirst connector listens for HTTP requests at the 8080 TCP/IP port. The connector, after
accepting a connection from a client, waits for a maximum of 20000 milliseconds for a request
URI; if it does not receive one from the client by then, the connector times out. If this
connector receives a request from the client that requires the SSL transport, the servlet
container automatically redirects the request to port 8443.

» The second connector isfor HTTPS requests. The TCP/IP port that users specify as the secure
connection port is 8443. Be sure that you set the value of ther edi r ect Por t attribute of
your non-SSL connectors to this value to ensure that users that require a secure connection are
redirected to the secure port, even if they initially start at the non-secure port. The
SSLEnabl ed attribute specifiesthat SSL is enabled for this connector. Thesecur e
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attribute ensuresthat acall tor equest . i sSecur e() from the connecting client always
returnst r ue. The schene attribute ensures that acall tor equest . get Scheme() from
the connecting client alwaysreturns ht t ps when clients use this connector.

ThemaxThr eads attribute specifies that the servlet container creates a maximum of 150
reguest processing threads, which determines the maximum number of simultaneous requests
that can be handled. Thecl i ent Aut h attribute specifies that the servlet container does not
require a certificate chain unless the client requests a resource protected by a security
constraint that uses CLIENT-CERT authentication.

Thekeyst or eFi | e attribute specifies the name of the file that contains the servlet
container’s private key and public certificate used in the SSL handshake, encryption, and
decryption. You use an alias and password to access this information. In the example, thisfile
isSERVER _HOVE/ confi g/ managenent / keyst or e. Thekeyst or ePass attributes
specify the password used to access the keystore.

» Thethird AJP Connector element represents a Connector component that communi cates with
aweb connector viathe AJP protocol.

» Theengine hasalogical name of Cat al i na; thisisthe name used in all log and error
messages so you can easily identify problems. The value of thedef aul t Host attribute
refers to the name of a<Host > child element of <Engi ne>; this host processes requests
directed to host names on this servlet container.

* The<Real nw child element of <Engi ne> represents a database of users, passwords, and
mapped roles used for authentication in this service. By default, the realm simply references
the User Dat abase resource, defined by the <Resour ce> child element of
<d obal Nam ngResour ces>.

» The<Host > child element represents a virtual host, which is an association of a network
name for a server (such aswww. myconpany. comn) with the particular server on which
Catalinaisrunning. The servlet container unpacks Web applications into a directory hierarchy
if they are deployed as WAR files. Thexmi Val i dat i on attribute specifies that the servlet
container does not validate XML files when parsing them, or in other words, it acceptsinvalid
XML. Thexm NanespaceAwar e attribute specifies that the servlet container does not take
namespaces into account when reading XML files.

» Finally, theor g. apache. cat al i na. val ves. AccessLogVal ve valve creates|og
filesin the same format as those created by standard web servers. The servlet container creates
the log filesin the SERVER _HOVE/ ser vi ceabi | i ty/ | ogs/ access directory. Thelog
files are prefixed with the string | ocal host _access_| og. , haveasuffix of . t xt , usea
standard format for identifying what should be logged, and do not include DNS lookups of the
|P address of the remote host.

Connector Configuration

The SpringSource dm Server supports JSON-based configuration of any connector supported by
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Apache Tomcat. See the default configuration above for syntax examples, and for further details
on the configuration properties supported for various <Connect or > implementations, consult
the official Tomcat HT TP Connector documentation.

Configuring SSL for Tomcat

The SpringSource dm Server distribution includes a preconfigured

SERVER HOME/ confi g/ managenent / keyst or e filethat containsasingle
self-signed SSL Certificate. The password for thiskeyst or e fileischangei t .
Thiskeyst or e fileisintended for testing purposes only. For detailed instructions
on how to configure Tomcat’s SSL support, consult the official Tomcat SSL
Configuration HOW-TO.

Load Balancing Configuration

SpringSource dm Server supports JSON-based configuration of the load balancing supported by
Tomcat.

Cluster Configuration

SpringSource dm Server supports JSON-based configuration of the clustering supported by
Apache Tomcat. By default, clustering of the embedded servlet container is disabled, and the
default configuration does not include any clustering information. See Tomcat
Clustering/Session Replication HOW-TO for detailed information about enabling and
configuring clustering.

Tomcat Configuration Files

In addition to the af orementioned configuration options, various parts of the embedded Tomcat
Servlet container can be configured viathe following files located in the Servlet container’s
configuration directory. The syntax and usage of each file comply with that of a standard Tomcat
installation.

» context.xml: XML based configuration file which will be loaded for each web application
Cont ext deployed to dm Server.

» tomcat-users.xml: XML based configuration file used to manage users, passwords, and roles
for an in-memory security realm. Thisfileisused by the dm Server to configure a
Menor yReal mfor the embedded Tomcat Servlet container.

» web.xml: The default web. xm deployment descriptor used for all web applications
deployed on the dm Server. As each web application is deployed, thisfile is processed,
followed by the/ VEB- | NF/ web. xm deployment descriptor packaged with the web
application itself, if present.
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7.5 Configuring the Provisioning Repository

Y ou configure the locations that SpringSource dm Server includes in its provisioning repository
by editingther eposi t ory. properti es fileinthe $SERVER _HOVE/ conf i g directory.

When you specify a property in the file, use the format
reposi t ory-name. property=val ue, where

* repository-namne refersto the name of the local repository.
* property refersto the name of a particular property.
» val ue refersto the value of the property.

For example, bundl es- usr . t ype=ext er nal specifiesthat thet ype property of the
repository with name bundl es- usr isext er nal .

For each specific repository, you configure a number of properties, such asits type (external,
watched, or remote) and its searchpath, watched directory, or URI that specifies the actual
location of the bundles and libraries. The particular properties that configure these options are
listed in the table after the example.

The chai n property specifies the order in which SpringSource dm Server searches the
searchpaths when it looks for dependencies; the first path listed specifies the first actual directory
that SpringSource dm Server searches, until the last listed path. The chai n property usesthe
names of the searchpaths as specified in the individual repository properties; for example, in the
property bundl es- usr. t ype=ext er nal , the name of the repository isbundl| es- usr.

The default repository configuration for a newly installed SpringSource dm Server is as follows:
bundl es- subsyst ens. t ype=ext er na
bundl es- subsyst ens. sear chPat t er n=r eposi t ory/ bundl es/ subsyst ens/ { subsyst en}/ { conponent }

bundl es- ext . t ype=ext er na
bundl es- ext . sear chPat t er n=r eposi t ory/ bundl es/ ext/{bundl e}

bundl es- usr. t ype=ext erna
bundl es- usr. sear chPat t er n=r eposi t ory/ bundl es/ usr/{bundl e}

l'ibraries-ext.type=external ) ) )
l'ibraries-ext.searchPattern=repository/libraries/ext/{library}

|ibraries-usr.type=externa
libraries-usr.searchPattern=repository/libraries/usr/{library}

chai n=bundl es- subsyst ens, bundl es- ext, bundl es-usr, | ibraries-ext,|ibraries-usr

The default configuration shown above has five searchpaths, each of which SpringSource dm
Server searches when locating entries for inclusion in the repository. The chai n property shows
the order in which SpringSource dm Server searches the searchpaths.

SpringSource dm Server requires that you always include the bundl es- subsyst em

bundl es-ext,and| i brari es- ext searchpaths, as shown above, in your repository
configuration. Y ou can configure the user-related searchpaths as you wish.
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The following table lists all the available properties that you can use to describe a named path
and the repository search chaininther eposi t ory. properti es file.

Table 7.5. Repository Propertiesin repository.properties

Property

reposi t ory- nane. type

reposi tory-nane. searchPattern

Description

Specifies the type of path. You can set this
property to one of the following three valid
values:

» ext er nal : Specifiesthat this path points
to anumber of directories that satisfy a
given search pattern and are local to the
current SpringSource dm Server instance.
Usethesear chPat t er n property to
specify the directory search pattern.

* wat ched: Specifies that this path pointsto
asingle directory, local to the current
SpringSource dm Server instance.
SpringSource dm Server regularly scans
watched repositories so it automatically
picks up any changes to the bundlesin the
directory at runtime. Use the
wat chDi r ect ory property to specify the
watched directory and the
wat chl nt er val property to specify how
often dm Server checks the directory.

* renot e: Specifies that the path pointsto a
remotely-hosted repository, hosted by a
remote instance of SpringSource dm Server.
Usetheuri property to specify the full
URI of the remote repository. You can also
specify the optional
i ndexRef r eshl nt er val property.

See Watched or External Repository? for
additional information about when to
configure watched or external repositories for
your particular environment.

Specifies the pattern that an external
repository uses when deciding which local
directories it should search when identifying
artifacts. Use this property together with
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Property Description

reposi tory-nane. t ype=external .
See Search Paths: Additional Information for
detailed information about specifying a search
pattern.

reposi t ory-nane. wat chDi rect ory
Specifies the single directory of awatched

repository. Y ou can specify either an absolute
or relative pathname for the directory. If you
specify arelative pathname, it is relative to the
root of the dm Server installation
(SERVER_HQOVE). Use this property together
with

"repository-nane.type=wat ched.

reposi t ory- nanme. wat chl nt er val
Specifiesthe interval in seconds between
checks of awatched directory by awatched
repository. This property isoptional, if it is not
specified the default interval of 5 secondsis
used. Use this property together with
"repository-nane.type=wat ched.

repository-nane. uri
Specifies the URI of the hosted repository to

which aremote repository connects. The value
of this property takes the following format:

http://host: port/com springsource. server
where:

* host refersto the computer on which the
remote dm Server instance hosts the remote
repository.

» port refersto Tomcat listen port of the
remote dm Server instance which hosts the
remote repository.

* renot e-repository-nane refersto
the name of the remote repository, as
specified in the
host edReposi tory. properti es file
of the remote dm Server instance.

Use this property together with
"repository-nane.type=renote.
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Property Description

reposi tory-nane. i ndexRefreshl nt erval
Specifiesthe interval in seconds between
checks by aremote repository that its local
copy of the hosted repository index is
up-to-date (a remote repository acts as a proxy
for ahosted repository and thusit holds a local
copy of the hosted repository’ sindex). This
property is optional, if it is not specified the
default interval of 5 secondsis used.

Use this property together with
"repository-nane.type=renote.

Should I Configure a Watched or External Repository?

The main difference between awatched and an external repository is that SpringSource dm
Server regularly scans watched directories and automatically picks up any changed bundles or
libraries, while dm Server scans external directoriesonly at startup, and then only if thereisno
cached index available. This means that dm Server always performs a scan of an external
repository when you start the server with the - cl ean (as this deletes the index) and only scans
during anormal startup if the index isn’t there because, for example, thisis the first time you
start the server.

There is a performance cost associated with using a watched repository due to dm Server using
resources to scan the directory at the configured interval. The cost is small if the watched
repository contains just afew artifacts; however, the performance cost increases as the number of
artifacts increases.

For this reason, SpringSource recommends that you put most of your dependencies in externa
repositories, even when in development mode. If you make any changes to the artifactsin the
external repositories, remember to restart dm Server with the - cl ean option so that the server
picks up any changes. Use watched directories for artifacts that you are prototyping, actively
updating, or when adding new dependencies so that dm Server quickly and easily picks them up.
To increase performance even during devel opment, however, you can use an external repository
for most of your dependencies, in particular the onesthat are fairly static.

In production environments, where dependencies should not change, SpringSource recommends
that you use only external repositories.

Search Paths: Additional Information

Ther eposi t ory-nane. searchPatt ern and
reposi t ory-name. wat chDi r ect or y properties specify search paths for external and
watched repositories, respectively, that define a physical location that SpringSource dm Server
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searches when looking for alibrary or bundle dependency. If a search path isrelative, its location
isrelative to the root of the installation, in other words, the SERVER _HOVE directory.

Using Wildcards

Search paths specified with ther eposi t or y- name. sear chPat t er n property provide
support for wildcards. In the entries above, the path segments surrounded by curly braces, for
example{ bundl e} and{ I i br ary}, arewildcards entries for a directory with any name.
Allowing wildcards to be named in this way is intended to improve the readability of search path
configuration.

In addition to supporting the above-described form of wildcards, SpringSource dm Server also
supports Ant-style paths, that is* and * * can be used to represent any directory and any series
of directories, respectively. For example, r eposi t ory/ bundl es/ usr/ {bundl e} and
reposi tory/ bundl es/ usr/* aredirectly equivalent.

A common usage of the * * wildcard is to allow dependencies stored in a directory structure of
varying depth, such as alocal Maven repository, to be provisioned by the SpringSource dm
Server.

Using System properties

Y ou can use system properties when specifying the values of the

reposi tory-namne. searchPattern,repository-name. wat chDi rectory,
reposi tory-name. wat chl nt erval repository-nane. uri,and

reposi tory-nane. i ndexRef r eshl nt er val properties. You reference system
propertiesas ${ syst em pr operty. nane} ; for example, a search path of

${user. home}/reposi tory/ bundl es referencesther eposi t ory/ bundl es
directory in the user’s home directory.

Example repository configurations

The following examples provide sample configuration that could be used for some common use
cases.

Replace bundles-usr with an Ivy cache
bund| es- subsyst ens. t ype=ext er na
bundl es- subsyst ens. sear chPat t er n=r eposi t ory/ bundl es/ subsyst ens/ { subsyst en}/{ conponent }

bundl es- ext . t ype=ext erna
bundl es- ext . sear chPat t er n=r eposi t ory/ bundl es/ ext/{bundl e}

bundl es- usr. t ype=externa
bundl es- usr. searchPatt er n=${ user. hone}/ . i vy2/ cache/ {org}/{nanme}/{version}/{bundl e}.jar

|ibraries-ext.type=externa
libraries-ext.searchPattern=repository/libraries/ext/{library}

libraries-usr.type=externa
libraries-usr.searchPattern=repository/libraries/usr/{library}

chai n=bundl es- subsyst ens, bundl es- ext, bundl es-usr, | ibraries-ext,|ibraries-usr
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Replace bundles-usr with a Maven local repository

bundl es- subsyst ens. t ype=ext er na
bundl es- subsyst ens. sear chPat t er n=r eposi t ory/ bundl es/ subsyst ens/ { subsyst en}/{ conponent }

bundl es- ext . t ype=externa
bundl es- ext . sear chPat t er n=r eposi t ory/ bundl es/ ext/{ bundl e}

bundl| es- usr. t ype=ext er na
bundl es- usr. sear chPatt er n=${user. home}/. n2/ reposi tory/**/{bundl e}.j ar

libraries-ext.type=externa
libraries-ext.searchPattern=repository/libraries/ext/{library}

l'i braries-usr.type=external ) ) )
l'ibraries-usr.searchPattern=repository/libraries/usr/{library}

chai n=bundl es- subsyst ens, bundl es- ext, bundl es-usr, | ibraries-ext,|ibraries-usr

Add remote and watched repositories

The following example shows the default r eposi t ory. properti es filefroma
freshly-installed dm Server, but then updated to include new remote and watched repositories.
Both of these repositories are part of the repository chain.

The remote repository iscalled r enpt e- r epo. The URI of the hosted repository from which

r enot e- r epo getsitsartifactsis

http:// ny-host: 8080/ com spri ngsource. server.repository/ ny-hosted-repo;
this means that there is a dm Server instance running on host my - host whose Tomcat server

listens at the default port, 8080, and this server instance hosts a repository called

my- host ed- r epo, configured inthe host edReposi t ory. properti es fileof the

remote server instance. The remote repository checks for changes in the hosted repository every

30 seconds.

The watched repository is called wat ched- r epo and the directory that holds the artifactsis
reposi t ory/ wat ched, relative to the installation directory of the dm Server instance. The
server checks for changes in this watched repository every 5 seconds.

bundl es- subsyst ens. t ype=ext er na

bundl es- subsyst ens. sear chPat t er n=r eposi t ory/ bundl es/ subsyst ens/ { subsyst en}/{conponent }

bundl es- ext . t ype=ext erna
bundl es- ext . sear chPatt er n=r eposi t ory/ bundl es/ ext/{ bundl e}

bundl es- usr. t ype=externa
bundl es- usr. sear chPat t er n=r eposi t ory/ bundl es/ usr/{ bundl e}

l'ibraries-ext.type=externa
libraries-ext.searchPattern=repository/libraries/ext/{library}

libraries-usr.type=externa
libraries-usr.searchPattern=repository/libraries/usr/{library}

renot e- r epo. t ype=r enot e

renot e-repo. uri =http://my-host: 8080/ com spri ngsour ce. server.repository/ ny-hosted-repo
renot e- r epo. i ndexRef r eshl nt er val =30

wat ched-r epo. t ype=wat ched

wat ched- r epo. wat chedDi r ect or y=r eposi t or y/ wat ched

wat ched- r epo. wat chedl| nt er val =5

chai n=bundl| es- subsyst ens, bundl es- ext, bundl es-usr, | ibraries-ext,|ibraries-usr,renote-repo, watched-repo

7.6 Configuring a Hosted Repository
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Y ou configure adm Server instance to host a repository by editing the
confi g/ host edReposi tory. properti es file; remote clients can then access the
artifacts in this hosted repository and use them locally.

When you specify a property in the file, use the format
reposi t ory-nane. property=val ue, where:

* repository- namne refersto the name of the hosted repository.
* property refersto the name of aparticular property.
» val ue refersto the value of the property.

For example, my- host ed-r epo. t ype=ext er nal specifiesthat thet ype property of the
nmy- host ed- r eposi t ory repository isext er nal .

The following table lists the properties that you can include in the
host edReposi tory. properti es file

Table 7.6. Hosted Repository Properties

Property Description

reposi tory-nane. type Specifies the type of path of the hosted
repository. All paths are local to the current
dm Server instance. Y ou can set this property
to one of the following valid values:

» ext er nal : Specifiesthat this path points
to anumber of directories that satisfy a
given search pattern. Use the
sear chPat t er n property to specify the
directory search pattern.

* wat ched: Specifies that this path pointsto
asingle directory. SpringSource dm Server
regularly scans watched repositories so it
automatically picks up any changesto the
bundlesin the directory at runtime. Use the
wat chDi r ect ory property to specify the
actual watched directory and the
wat chl nt er val property to specify how
often dm Server checks the directory.

See Watched or External Repository? for
additional information about when to
configure watched or external repositories for
your particular environment.
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Property Description

reposi tory-nane. searchPattern
Specifies the pattern that an external hosted
repository uses when deciding which local
directoriesit should search when identifying
artifacts. Use this property when
reposi tory-nane. type=external .
See Search Paths: Additional Information for
detailed information about specifying a search
pattern.

reposi t ory-nane. wat chDi rect ory
Specifies the single directory of awatched
hosted repository. Y ou can specify either an
absolute or relative pathname for the directory.
If you specify arelative pathname, it is
relative to the root of the dm Server
installation (SERVER _HOVE). Use this
property when
reposi tory-nane. t ype=wat ched.

reposi t ory-nane. wat chl nt er val
Specifiesthe interval in seconds between
checks of awatched directory by awatched
hosted repository. This property is optional.
Use this property when
reposi tory-nane. t ype=wat ched.

The following sample showsahost edReposi t ory. properti es filewithasingle
external repository called ny- host ed- r epo with search pattern
SERVER HOMVE/ r eposi t ory/ host ed/ *.

nmy- host ed- r epo. t ype=ext er nal
ny- host ed- r epo. sear chPat t er n=r eposi t ory/ host ed/ *

See Exampl e of watched and remote repositories for details on how alocal repository can
remotely access the artifacts in this hosted repository.
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Appendix A. Event log codes

A.1l Format of the event log codes

Event log codes issued by dm Server have the general syntax <XXnnnnL> where:

XX

nnnn

The two-letter codes are (this list is not compl ete):

CcC
DE
HD
KD

KE
OF
oP
RP

is atwo-letter code (upper-case) identifying the region of the dm Server code
which issued the log message;

is afour-digit message number; and

isasingle-letter (upper-case) code identifying the level of the message.

com spri ngsour ce.
com spri ngsour ce.
com spri ngsour ce.
com spri ngsour ce.
com spri ngsour ce.
com spri ngsour ce.
com spri ngsour ce.

com spri ngsour ce.

ker nel
ker nel
ker nel
ker nel
ker nel
ker nel

ker nel

. services. concurrent

. depl oyer . cor e the Deployer

. depl oyer . hot the Hot Deployer
.dm

. cor e theKernel

. 0sgi Osgi Framework

. 0Sgi . provi si oni ng Osgi Provisioning

r eposi t ory the Repository

The four-digit numbers identify the message text (with placeholders for inserted values). These
are not listed here, but can be discovered by examining the files called
Event LogMessages. properti es, found in the relevant packages.

The single-digit level codeis one of:

E

Error level: enabled if level is ERROR.

Warning level: enabled if level is WARNI NG or above.
Info level: enabled if level is| NFOor above.

Debug level: enabled if level is DEBUG or above.
Trace level: always enabled.



There are never two messages with the same prefix and number, but with different levels.



Appendix B. Known Issues

B.1 Timeout During Startup Due to Firewall Settings

The dm Server will fail to start correctly if it is prevented from connecting to needed ports by the
firewall. Typically this manifests as error SPPMDO0O3E . Configuring the firewall to allow the
dm Server process to bind to the necessary ports will prevent this error from occurring.

B.2 OutOfMemoryError: PermGen space running on
Sun VM

Asaresult of Sun Java bug 4957990, the SpringSource dm Server may consume more PermGen
space than expected when running with the server HotSpot compiler. This problem may be
resolved by configuring the JAVA_OPTS environment variable to specify an increased

MaxPer nSi ze, for example - XX: MaxPer nSi ze=128M


http://bugs.sun.com/bugdatabase/view_bug.do?bug_id=4957990




Appendix C. Further Reading

SpringSource dm Server Programmer Guide

Spring Framework Reference Guide

Spring Dynamic Modules Reference Guide

The Logback Manual



../../programmer-guide/html/index.html
http://static.springframework.org/spring/docs/2.5.x/reference/index.html
http://static.springframework.org/osgi/docs/current/reference/html/
http://logback.qos.ch/manual
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