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1. Installing dm Server

1.1 Prerequisites

The SpringSource dm Server requires Java SE 6 or later to be installed. Javais available from
Sun and elsewhere.

1.2 Installing from the ZIP Download

Downloading the ZIP file

SpringSource dm Server is distributed as a ZIP file. This can be downloaded from here. Follow
the instructions to obtain a username and password.

Installing

Linux

To install the SpringSource dm Server on Linux, unzip the distribution package to the desired
installation directory. For example, to install into/ opt :

pronpt$ unzi p springsource-dm server-2.0.0. RELEASE. zip -d /opt

This creates adirectory called spri ngsour ce-dm server - 2. 0. 0. RELEASE under
/ opt .

SpringSource dm Server requires write access to the installation directory, in this case

[ opt/ springsource-dm server-2.0.0. RELEASE. Typicaly this meansit must be
run asthe user that installed it, or the installation directory’ s ownership must be changed.

Microsoft Windows
To install the SpringSource dm Server on Windows, unzip the distribution package to the desired
installation directory. Y ou should use a zip application such as 7zip, not the built-in folder

decompression. Note that both Windows and Java 5 have some issues with long file names and
file paths, so we recommend installing to the root directory of your chosen drive.

1.3 Post-installation steps

2.0.0.RELEASE 1
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Set environment variable variables

JAVA_HOME

The SpringSource dm Server uses the JAVA HOVE environment variable to locatethej ava
executable. Configure this environment variable to point to the home directory of the Java 5 or
Java 6 installation on your computer.

SERVER_HOME

Asaconvenienceit is recommended that you create an environment variable that pointsto the
SpringSource dm Server installation directory. Note that the SpringSource dm Server does not
require that such an environment variable has been set. This variable may have any name of your
choosing. The SpringSource dm Server’s documentation assumes that the variable is named
SERVER_HOVE.

Linux

Edit the. pr of i | e filein your home directory to add the SERVER HOVE and JAVA HOVE
environment variables. For example, if you installed into / opt :

export SERVER HOVE=/ opt/springsour ce-dm server-2.0. 0. RELEASE/
export JAVA HOVE=/user/javal/j dkl.6.0_17
export PATH=$JAVA HOME/ bi n: $PATH

Microsoft Windows

This section shows how to add SERVER HOVME as a system variable on Windows. Follow the
same procedure to add or update the JAVA HOVE environment variable.

From the Start menu, open the Control Panel and double-click on * Systenm’.

2 Installing dm Server
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System Properties
General | Computer Mame I Hardware
| Advanced || Automatic pdates I Remate
rou muzt be logged on az an Administrator to make most of these changes.
— Performance
Vizual effects, proceszor scheduling, memany uzage, and wirtual memaony
Settings
— Uzer Profiles
Dezktop zettings related o your logon
Settingz
— Startup and Recoverny
Syztem startup, system failure, and debuagging infarmation
Settingz
E nvironment Y anables Error Reporting
aF. Cancel Ay

Click the ‘Advanced’ tab and select ‘ Environment Variables . Next, click the ‘ Edit’ button in the
‘System Variables section.

2.0.0.RELEASE 3
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—ser variables For PHarris

Environment ¥ariables I

Yariable YWalue
TEMP HIJSERPROFILE%S\Local Sektings)\ Temp
TMP Yl JSERPROFILE%:\Local Settings\Termp

MlEw Edit Delete
— Syskem variables
Yariable Yalue -
ClusterLog CHMWINDOMW S Cluskericlusker log |
ComSpe: W INDOW S sy sbem 32 crmd. exe
FP_MO HOAT _C... MO
Java_HOME Yolaval 6%
Javals Z\Program Files)Javaljrel 5.0 15 ll
Mlew Edik Delete
K, | Cancel

Thiswill display the ‘Edit System Variable’ window. Enter SERVER_HOVE asthe ‘Variable
name' and the installation directory asthe ‘Variable value'. Click OK.

Mew User Yariable

SERVER._HOME

Yariable name:

Yariable value:

2l x]

CHispringsource-drn-server),

ik

Cancel

Installing dm Server
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Microsoft Windows - Troubleshooting

When starting the SpringSource dm Server on some variants of Windows you might encounter a
problem with file permissions. The error looks like this,
C:\dev\springsource-dm server-2.0.0. BUl LD-20091208094124>bi n\ st ar t up. bat

Error: Exception thrown by the agent : java.io.FileNot FoundException: C:\dev\...\config\
com springsource. kernel . j nkrenot e. access. properties (Access is denied)

If the dm Server starts at this point you can skip this section and carry on. Otherwise, go to the
‘config’ directory of your install in Windows Explorer and you will be able to confirm the
problem, an incorrect file ownership.

MName | v| Date modified | -| Type | v| Owner | v|
| com.springsource. kernel. authentication. config 07/12/2009 19:45 COMNFIG File Administrators

|l | com. springsource. kernel jmxremote. access. properties 07122009 19:45 PROPERTIES File WINDOWS-0\Administrator
|l | com, springsource. kernel . properties 07122009 19:45 PROPERTIES File Administrators

|| com. springsource. kernel userregion. properties 08/12/2009 09:41 PROPERTIES File Administrators

|l | com.springsource. kernel.users. properties 07122009 19:45 PROPERTIES File Administrators

|l | com, springsource, osgi.medic. properties 07122009 19:45 PROPERTIES File Administrators

|| com. springsource. repository. properties 08/12/2009 09:41 PROPERTIES File Administrators

|l | com. springsource, server. repository.hosted. properties 08122009 09:4H1 PROPERTIES File Administrators

|| keystore 07122009 19:45 File Administrators

= serviceability. xml 08/12/2009 09:41 *¥ML Document Administrators

= tomcat-server, xml 08/122009 09:41 ¥ML Document Administrators

Right click on the ‘ com.springsource.kernel.jmxremote.access.properties file and view its
properties, then select the * Security’ tab.

2.0.0.RELEASE 5
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! com.springsource.kerneljmxremote.access.properties

General Security | Details I Previous Versions

Object name:  Chdev'springsource-dm-server-2.0.0.BUILD-20091

IEI'I:}IIJIZ:I ar User names:

Mo groups or users have pemission to access this object. :I
However, the owner of this object can assign pemissions.

[

To change pemissions, click Edit. Edit... |

Pemissions Allow Dermy

Full control

Modify

Read & execute
Read

Write

Special pemissions

Far special pemissions or advanced settings, Advanced
click Advanced. I

Leam about access contral and pemissions

oK e | Apply

Within the security page select the ‘ Advanced’ options, view the owners and then select * Edit’.
From the list select the owner that you are trying to run the dm Server as.

6 Installing dm Server



Installing dm Server 7

l Advanced Security Settings for com.springsource.kernel.jmxremote.access.properties

" Permissions I Puditing  Cwner | Efective Permissions I

0wr1&r|

You can take or assign ownership of this object i you have the required permissions or privileges.

Iﬂdminisi Ohject name: C:dev'sprngsource-dm-server-Z2 0.0 BUILD-20091 2080594124 corfighcom springsource kemel jmaemot

Change Curmrent owner:
MName |Mminimmrwwnowsuwminimmr}

gg_ Adr Change ownerto:

Name
2 Administrator (WINDOWS-D' Administrator)
B2, Administrators (WINDOWS-0"Admiristrators)

|+

Leam ak
Other users or groups...

Leam about object ownership

ok | cancd | iy |

Oncethisisdone select ‘OK’ and then *OK’ again to return to the * Security’ tab and now select
‘Edit’ onthelist of groups and users that have permission to edit the file.

2.0.0.RELEASE 7
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. Permissions for com.springsource.kernel.j mxremute.ac...

Security |
Object name:  Chdev'springsource-dm-server-2.0.0.BUILD-20051

GI'ﬂIJp ar user names:

Mo groups or users have pemission to access this object. :I
However, the owner of this object can assign pemissions.

Add... Hemove
Pemissions Allow Dery
Full contral M| O =
Modify O O
Read & execute M| M|
Read M| O —
Write O O ~|

Leam about access control and pemissions

ok | cancel | el

Itislikely thislist will be empty to start with. Select ‘Add’ and give it the same name you
selected from the list before. Clicking ‘ Check Names' will ensure you have entered an
acceptable name.

8 Installing dm Server
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Select Users or Groups
Select this object type:
Users, Groups, or Builtin securty principals Object Types...
From this location:
WINDOWS-0 Locations...
Enter the object names to select (examples):
WINDOWS-0'Administrators| Check Mames
Advanced... oK Cancel
o

Finally select ‘OK’ and then *Apply’ to apply the new setting and you will be back on the

security tab and be able to see the new settings.

2.0.0.RELEASE
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! com.springsource.kernel.jmxremote.access.properties |

General Security | Details I Previous Versions I

Object name:  Chdev'springsource-dm-server-2.0.0. BUILD-20091

Gruup ar user names:
£R Administrators (WINDOWS-0'\Administrators)

To change pemissions, click Edit. Edit ...

Pemissions for Administrators Allaw Dermy

Full control

Modify

Read & execute
Read

Write

Special pemissions

“ A

Far special pemissions or advanced settings, Advanced
click Advanced.

Leam about access contral and pemissions

oK Cancel Spply

Once all these steps are complete you can proceed to start the dm Server.

C:\ dev\ springsource-dmserver-2.0.0. BU LD 20091208094124>bi n\ t st art up. bat
[2009-12-08 13:09: 09. 545] startup-tracker <KE0001l > Kernel starting.

10 Installing dm Server
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2. Starting and Stopping SpringSource dm
Server

2.1 Starting SpringSource dm Server

To start SpringSource dm Server runthe st art up. sh (Linux) or st art up. bat (Windows)
script. For both platforms, the script islocated in the SERVER _HQOVE/ bi n directory.

Linux

To start SpringSource dm Server, open aterminal window and run st ar t up. sh:

pronpt$ cd $SERVER HOVE
pronpt$ bin/startup.sh

Once SpringSource dm Server has started, the console will display alog message similar to the
one shown below, along with other status messages.

[2009-11-30 12:12:12.111] Thread-2 <UR0001l > User region ready.

The preceding message indicates that you can start using dm Server.

Microsoft Windows

To start SpringSource dm Server, open a command-window and run st ar t up. bat :

pronmpt > cd %SERVER _HOVE%
pronpt > bin\startup. bat

Once SpringSource dm Server has started console will display alog message similar to the one
shown below:

[2009-11-30 12:12:12.111] Thread-2 <UR0001l > User region ready.

The preceding message indicates that you can start using dm Server.

2.2 Starting in Clean Mode

When you start dm Server in clean mode, the startup script removes the SERVER HOVE/ wor k
directory (and hence all running applications) aswell as all trace, log and dump files. It leaves
the SERVER_HOVE/ r eposi t or y and SERVER _HOVE/ pi ckup directories untouched,
which means that any applications previously hot deployed will be automatically reinstalled.

2.0.0.RELEASE 11
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Linux
To start SpringSource dm Server in clean mode, open aterminal window and run st ar t up. sh
- cl ean:

prompt$ cd $SERVER HOVE
pronpt$ bin/startup.sh -clean

Microsoft Windows
To start SpringSource dm Server in clean mode, open a command window and run
startup. bat -cl ean:

pronpt > cd %SERVER_HOVE%
pronpt > bin\startup. bat -clean

2.3 Starting in Debug Mode

Linux

To start SpringSource dm Server in debug mode, run st ar t up. sh passing in the - debug
argument:

pronmpt$ cd $SERVER HOVE
pronpt$ bin/startup.sh -debug

Thiswill start the debug agent listening on port 8000 which is the default remote debug port
used by Eclipse. To start in debug mode with a specific port number, pass thisin as the value for
the - debug argument:

prompt$ cd $SERVER HOVE
pronpt$ bin/startup.sh -debug 8001

Thiswill start the debug agent listening on port 8001. To start in debug mode and suspend the
VM until adebugger attaches, passin the - suspend argument along with the - debug
argument:

pronmpt$ cd $SERVER HOVE
pronpt$ bin/startup.sh -debug -suspend

This starts the debug agent, but prevents SpringSource dm Server from actually starting until a
debugger attaches to the agent. This can be useful when trying to diagnose problems that occur
during startup.

Microsoft Windows
To start SpringSource dm Server in debug mode, run st ar t up. bat passing inthe - debug

Starting and Stopping dm
12 Server
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argument:

pronpt > cd %SERVER_HOVE%
pronpt > bi n\startup. bat -debug

Thiswill start the debug agent listening on port 8000 which is the default remote debug port
used by Eclipse. To start in debug mode with a specific port number, pass thisin as the value for
the - debug argument:

pronpt > cd %SERVER_HOVE%
pronpt > bin\startup. bat -debug 8001

Thiswill start the debug agent listening on port 8001. To start in debug mode and suspend the
VM until adebugger attaches, passin the - suspend argument along with the - debug
argument:

pronpt > cd ¥SERVER_HOVE%
pronpt > bin\startup. bat -debug -suspend

This starts the debug agent, but prevents SpringSource dm Server from actually starting until a
debugger attaches to the agent. This can be useful when trying to diagnose problems that occur
during startup.

2.4 Starting with JIMX Access Modifications

The SpringSource dm Server always starts with IM X access enabled, allowing you to use a
management tool such as JConsole to attach to the dm Server instance. By default both local
access and remote access over SSL with username and password authentication are provided.
The default port for secure IMX accessis 9875 and the default username and password are
adm n and spri ngsour ce.

Linux

To start SpringSource dm Server with default IMX access enabled, runst ar t up. sh passingin
no arguments:

prompt$ cd $SERVER HOVE
pronpt$ bin/startup.sh

To start JConsole, runthej consol e. sh script, located in the bi n directory, as shown:

prompt$ cd $SERVER HOVE
pronpt $ bin/jconsol e. sh

The following image shows how to specify alocal connection using JConsole.

2.0.0.RELEASE 13
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e Local Process:

Name PID I
com.springsource.server.kernel.bootstrap.Bootstrap 34223
sun.tools.jconsole.JConsole 34238

{:} Remote Process:

Usage: <hostname>:<port> OR service jmx:<protocol>:<sap>

Username: Password: | |

"r_Ec:nnect?" ([ Cancel )

The following image shows how to specify aremote connection in JConsole that uses SSL with
the default username/password (adm n/ spri ngsour ce and default secure port of 9875).

Starting and Stopping dm
14 Server
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() Local Process:

Name PID I
com.springsource.server.kernel.bootstrap.Bootstrap 34223
sun.tools.jconsole.)JConsole 34238

B Remote Process:

localhost:9875 |
Usage: <hostname>:<port> OR service jmx:<protocol>:<sap>

Username: admin | Password: |uuuuuu|

(Comee)

To start with the IMX remote access on a specific port number other than the default 9875, pass
this port number in asthe value of the - j nxpor t argument:

pronmpt$ cd $SERVER HOVE
prompt$ bin/startup.sh -jnmport 9090

Thiswill start the SpringSource dm Server with IMX enabled for remote connections on port
9090.

2.0.0.RELEASE 15
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() Local Process:
Mame | PIDy |
com.springsource.server.kernel bootstrap.Bootstrap 34223
sun.tools.jconsole.)JConsole 34238

B Remote Process:

localhost:9090

Usage: <hostnamez:<port> OR service:jmx:<protocol> <sap>

Username: admin Password: esssssssssnse

[ Connect j [ Cancel j

To start the IMX remote access with a custom username and password, update the
$SERVER_HOWE/ confi g/ com spri ngsource. kernel . users. properti es file.
First specify the custom username by changing the value of ther ol e. adm n property. Then
set the password of this new user by adding a new property called user . user nane, where

user name refersto the actual name of the user. Finally, restart dm Server for the changes to
take effect.

For example, if you want change the IM X remote access usernameto cust ont user with
password spr i ngsour cel, change the file asfollows:

user. cust om user =spri ngsourcel

# Rol e definitions

rol e. adm n=cust om user

Starting and Stopping dm
16 Server
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Specify the custom username in JConsole as shown.

S,
New Connection —
() Local Process:
Mame [ PIDy |
com.springsource.server.kernel.bootstrap.Bootstrap 34223
sun.tools.jconsole.JConsole 34238

B Remote Process:

localhost:9090)
Usage: <hostnamez:<port> OR service jmx:<protocol> <sap>

Username: custom-user Password: esssssssssnse

(Comec)

To start the IMX remote access using a custom SSL certificate, edit the file located at

$SERVER _HOVE/ confi g/ keyst or e. If you wish to use a different keystore, passthis
filenamein asthe value for the - keyst or e argument and the keystore password in as the value
for the - keyst or ePasswor d argument:

pronpt$ cd $SERVER HOVE

pronpt$ bin/startup.sh -keystore custonKeystore -keystorePassword custonkeyst or ePasswor d

Thiswill start the SpringSource dm Server with IMX enabled for remote connections using an
SSL certificate from cust onKeyst or e with apassword of cust onKeyst or ePasswor d.

Microsoft Windows

2.0.0.RELEASE 17
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To start SpringSource dm Server with default IMX access enabled, run st art up. bat passing
in no arguments:

pronpt > cd ¥SERVER_HOVE%
pronpt > bin\startup. bat

To start JConsole, runthej consol e. bat script, located in the bi n directory, as shown:

pronpt > cd ¥SERVER_HOVE%
pronpt > bin\jconsol e. bat

The following image shows how to specify alocal connection using JConsole.

S,
New Connection e
e Local Process:
Mame [ PID |
com.springsource.server.kernel.bootstrap.Bootstrap 34223
sun.tools.jconsole.JConsole 34238

D Remote Process:

Usage: <hostnamez:<port> OR service jmx:<protocol> <sap>

Username: Password:

Connect ‘H ( Cancel j

The following image shows how to specify aremote connection in JConsole that uses SSL with
the default username/password (adm n/ spri ngsour ce and default secure port of 9875).

Starting and Stopping dm
18 Server
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() Local Process:

Name PID I
com.springsource.server.kernel.bootstrap.Bootstrap 34223
sun.tools.jconsole.)JConsole 34238

B Remote Process:

localhost:9875 |
Usage: <hostname>:<port> OR service jmx:<protocol>:<sap>

Username: admin | Password: |uuuuuu|

(Comee)

To start with the IMX remote access on a specific port number other than the default 9875, pass
this port number in asthe value of the - j nxpor t argument:

pronpt > cd %SERVER HOMVE%
pronpt > bin\startup. bat -jnxport 9090

Thiswill start the SpringSource dm Server with IMX enabled for remote connections on port
9090.

2.0.0.RELEASE 19
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() Local Process:
Mame | PIDy |
com.springsource.server.kernel bootstrap.Bootstrap 34223
sun.tools.jconsole.)JConsole 34238

B Remote Process:

localhost:9090

Usage: <hostnamez:<port> OR service:jmx:<protocol> <sap>

Username: admin Password: esssssssssnse

[ Connect j [ Cancel j

To start the IMX remote access with a custom username and password, update the

¥SERVER _HOVE% confi g\ com springsource. kernel . users. properti es file.
First specify the custom username by changing the value of ther ol e. adm n property. Then
set the password of this new user by adding a new property called user . user nane, where

user name refersto the actual name of the user. Finally, restart dm Server for the changes to
take effect.

For example, if you want change the IM X remote access usernameto cust ont user with
password spr i ngsour cel, change the file asfollows:

user. cust om user =spri ngsourcel

# Rol e definitions

rol e. adm n=cust om user

Starting and Stopping dm
20 Server
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Specify the custom username in JConsole as shown.

S,
New Connection e
() Local Process:
Mame | PIDy |
com.springsource.server.kernel.bootstrap.Bootstrap 34223
sun.tools.jconsole.JConsole 34238

B Remote Process:

localhost:9090)
Usage: <hostnamez:<port> OR service jmx:<protocol> <sap>

Username: custom-user Password: esssssssssnse

(Comec)

To start the IMX remote access using a custom SSL certificate, edit the file located at
YSERVER_HOVE% conf i g\ keyst or e. If you wish to use adifferent keystore, passthis
filenamein asthe value for the - keyst or e argument and the keystore password in as the value
for the - keyst or ePasswor d argument:

pronpt > cd %SERVER HOVE%
pronpt > bin\startup. bat -keystore custonKeystore -keystorePassword custonKeyst or ePasswor d

Thiswill start the SpringSource dm Server with IMX enabled for remote attach using an SSL
certificate from cust onKeyst or e with a password of cust onKeyst or ePasswor d.

2.5 Starting With a Custom Configuration Directory

2.0.0.RELEASE 21
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Usethe- confi gDi r option to specify an aternate conf i g directory, different from the
default SERVER _HOME/ conf i g directory. This option allows you to use the same
SpringSource dm Server installation to run multiple instances of dm Server . Simply create a
config directory for each instance, specify unique port numbers, logging and tracing directories,
and so on. and then specify that directory when starting SpringSource dm Server.

If you specify arelative path for the- conf i gDi r parameter, the startup script interprets the
path as relative to the root of the SpringSource dm Server installation, and not relative to the
directory from which you execute the st ar t up script.

Linux
To start SpringSource dm Server using a config directory of / conf i g/ nodel:

prompt$ cd $SERVER HOVE
pronpt$ bin/startup.sh -configDir /config/nodel

Windows
To start SpringSource dm Server using a config directory of c: \ conf i g\ nodel:

pronpt > cd %SERVER_HOVE%
pronpt > bin\startup.bat -configDir c:\config\nodel

2.6 Stopping SpringSource dm Server

Linux

To stop arunning instance of SpringSource dm Server, start a new terminal window and the run
shut down. sh script:

prompt$ cd $SERVER HOVE
pronpt$ bi n/ shut down. sh

To stop arunning instance of SpringSource dm Server immediately, bypassing normal shutdown
processing, run shut down. sh with the- i rmedi at e option:

pronmpt$ cd $SERVER HOVE
pronpt $ bi n/ shut down. sh -i nmedi ate

If, when you started the dm Server instance, you used the - j mxpor t option to specify a
non-default IMX port number, then you must pass this port number to the - j nkport of the
shut down. sh script to gracefully shut it down. For example, if you specified 9090 asthe
JMX port, use the following to shut down the dm Server instance:

pronmpt$ cd $SERVER HOVE
pronpt $ bi n/ shut down. sh -j nxport 9090

Starting and Stopping dm
22 Server
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Microsoft Windows

To stop arunning instance of SpringSource dm Server, start a new console window and run the
shut down. bat script:

pronpt > cd ¥SERVER_HOVE%
pronpt > bi n\ shut down. bat

To stop arunning instance of SpringSource dm Server immediately, bypassing normal shutdown
processing, run shut down. bat withthe-i nmredi at e option:

pronpt > cd ¥SERVER_HOVE%
pronpt > bi n\ shut down. bat -i nedi ate

If, when you started the dm Server instance, you used the - j nxpor t option to specify a
non-default IMX port number, then you must pass this port number to the - j nkport of the
shut down. bat script to gracefully shut it down. For example, if you specified 9090 asthe
JMX port, use the following to shut down the dm Server instance:

pronpt > cd ¥SERVER _HOVE%
pronpt > bi n\ shut down. bat -j nxport 9090

2.7 Starting SpringSource dm Server When the
Operating System Starts

If you need SpringSource dm Server to start automatically when the operating system starts, you
should run SpringSource dm Server as a Windows service or a UNIX background process. You
can do this by using a service wrapper script provided with SpringSource dm Server.

The SERVER _HOME/ bi n/ ser vi ce directory contains a service wrapper script for each
supported operating system. Before running the appropriate script, you must either set the
SERVER HOVE environment variable to point to the SpringSource dm Server installation
directory or edit the file SERVER_HOVE/ bi n/ ser vi ce/ conf/w apper. conf.

If you run the service wrapper script with no option, it will display the available options. The
most useful options are described in the following table.

Table 2.1. Service Wrapper Options
Option Description

consol e Starts SpringSource dm Server in the
foreground. Useful for validating that the
service wrapper is configured correctly.

i nstall Windows only. Installs SpringSource dm
Server as a Windows service.
start Starts SpringSource dm Server in the
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Option

st op

Description

background. On UNIX operating systems, you
may call the wrapper script with this option
during initialization, for example as part of

I ni t.d processing. SpringSource dm Server
console output appearsin

SERVER_HOVE/ wr apper . | 0g.

Stops the SpringSource dm Server background
process. On UNIX operating systems, you
may call the wrapper script with this option
during termination, for example as part of

i nit.d processing.

renove

24

Windows only. Removes SpringSource dm
Server as a Windows service.
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3. Overview of the dm Server Kernel and
User Region

Conceptually, dm Server can be divided into two separate subsystems, one of which actually
encompases the other:

* Thekernel, which isthe heart of dm Server. It makes up most of the dm Server, except for the
part that supports Web applications. In other words, the kernel provides full OSGi modular
support for your applications, aslong as they are not Web-based.

See The dm Server Kernel for additional information.

» The user region is the subsystem that manages user applications. It deliberately isolates the
kernel from both your applications and those of the dm Server itself, such asthe Admin
Console, making it much easier for you to administer dm Server.

See The dm Server User Region for additional information.

The following graphic shows how the kernel and user region make up dm Server:

dm Kernel
kemel bundle —l—|
user region /\{EW'DEE '
7 ™
Aadmin
Web Lser app —H
1 i
| A
77
bundies }
1

L )

When you download and install SpringSource dm Server you get both the kernel and a user
region. You can also download and use the kernel on its own if you do not plan on deploying
Web applications.

3.1 The dm Server Kernel

2.0.0.RELEASE 25


http://www.springsource.com/download/community?project=SpringSource%20dm%20Kernel

26 dm Server User Guide

The dm Kernel encapsulates ailmost all of dm Server except for the deployment of Web
applications. In sum, the kernel provides the following dm Server features:

» Deployment of non-Web artifacts, such as OSGi bundles, PARS, plans, and configuration
artifacts.

» Local and hosted repositories

» Scoping

* Hot deployment

o User region

» Auto-provisioning

» System and application tracing and dump support
* Spring beans and Spring DM support

See Configuring dm Server for details about configuring the default kernel to better suit your
environment.

3.2 The dm Server User Region

The user region isolates the kernel from deployed applications, including both your own user
applications and the user-oriented dm Server applications such as the Admin Console. This
means that the kernel is mostly invisible to applications and to application management. Thisis
because most of the kernel bundles are not installed in the user region (apart from a few needed
for region management). The necessary function to support the kernel runsin the OSGi
framework, but the user region applications cannot see it, except for the services that are
normally offered.

Thisway of implementing dm Server greatly simplifies the administration tasks you perform. In
particular, when you use the dm Shell or the Admin Console to manage dm Server, you do not
see the many bundles that are internal to the kernel. The only exceptions are the kernel bundles
that dm Server uses for region management, which are required to be installed in the user region.

Thisisolation has many other benefits. For example, it is no longer necessary for the kernel and
user applications to use the same version of the Spring Framework. In fact the kernel installs
only those parts of the Spring Framework that it needs. If you update the kernel, it isfar less
likely that you will also need to upgrade or adjust the applications to accomodate a new version
of the kernel. The kernel implementation is therefore much more stable and resilient and
applications are much more likely to survive kernel upgrades between releases.

When you install dm Server, the kernel creates a single user region. The configuration of the user
region and the kernel is completely separate; see Configuring dm Server for details.

Overview of the dm Server
26 Kernel and User Region
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Finally, the isolation provided by the user region together with scoped applications and plans
solve common dependency problems that occur when using OSGi.
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4. The dm Shell

The dm Shell isacommand line utility that allows you to examine artifacts currently installed to
aparticular dm Server instance, manage the lifecycle of the installed artifacts, install new
artifacts, and shutdown the server. Y ou can install, examine, and manage the lifecycle of the
following artifacts:

* Bundles

» Configuration Artifacts

» Exported packages

* PARs

* Plans

» Servicesinstalled in the OSGi registry

Y ou can run the dm Shell locally or remotely by using ssh. The dm Shell is similar to the
Equinox shell, but with added features such as tab completion and command history. Tab
completion allows you to enter a partial command, and then press the Tab key and let the dm
Shell show you alist of possible commands. To get acommand history, simply use the up and
down arrows.

4.1 Using the dm Shell

Y ou invoke the dm Shell locally by passing the- shel | flagtothest art up. sh (Unix) or
startup. bat (Windows) command that starts up dm Server. For example, on Unix:

pronpt $ SERVER HOME/ bi n/ startup. sh -shel |

Y ou will see status messages for the dm Kernel starting, and then the dm Shell commmand line
utility takes over. You can still view the console log messages by looking at the

$SERVER HOWVE/ servi ceabi lity/ event| ogs/ event. | og file. After you get the dm
Shell splash screen, you can enter commands at the: > prompt. Enter hel p for alist of al
available commands. For example:

pronpt$ cd $SERVER HOMWE/ bi n
pronpt$ ./startup.sh -shell

[2009- 11- 06 14:27:26.620] startup-tracker <KE0001l > Kernel starting.

[ 2009-11-06 14:27:31.873] startup-tracker <KE0002| > Kernel started.

[ 2009- 11- 06 14:27:32.155] systemartifacts <DE00561 > I nstalling plan 'com springsource. server.web' version '
[ 2009-11- 06 14:27:32.659] Thread-2 <SHO0001l > dm Kernel ssh shell available on port 2401.

_ -
I |1 T

I 1T [ YY v
\_

Type 'help' to see the avail abl e comands.
1> help
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bundl e - Managenent and exam nation of bundle artifacts
ﬁolnfi g - Managenent and exam nation of configuration artifacts
el p
install - Install (deploy) an artifact to the server
package - Managenent and exam nation of exported packages
par - Managenent and exam nation of PAR artifacts
pl an - Managenent and examnination of plan artifacts
service - Exam nation of services
shut down
>

To invoke dm Shell remotely, use the ssh command with the following parameters:

* Usethe-p shel | . port option to passthe port number where the dm Shell listens; the
default valueis 2401. You can change this port by editing the value of theshel | . port
property in the $SSERVER_HOVE/ conf/ com spri ngsour ce. kernel . properties
configuration file.

» Usetheuser @ost parameter to specify the administration user; you will be prompted for a
password. The default administration user/password isadmi n/ spri ngsour ce. You can
change the administration user by updating ther ol e. adm n valuein the
$SERVER_HOVE/ conf/ com spri ngsour ce. ker nel . users. properti es file
Usetheuser . adm n to change the administration user's password.

The following example shows how to invoke the dm Shell using ssh on the local computer
using the default port, user, and password:

pronpt$ ssh -p 2401 adnmi n@ ocal host
adm n@ ocal host' s password:

* Kk
* Kk Kk Kk

@OAD ****** _I I - —I
000D * * * * / |/ \ / /]
|
[

I | YY o\

@@ *** | S U !

Type 'help' to see the avail abl e commands.
05

Available dm Shell Commands

The following table lists the dm Shell commands; each command in turn has avariety of options
that you can specify, depending on what you want to do, such as start abundle or refresh aplan.
The reference documentation about each command provides the full list of available options.

Table 4.1. dm Shell Commands

Command Description
exit Exit from the dm Shell session.
bundle Used to manage and display information about

bundle artifacts.

config Used to manage and display information about
configuration artifacts.

30 The dm Shell
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Command Description

package Used to manage and display information about
exported packages.

par Used to manage and display information about
PAR artifacts.

plan Used to manage and display information about
plan artifacts.

service Displays information about servicesin the
OSGi registry.

install Used to install an artifact to dm Server.

shutdown Shuts down the dm Server instance to which
the dm Shell is connected.

help Display help about the list of available

commands, as well as more detailed help
about individual commands.

4.2 dm Shell Command Reference

This section contains reference information about the following dm Shell commands:

R
X,

e bundle

* sarvice
e install
* shutdown

. help

exit Command

2.0.0.RELEASE
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Usetheexi t command to exit from the dm Shell session.

Theexi t command does not have any options.

bundle Command

Use the bundl e command to manage the lifecycle of bundles deployed to @dms@ and to
gather information about deployed bundles, such as diagnostic information, header information,

and so on.

The following table lists the options you can specify for this command.

Table 4.2. Options of the bundle Command

Option

Descr ption

list

Displaysthelist of bundlesthat are currently
installed to the current dm Server instance.
With the exception of afew kernel bundles
and their services, which dm Server uses to
administer the user region, none of the kernel
isvisible to user installed artifacts; rather, only
the bundlesinstalled in the user region are
visible.

Each bundleisidentified by aninternal | D
which you can then use with the other

bundl e commands that manage a particular
bundle, suchasstart id.Theli st
command also displays the version of the
bundle, along with its state, which is one of
the following standard OSGi lifecycle states:

* Installed: The bundleisinstalled but its
dependencies have not yet been resolved.

» Resolved: The bundleis resolved and you
can now start it.

e Uninstalled: The bundleis uninstalled and
you can not use it.

» Starting: The bundleisin the process of
starting.

» Active: The bundleisrunning and you can
now useit.

32
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Option Descr ption

» Stopping: The bundleisin the process of
stopping.

Use one of the other bundl e command to
change the state of abundle. For example, use
thebundl e start i dcommand tochange
the state of abundlefrom | nst al | ed to
Acti ve.

examineid Displays detailed information about the
specified bundle. Usethebundl e 1 st
command to get the internal id of a particular
bundle.

In addition to the information provided by the
bundl e | i st command (id, full name,
version, and state), the exam ne command
specifies whether the bundle includes a Spring
application context (or is Spring Powered) and
the exact physical location of the bundle JAR
file.

Theexam ne also provides the full list of
packages that the bundle imports, aswell as
the bundles that in turn export these imported
packages. Finally, the command displays the
packages that the current bundle exports, and
then in turn the list of other installed bundles
that are currently importing these exported
packages.

start id Starts the specified bundle. Use the bundl e
| i st command to get theinternal id of a
particular bundle.

To start abundle, it must have already been
resolved by dm Server, or in other words, be
inthe OSGi Resol ved state. After dm
Server successfully startsthe bundle, itis
listedinthe Act i ve state.

stopid Stops the specified bundle. Usethe bundl e
| i st command to get theinternal id of a
particular bundle.

When you stop a bundle, it goes from the
OSGi Act i ve stateto the Resol ved state,
and you must re-start it if you want to use the
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Option Descr ption
application that the bundle contains.

refreshid Updates the contents of the specified bundle.
Usethebundl e |i st command to get the
internal id of a particular bundle. Use this
command if you have changed the contents of
the bundle JAR file and you want to refresh
the artifact asinstalled in the OSGi
framework.

uninstall id Uninstalls the specified bundle from dm
Server. Usethebundl e |i st command to
get the internal id of a particular bundle.

When the uninstall processis complete, the
bundle does not show up in the list of bundles
displayed by thebundl e |i st command. If
you want to use the application in the bundle,
you must re-install it using thei nst al |
command.

diagid Provides diagnostic information about the
specified bundle. In particular, this command
displays information about the imported
packages that dm Server could not resolve.
Usethebundl e |i st command to get the
internal id of a particular bundle.

headersid Displays the complete list of manifest headers
of the specified bundle. Usethe bundl e
| i st command to get theinternal id of a
particular bundle.

The manifest headers include:
| mpor t - Package, Modul e- Type,
Bundl e- Synbol i cNane, and so on.

The following examples show how to use this command.

First, usethebundl e | i st command to view al the installed bundles; note the last one that is
inaResol ved state (and many entries have been removed for simplicity):

:> bundle Iist

Id Narme Ver si on State

0 org. eclipse. osgi 3. 5. 1. R35x_v20091005 ACTI VE

1 com springsource. regi on. user 0.0.0 ACTI VE

2 or g. springfranmewor k. aop 3.0.0.RC1 RESOLVED
3 org. springframewor k. asm 3.0.0.RC1 RESOLVED

(entries renoved...)
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60 swf - booki ng- mvc. war 0.0.0 RESOLVED

Thenusethebundl e start tostart theswf - booki ng- mvc. war bundle:

1> bundl e start 60

bundl e swf - booki ng-nmvc.war:0.0.0 started successfully

The following example shows how to view the headers of the swf - booki ng- nvc. war
bundle (only the first few lines are shown):

1> bundl e headers 60
Mani fest-Version: 1.0
Ant - Ver si on: Apache Ant 1.7.0

I npl enentation-Title: swf-booking-nvc
I npl enent ati on- Version: 2.0.3. RELEASE

config Command

Use the conf i g command to view and manage the configuration artifacts that have been
installed to dm Server. A configuration artifact is simply a propertiesfile that is associated with
auser application that is contained in a bundle. Using configuration artifacts, you can manage
the configuration of a user application completely separately from the bundle that contains the
application.

The following table lists the options you can specify for this command.

Table 4.3. Options of the config Command

Option Descr ption

list Lists the configuration artifacts that are
currently installed in dm Server.

Thel i st command displays the full name of
each installed configuration artifact, its
version, and its current state. Configuration
artifacts have similar lifecyclesto other OSGi
artifacts, such as bundles, and so the list of
states in which a configuration can bein isthe
same as those of bundles; see the bundle
command for the list of possible states.

examine name [version] Displays information about the specified
configuration artifact. Although you must
specify the name of the configuration artifact,
itsversion is optional unless you have multiple
versions of the configuration artifact installed.
Usetheconfig |i st commandto view al
configuration artifacts and versions currently
installed in dm Server.
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Option

start name [version]

Descr ption

A configuration artifact must be active for you
to examineit; if it is not currently active, use
config start tostartit and thus change
itsstateto Act i ve.

The command first displays the factory pid of
the configuration artifact as well asthe
complete location of the bundle to which the
configuration artifact is associated. The
command then lists all the properties that
make up the configuration, as well as their
current value.

Starts the specified configuration artifact and
makes it visible to the internal configuration
sub-system of dm Server. Although you must
specify the name of the configuration artifact,
itsversion is optional unless you have multiple
versions of the configuration artifact installed.
Usetheconfi g |i st commandto view al
configuration artifacts and versions currently
installed in dm Server.

Starting the configuration setsits state to
Acti ve.

stop name [version]

refresh name [version]

Stops the specified configuration artifact and
makes it invisible to the internal configuration
sub-system of dm Server. Although you must
specify the name of the configuration artifact,
itsversion is optional unless you have multiple
versions of the configuration artifact installed.
Usetheconfig |i st command to view al
configuration artifacts and versions currently
installed in dm Server.

Stopping the configuration sets its state to
Resol ved.

Updates the contents of the specified
configuration artifact to the internal
configuration sub-system of dm Server.
Although you must specify the name of the
configuration artifact, its version is optional
unless you have multiple versions of the
configuration artifact installed. Use the
config |ist commandtoview all
configuration artifacts and versions currently

36
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Option Descr ption
installed in dm Server.

Use this command if you have changed the
contents of the configuration artifact, and you
want to make this information known to dm
Server and the associated bundle.

uninstall name [version] Uninstalls the specified configuration artifact
and make it completely unavailable to dm
Server. Although you must specify the name
of the configuration artifact, itsversionis
optional unless you have multiple versions of
the configuration artifact installed. Use the
config |ist commandtoview all
configuration artifacts and versions currently
installed in dm Server.

Stopping the configuration removes it from
dm Server'slist of deployed artifacts and it
will not show up when you perform a
config list.

The following example shows how to use this command to list the installed configuration
artifacts.

;> config list

Nare Ver si on State
com springsour ce. ker nel 0.0.0 ACTI VE
com springsource. kernel . jnkrenote. access 0.0.0 ACTI VE
com springsource. kernel . regi on 0.0.0 ACTI VE
com springsource. kernel . users 0.0.0 ACTI VE
com springsource. osgi . medi ¢ 0.0.0 ACTI VE
com springsource. repository 0.0.0 ACTI VE
com springsource. server.repository. hosted 0.0.0 ACTI VE

The next example shows how to refresh the configuration artifact
com springsource. osgi . medi c:

1> config refresh com springsource. osgi . nedi c

configuration com springsource. osgi.nedic:0.0.0 refreshed successfully

Finally, to view the properties of a configuration artifact, and their current values, useconfi g
exam ne:

;> config exam ne com springsource. osgi . nedi ¢

Factory pid:
Bundl e Location: file:lib/kernel/com springsource.kernel.shell-2.0.0.D 20091107203259. | ar

Properties:
dunp. root. directory
serviceabi lity/dunp
| og. dunp. bufferSi ze
10000
| og. dunp. | evel
DEBUG

| og. dunp. pattern:
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[%{yyyy- MM dd HH mm ss. SSS}] % 28. 28t hread % 64. 641 ogger { 64} %{ nedi c. event Code} %rsg %ex%

| og. wr apSysErr:
true
| 0og. wr apSysQut :
true
service. pi d:
com springsource. osgi . nedic

package Command

Use the package command to view the complete list of packages exported by al bundlies
installed to dm Server, as well as examine a particular exported package in more detail.

The following table lists the options you can specify for this command.

Table 4.4. Options of the package Command
Option
list

examine name version

38

Descr ption

Displays all the exported packages for all
bundlesin dm Server. In addition to the
package name, the command displays the
version of the exported package and thei d of
the bundle that contains the exported package.
Y ou can examine the bundle by using the
command bundl e exam ne id.

Displays details about the exported bundle.

Y ou must specify both the name of the
exported package and its version; use
package |i st toview the exact names and
version.

This command provides the following
additional information about the exported
package:

» The name and version of the bundle that
exports the package. This means that the
package nameis explicitly listed in the
bundle's MANI FEST. MF file as part of the
Export - Package header.

» Any attributes that are part of the
Export - Package, in addition to
ver si on.

» Thedirectivesthat are part of the
Export - Package header. A typical
directiveisuses, which declares up-front
constraints on a number of other packages.
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» Thelist of all bundles that import the
package.

The following example shows how to list al the exported packages for all bundlesinstalled on
dm Server:

1> package |i st

Nane Ver si on Provi di ng Bundl e
com springsource. kernel . agent. dm 2.0.0.D 20091110110152 6
com springsource. kernel . artifact.bundl e 2.0.0 1
com springsource. kernel .artifact.library 2.0.0 1
com springsource. kernel . core 2.0.0.D 20091110110152 1
com springsource. kernel . depl oyer. app. spri ng 2.0.0.D 20091110110152 7
com springsource. ker nel . depl oyer. core 2.0.0.D 20091110110152 1
com springsource. kernel . depl oyer. core. event 2.0.0.D20091110110152 1
com springsource. ker nel . dnf ragnent 2.0.0.D 20091110110152 16
com springsource. kernel .install.artifact 2.0.0.D20091110110152 1
com springsource. kernel .install.environnment 2.0.0.D 20091110110152 1

idéta renoved for clarity]

The following example shows how to examine a particular exported package:

1> package exami ne org. springframework. web. servlet 3.0.0. RC1
Provi di ng Bundl e: org. springfranework.web. servliet 3.0.0.RCL [55]
Attributes:

Directives:
uses:
javax.servlet, javax.servlet.http, org.springfranework. beans
org. springframewor k. context, org.springfranmework. context.event
org. springfranmewor k. cont ext.i18n, org. springfranmework. ui
org. springframework. ui.context, org.springframework.util,
org. springfranework. web. cont ext, org.springframework.web. nul tipart
X- equi nox- ee
-1

x- i nternal
fal se
I nported By:

com springsource. server.splash 2.0.0. D-20091110115520 [59] at [3.0.0, 3.1.0)

com springsource. server.repository. hosted-2.0.0. D 20091109225604- com spri ngsour ce. server. reposi tory. hosted. web 2.0.0
org.springframework.js 2.0.8. RELEASE [54] at [2.5.6.SEC01, 3.1.0)

com springsource. server.adm n.web 2.0.0. D 20091110115520 [50] at [3.0.0, 3.1.0)

par Command

Use the par command to view al the PARs currently installed in dm Server, view details about
aparticular PAR and manage its lifecycle, such as starting, stopping, refreshing, and uninstalling
it.

The following table lists the options you can specify for this command.
Table 4.5. Options of the par Command

Option Descr ption

list Displays all the PARs that are currently
installed in dm Server.
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Option

examine name version

Descr ption

Thel i st command displays the full name of
each installed PAR, itsversion, and its current
state. PARs have similar lifecyclesto other
OSGi artifacts, such as bundles, and so the list
of statesin which a PAR can beinisthe same
as those of bundles; see the bundle command
for thelist of possible states.

Displays information about the specified PAR,;
you are required to identify the PAR with both
itsname and itsversion. Usethepar | st
command to view al installed PAR files and
their versions. The command displays the
following information:

» The current state of the PAR (see the bundle
command for the full list of possible states).

» Whether the PAR is scoped. Scoping
specifies whether dm Server should deploy
the members of the PAR in their own scope;
when scoping is disabled, dm Server
deploys the artifacts into the global scope
and they are accessible for access by all
other artifacts.

» Whether the PAR isatomic. When aPAR is
atomic, dm Server manages the lifecycle of
all its member artifacts as a single entity,
which meansif one artifact member is
started, then dm Server starts all the PAR
artifacts. If one artifact fails to start, then
dm Server stops all other artifactsin the
PAR.

» Theindividua members, or children, of the
PAR. These could be other PARs, plans,
bundles, configuration artifacts, and so on.

start name version

40

Starts the specified PAR. Y ou must specify
both the full name of the PAR aswell asthe
version you want to start. Usethepar | i st
command to get the list of PARs currently
installed in dm Server.

To start a PAR, it must have aready been
resolved by dm Server, or in other words, be
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Option

stop name version

Descr ption

inthe OSGi Resol ved state. After dm
Server successfully startsthe PAR, it islisted
intheAct i ve state.

Stops the specified PAR. Y ou must specify
both the full name of the PAR as well asthe
version you want to stop. Usethepar i st
command to get the list of PARS currently
installed in dm Server.

When you stop a PAR, it goes from the OSGi
Act i ve stateto the Resol ved state, and
you must re-start it if you want to use the
application that the PAR contains.

refresh name version

uninstall name version

Updates the contents of the specified PAR.
Y ou must specify both the name and version
of the PAR you want to refresh. Use the par
| i st command to this information.

Use this command if you have changed the
contents of the PAR file and you want to
refresh the artifact asinstalled in the OSGi
framework.

Uninstalls the specified PAR. Y ou must
specify both the name and version of the PAR
you want to refresh. Usethepar | i st
command to this information.

When the uninstall process is complete, the
PAR will not show up in thelist of PARs
displayed by thepar |i st command. If you
want to use the application in the PAR, you
must re-install it using thei nst al |
command.

The following example shows how to list the PARs that have been installed in dm Server:

1> par list

Narme

com springsource. server. repository. hosted

State

2.0.0. D 20091109225604 ACTI VE

The following example shows how to examine a particular PAR file:

;> par exam ne com springsource. server.repository. hosted 2.0.0. D 20091109225604

State: ACTI VE
Scoped: true
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Atomc: true
Chi | dren:
bundl e com springsource. server.repository. hosted.core 2.0.0. D 20091109225604

bundl e com springsource. server.repository. hosted. web 2.0.0. D 20091109225604
bundl e com springsource. server. repository. hosted-synthetic.context 2.0.0.D 20091109225604

Finally, the following example shows how to refresh an installed PAR file:

;> par refresh ny.exciting.par 1.2.0

par ny.exciting.par 1.2.0 refreshed successfully

plan Command

Use the pl an command to view all the plans currently installed in dm Server, view details about
aparticular plan and manage its lifecycle, such as starting, stopping, refreshing, and uninstalling
it.

The following table lists the options you can specify for this command.

Table 4.6. Options of the plan Command
Option Descr ption

list Displays all the plansthat are currently
installed in dm Server.

Thel i st command displays the full name of
each installed plan, its version, and its current
state. Plans have similar lifecycles to other
OSGi artifacts, such as bundles, and so the list
of statesin which a plan can beinisthe same
as those of bundles; see the bundle command
for thelist of possible states.

examine name version Displays information about the specified plan;
you are required to identify the plan with both
itsname and itsversion. Usethepl an 1 st
command to view all installed plans and their
versions. The command displays the following
information:

» The current state of the plan (see the bundle
command for the full list of possible states).

» Whether the plan is scoped. Scoping
specifies whether dm Server should deploy
the members of the plan in their own scope;
when scoping is disabled, dm Server
deploys the artifacts into the global scope
and they are accessible for access by all
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Option

start name version

Descr ption

other artifacts.

» Whether the plan isatomic. When aplanis
atomic, dm Server manages the lifecycle of
all its member artifacts as a single entity,
which means if one artifact member is
started, then dm Server starts all the plan
artifacts. If one artifact failsto start, then
dm Server stops all other artifactsin the
plan.

* Theindividual members, or children, of the
plan. These could be other plans, PARSs,
bundles, configuration artifacts, and so on.

Starts the specified plan. Y ou must specify
both the full name of the plan as well asthe
version you want to start. Use the pl an

| i st command to get thelist of plans
currently installed in dm Server.

To start aplan, it must have already been
resolved by dm Server, or in other words, be
inthe OSGi Resol ved state. After dm
Server successfully startsthe plan, itislisted
inthe Act i ve state.

stop name version

refresh name version

Stops the specified plan. Y ou must specify
both the full name of the plan aswell asthe
version you want to stop. Usethe pl an

| i st command to get the list of plans
currently installed in dm Server.

When you stop a plan, it goes from the OSGi
Act i ve stateto the Resol ved state, and
you must re-start it if you want to use the
application that the plan contains.

Updates the contents of the specified plan.

Y ou must specify both the name and version
of the plan you want to refresh. Usethe pl an
| i st command to this information.

Use this command if you have changed the
contents of the plan file and you want to
refresh the artifact asinstalled in the OSGi
framework.
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Option

uninstall name version

Descr ption

Uninstalls the specified plan. Y ou must
specify both the name and version of the plan
you want to refresh. Usethepl an | i st
command to this information.

When the uninstall processis complete, the
plan will not show up in thelist of plans
displayed by thepl an |i st command. If
you want to use the application in the plan,
you must re-install it using thei nst al |
command.

The following example shows how to list the plans that have been installed in dm Server:

1> plan |ist

Nane

com springsour ce. kernel . regi on. spri ngdm
com springsource. server. adm n. pl an

com springsource. server. web

NININES

State
ACTI VE
ACTI VE
ACTI VE

The following example shows how to examine a particular plan:

;> plan exam ne com springsource. server.web 2.0.0

State: ACTIVE
Scoped: false
Atomic: false

Chi | dren:

bundl e com springsource. osgi . webcontai ner.tonctat 1.0.0.Cl -85
bundl e com springsource. osgi . webcont ai ner. core 1.0.0.Cl -85

bundl e com springsource. server.web. toncat 2.0.0. D 20091109223734
bundl e com springsource. server.web. core 2.0.0. D 20091109223734
bundl e com springsource. server.web. dm 2. 0. 0. D- 20091109223734

The following example shows how to stop a currently Active plan:

:> plan stop com springsource.server.web 2.0.0

pl an com springsource. server.web: 2. 0. 0 stopped successfully

The following example shows how to start a plan:

;> plan start com springsource. server.web 2.0.0

pl an com springsource. server.web: 2. 0.0 started successfully

service Command

Usetheser vi ce command to view all the services that have been registered in the OSGi
service registry of dm Server. Y ou can aso examine specific services to discover its properties,
the bundle that publishes the service, and any bundles that might consume the service.

The following table lists the options you can specify for this command.
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Table 4.7. Options of the service Command

Option Descr ption

list Displaysthelist of servicesthat are currently
registered in the OSGi service registry of dm
Server.

Each serviceisidentified by an internal | D
which you can then use with theser vi ce
exam ne command to view the details about
aparticular service. Thel i st command aso
displays the object class that implements the
service and theinternal i d of the bundle that
provides the service.

examineid Displays detailed information about the
specified service. Usetheservice i st
command to get the internal id of a particular
service.

This command displays the properties of the
service, such as the object class that
implements the service, the name of the
bundle that publishes the service and any
bundles that consume the service.

The following example shows how to use list the services currently registered in the OSGi
service registry:

1> service |list
Id Object O ass(es) Provi di ng Bundl e

1 org. osgi . servi ce. packageadm n. PackageAdm n

2 org. osgi . servi ce. perm ssi onadm n. Per m ssi onAdm n, ..
3 org.osgi.service.startlevel. StartLeve

4  org.eclipse.osgi.service.debug. DebugOpti ons

5 java.lang. C assLoader

6 org. eclipse. osgi.framework. | og. Framewor kLog

7 org. eclipse. osgi.franmework. | og. Framewor kLog

[ololololololo]

. (entries renoved)

65 com springsource. 0osgi . webcont ai ner. core. spi. Servl et Cont ai ner 35

66 com springsource. 0osgi . webcont ai ner. core. WebCont ai ner 34

67 com springsource. server. web. core. WebAppl i cati onRegi stry 36
. (entries renoved)

The following example shows how to examine a particular service:

:> service exam ne 38

Properties:
Bundl e- Synbol i cNane
com springsource. kernel . servi ces
Bundl e- Ver si on:
2.0.0. D 20091110110152
obj ect Cl ass:
com springsource. repository. Repository
org. springframewor k. osgi . bean. nane:
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repository
service.id:
38

Publ i sher: com springsource.region.user 0.0.0 [1]

Consuner (s):
com springsource. kernel . userregi on 2.0.0. D 20091110110152 [ 2]

install Command

Usethei nst al | command to deploy an artifact to dm Server. The artifact can be abundle,
PAR, plan, or configuration artifact.

Thei nst al | command takes a single parameter: the URI of the artifact you want to deploy.
For example, to deploy a bundle on the local computer, usethef i | e scheme:

file://full-pathname-to-artifact
After you executethei nst al | command, dm Server attempts to resolve the artifact's

dependencies, and if it is successful, putsit in the Resol ved state. At that point, you must start
the artifact to be able to actually useit.

The following example shows how to install a bundle called swf - booki ng- mvc. war located
inthe/ hone/ apps directory of the computer on which the dm Shell isbeing run:

;> install file://honel/apps/swf-booking-nmic.war

Artifact bundl e swf-booking-mvc.war 0.0.0 installed

The following example shows how to use thebundl e | i st command to ensure that the
bundle was indeed installed to dm Server; if you had installed a different kind of artifact, for
example a plan, then you would use the appropriate command (such aspl an |i st):

:> bundle |ist

Id Nane Ver si on State
0 org. eclipse. osgi 3. 5. 1. R35x_v20091005 ACTI VE
1 com springsource. regi on. user 0.0.0 ACTI VE

. (entries renoved for clarity)

59 com springsource. server. spl ash 2.0.0.D 20091110115520 ACTI VE
60 swf - booki ng- nvc. war 0.0.0 RESOLVED

Note that the swf - booki ng- mvc. war fileisinthe Resol ved state. The following
examples start the bundle, and then examineit to ensure that it isinthe Act i ve state:

:> bundl e start 60

bundl e swf - booki ng-nvc. war:0.0.0 started successfully

1> bundl e exam ne 60

|d: 60

Nane: swf - booki ng- nvc. war
Ver si on 0.0.0

State: ACTI VE

Spring Powered: true
Bundl e Location: file:/hone/juliet/dnServer2.0/springsource-dmserver-2.0.0.Cl-468/work/com springsource. kernel . depl oyer _2.0.0.D

I mport ed Packages:

javax.crypto.interfaces [0.0.0, 0.0.0]
exported by org.eclipse.osgi 3.5.1. R35x_v20091005 [ 0]
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or g. ong. CosNam ng. Nam ngCont ext Package [0.0.0, 0.0. 0]
exported by org.eclipse.osgi 3.5.1. R35x_v20091005 [ 0]

or g. ong. Dynam cAny. DynAnyFact or yPackage [0.0.0, 0.0. 0]
exported by org.eclipse.osgi 3.5.1. R35x_v20091005 [ O]

shutdown Command

Use the shut down command to shut down the dm Server instance to which you are connected.
When dm Server is shutdown, the shell returns you to the operating system prompt.

The shut down command does not have any options.

The following example shows how to use this command.

1> shut down

Shut down MBean cal | ed
pronpt $

help Command

Usethe hel p command on its own to get alist of all available dm Shell commands. If you
specify a particular command to the hel p command, then you will get the list of options that
you can pass to the command.

For example:
1> help

bundl e - Managenment and exami nation of bundle artifacts

config - Managenent and exami nation of configuration artifacts
hel p

install - Install (deploy) an artifact to the server

package - Managenent and exam nation of exported packages

par - Managenent and exam nation of PAR artifacts

pl an - Managenent and exanination of plan artifacts

service - Examination of services

shut down

:> hel p bundl e

bundl e |i st - List all bundle artifacts that are
currently installed

d | nanme version ] - Examine a bundle artifact

d | name version | - Start a bundle artifact. Starting this
artifact starts it in the OSG

bundl e examni ne [
bundl e start

f ramewor k

bundl e stop [ id | name version ] - Stop a bundle artifact. Stopping this
artifact stops it in the OSG
f ramewor k

bundl e refresh [ id ]| name version ] - Refresh a bundle artifact. Refreshing
this artifact updates its contents in
the OSG framework.

| nane version ] - Uninstall a bundle artifact

bundl e uninstall [ id
d | nane version ] - Provide diagnostics for a bundle
d

bundl e di ag [
artifact

bundl e headers [ id | name version ] - Show the headers for a bundle artifact
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5. The Web Admin Console

The dm Server Admin Console is a Web application for managing a single instance of dm
Server. Using the Admin Console, you can:

* View an overview of the dm Server properties.

» View and manage the lifecycle of artifacts already deployed to the dm Server instance.
Artifacts include bundles, configuration files, PARs, and plans. Lifecycle management tasks
include starting, stopping, refreshing, and uninstalling the artifacts.

» |nstall new artifacts to dm Server. .

» View the properties of the configuration artifacts deployed to dm Server.

* View details of dump filesthat dm Server might have generated after encountering a problem.
Thisfeature is particularly valuable if dm Server failsto install a new artifact due to resolution
failures; the dump inspector can help you discover the exact artifact causing the resolution
failure.

» View an overview and details of the OSGi State of dm Server, or in other words, alist of al
bundles currently installed in dm Server and their state. Y ou can then then drill down into the
details of each bundle, such asits symbolic name, packages it imports and exports, services it
provides and consumes, and so on. Y ou can also view the bundles that were deployed when an
exception that generated a dump occurred.

5.1 Invoking the Admin Console

To use the SpringSource Admin Console, start the SpringSource dm Server and then enter the
following URL in your browser of choice.

http://1ocal host: 8080/ admi n

Replacel ocal host with the hostname of the computer on which the SpringSource dm Server
isrunning if it is not the same as the computer on which you are running your browser.

The Admin Console uses basic authentication, therefore you will need to enter the default
administration 1D and password.

ID: admn
Password: springsource

The following graphic shows the main page of the Admin Console.
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- C A http://localhost.8080/admin > -||*§- Google e
& SpringSource dm Server™ - .

€ spring

o urce

Artifacts Configuration Dump Inspector 05Gi State Information

Admin Console - Information

Congratulations on installing the SpringSource dm Server™. This is the Web console provided with dm Server to allow management of a
single instance.

Documentation

Documentation is available on-line for the dm Server and related Spring Porifolio products.

s SpringSource dm Server™ - Download Site, includes the User, Programmer and Application Development Walk-through.
* Spring Framework Documentation.
+ Spring Dynamic Modules Documentation.

Server Properties

- Name Value
Java WM Description  Sun Microsystems Inc.(Java HotSpot(TM) Client VM) - 11.0-b16
Java Version Sun Microsystems Inc. - 1.6.0_11

Operating System Linux(i386) - 2.6.27-14-generic
r Time Zone SystemVIPSTEPDT

Serve
dm Server Version  2.0.0.Cl-482

Use the links at the top of the console to perform various tasks, such as viewing and managing
artifacts (Artifacts), viewing the properties of deployed configuration artifacts (Configuration),
viewing details of dumps (Dump Inspector), and viewing the OSGi state of the dm Server
instance (OSGi State).

Y ou can aways return to the main Admin Console page by clicking Information in the top
right-hand corner.

The Ser ver Properti es section providesinformation about dm Server itself, such as
details about the Java Virtual Machine (JV M), the operating system on which dm Server is
installed, the time zone configured for the computer, and the complete version of dm Server.

Changing the Admin User

To change the ID and password for the Admin Console, update the

SERVER_HOVE/ confi g/ com spri ngsour ce. kernel . users. properti es file
First specify the administration username by changing the value of ther ol e. adm n property.
Then set the password of this new user by adding a new property called user . user nane,
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where user name refersto the actual name of the user. Finally, restart dm Server for the
changesto take effect.

For example, if you want change the administration usernametoj ul i et with password
capul et , changethefile asfollows:

user.juliet=capul et

# Role definitions
HHHHHHH BT
rol e. adm n=jul i et

The Admin Console always runs against the adm n role.

5.2 Typical Admin Console Use Cases

The following use cases describe the typical tasks that can perform with the dm Server Admin
Console:

* View and Manage the Lifecycle of Deployed Artifacts

Install a New Artifact

View the Properties of Deployed Configuration Artifacts

View Details of Dump Files

View Overview and Details of the OSGi State

Viewing and Managing the Lifecycle of Deployed Artifacts

The following procedure describes how to view the list of artifacts that are currently deployed in
the user region of dm Server. It then describes how to stop, start, refresh, and uninstall the
deployed artifacts.

1. From the main Admin Console page, click the Artifactslink at the top.
In the lower part of the page, the console displays atree structure that displays the four kinds
of artifacts that you can deploy to the user region of dm Server: bundles, configuration files,
PARs, and plans. When you first install dm Server, there will already be a number of artifacts
deployed related to the Admin console itself, the main splash screen, the repository, and so
on.

The following graphic shows an expanded tree that displays afew of the deployed artifacts:
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" dm Server“;_ .Lf.ons.ile ?Plrlrncqe

Information

Artifact Console

-~ Select an artifact to upload and deploy to dm Server
Browse.. Upload

Start Stop Refresh Uninstall

Select an Artifact in the tree to perform an action upon it.

= bundle
@ com.springsource.configuration.properties 1.0.0.BUILD-20091118172111

[ €h comspringsource server splash 2.0.0.D-20091119113302
[= [@] configuration

[B]42 configuration-properties 0.0.0
B par
plan

wright 2008 SpringSource. All Rights Reserved

2. Toview details of a particular artifact, click the "+" to the left of the artifact to expand the
tree. The following graphic shows an expanded
com springsource. configuration. properties bundle:
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Avrtifacts Configuration Dump Ingpector 05Gi State Information

Artifact Console

Browse... Upload

Start Stop Refresh Uninstall

Select an Artifact in the tree to perform an action upon it.

= bundle
= a com.springsource.configuration.properties 1.0.0.BUILD-20091118172111
View this bundle artifact
&h active

user.installed

artifact-type: web bundle

com.springsource. server web. contextPath: fconfig-properties
[ &M ora.springframework.aspects 3.0.0.RCA
a arg.springframework.web.serviet 3.0.0 RCA
[ &M org.eclipse.osgi 3.5.1.R35%_v20091005
a com.springsource javax.senetjsp 2.1.0
[ & com.springsource javax.el 1.0.0
[f 4R org springframework oxm 3.0.0.RCA
[ 4n ora.springframework.orm 3.0.0.RC1
a arg.springframework expression 3.0.0 RC1
[ [)4~ org.springframeworktransaction 2.0.0 RCA

Bl B BB

The particular details that the Admin Console displays depends on the artifact. For example,
for all artifacts you can view their state and how it wasinstalled (such as by a user using the
Admin Console or programmatically). The two most common states are Active (running and
ready to be used) and Resolved (all dependencies resolved but you must start it before you
can useit.) An artifact can also be in one of the transition states, such as Starting and
Stopping.

As shown in the preceding graphic, the Admin Console provides alink for Web modules that
you can click on to actually invoke the application

(com springsource. server.web. cont ext Pat h: / confi g- properti es inthe
example above.)

For PARs and plans, the Admin Console also displays whether the artifact is:

» Scoped. Scoping specifies whether dm Server should deploy the members of the PAR/plan
in their own scope; when scoping is disabled, dm Server deploys the artifacts into the
global scope and they are accessible for access by all other artifacts.

» Atomic. When aPAR/plan is atomic, dm Server manages the lifecycle of all its member
artifacts as a single entity, which meansif one artifact member is started, then dm Server
starts al the PAR/plan artifacts. If one artifact fails to start, then dm Server stops al other
artifacts in the PAR/plan.
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The following graphic shows details of a PAR, in particular that it is both scoped and atomic:

Stant Stop Refresh Uninstall
Select an Artifact in the tree to perform an action upen it.

& bundle
[ [g] configuration

= [ par

[ (4R icom springsource. server repository. hosted 2.0.0 D-20091119112442

@ scoped-atomic
£h active
user.installed
[+ ﬂ com.springsource server.repository.hosted.core 2.0.0.D-20091119112442
[+ g com.springsource.server.repository.nosted.web 2.0.0.D-20091119112442
] g com.springsource.senver.repository.hosted-synthetic.context 2.0.0.0-20091119112442

[+ plan
Finally, for bundles, PARS, and plans, you can see the list of bundles that they depend on; this
typically means the bundles that contain the packages that they import.

3. To manage the lifecycle of an artifact, click on its name in the expanded tree to enable the
lifecycle buttons. Then, depending on the current state of the artifact, you can:

» Start the artifact. All dependencies of the artifcat must have been resolved for you to start
it. After successfully starting the artifact, it isin the Active state and you can use the
application associated with the artifact.

» Stop the artifact. This moves the artifact from an Active to Resolved state, and you cannot
use the application associated with the artifact.

» Refresh the artifact. This action updates the physical contents of the artifact; use this button
when you have changed the artifact in some way and you want your changes to take effect.

» Uninstall the artifact. This action removes the artifact from dm Server and it does not show
up in the Admin Console anymore. To use the application associated with this artifact, you
must re-install the artifact.

Installing a New Artifact

The following procedure describes how to install a new artifact (bundle, PAR, plan, or
configuration file.) The procedureis similar for al types of artifacts; the procedure usesa WAR

file as an example.
1. From the main Admin Console page, click the Artifactslink at the top.

2. Click the Browse button to invoke the file loader application for your platform. Note that the
Browse button searches the computer that is running the browser in which you invoked the
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Admin Console and not the computer on which dm Server is running, in the case where they
are different.

Usethefile loader to find the artifact. This can be aWAR file bundle, a configuration artifact
that contains properties, an XML file that correspondsto a plan, or aPAR file.

3. Click Upload to actually upload the artifact to dm Server.
dm Server automatically attempts to resolve all dependencies, and then puts the artifact in an
Active state if possible. If al is successful, themessage Arti f act Depl oyed appears
next to the Artifact Console header. If thereis an error, a message to that effect is display; to
get more details about the error, see the terminal window from which you started dm Server.
4. Expand the artifact tree to view your newly deployed artifact. If dm Server installed it without
errors, it should show up in the appropriate section and be in an Active state.

Viewing Properties of Deployed Configuration Artifacts

The following procedure describes how you can view the list of configuration artifacts that are
currently deployed to dm Server, and then view the specific properties that are defined for a
particular configuration artifact.

1. From the main Admin Console page, click the Configuration link at the top.

The Admin Console displays all the configuration artifacts that are currently deployed, as
shown in the following graphic:
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Y ¢ Spring

S Ouroce
WOV TR

Artifacts Configuration Dump Inspector 0SGi State Information

Configuration Admin - Overview

Configuration sets presentin the system.

» com.springsource.kernel.region

¥ com.springsource.kernel

} com.springsource.kernel.users

} com.springsource.repository

» com.springsource.osgi.medic

» com.springsource.kerneljmxremote.access
~ configuration-properties

Property Value
username romea

driverClassMame org.w3 Driver

password secret
service. pid configuration-properties
url http:ihwww. S pringsource.com

} com.springsource.server.repository.hosted

2. Toview the properties defined for a particular configuration artifact click the arrow to the left
of its name.

Viewing the Details of Dump Files

The following procedure describes how to view the details of any service dumps that have
occurred in dm Server. Each time adump is triggered for dm Server, the server creates a
directory in $SERVER_HOVE/ ser vi ceabi | i t y/ dunp with aname corresponding to the
time the dump occurred, and then the server popul ates the directory with detailed information.
Using the Admin Console, you can easily view thisinformation.

A service dump istriggered when there is either afailure in the dm Server code or dm Server
detects athread deadlock in either its own code or a user application. The service dump contains
a snapshot of al the important state from the running dm Server instance. NOTE: This snapshot
isnot intended for end user consumption but is useful for service personnel.

1. From the main Admin Console page, click the Dump Inspector link at the top.

2. Inthe drop-down box on the left, select the dump you want to inspect based on its timestamp.
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3. Click Select Dump.
4. In the right drop-down box, select the type of dump information you want to view.

For example, summar y. t xt provides a short summary of why the dump might have
occurred. Thet hr ead. t xt option provides information about the state of the dm Server
threads at the time of the dump, including any that were deadlocked. Ther eposi t ory
options provide information about what was in the external and user repositories at the time of
the dump. Theconfi gur ati onAdm n. properti es option provides a snapshot of the
complete configuration of dm Server, including the kernel and repositories.

5. Click Select Entry.

The Admin Console displays the information in the Dump Entry Viewer, as shown in the
following graphic:

€ Spring

S ource

Artifacts Configuration Dump Inspector 05Gi State Infarmation

Dump Inspector: 'Nov 19, 2009 at 9:42:00 AM'

Dumps available for inspection: Dump enfries available for inspection:
MNov 19, 2009 at 3:42:00 AM - configurationAdmin.properties I;]
Select Dump Select Entry

Dump Entry Viewer

Viewing Entry ‘configurationAdmin properties”.

F
............................................ FHiE Bl
# com.springscurce.kernel #
............................................ #ii4d
shell.enabled: true
domain: com.springscurce.kernel
shell.port: 2401
service.pid: com. springsource. kernel
deplover.timeout: 300
home.director fJuliet/dmServerd.0/springsource-dm-server-2.0.0.CI-482
work.directory: fjuliet/dmServer?.0/springscurce-dm-server-2.0.0.CI-482/work
deplover.pickupDirectory: pickup

& rmom.anringanirce . rennaitnry

Viewing Overview and Details of the OSGi State

The following procedure describes how you can view the OSGi state of the dm Server, either
currently or at the time that a particular service dump occurred. The OSGi stateisalist of
bundles that are currently installed aswell asalist of all the services that are provided by these
bundles.
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From the main Admin Console page, click the OSGi State link at the top.

By default, the Admin Console displays the complete list of bundles that are currently
installed in dm Server.

For each bundle, the console displaysitsinternal 1D, its symbolic name, its version, and its
current state (usually either Active or Resolved.)

To view the bundles that were installed at the time of a service dump, select it based on its
timestamp from the drop-down box on the right and click Go.

To view details about a particular bundle, click onitsbundle ID. A full description of the
bundle is displayed, as shown in the following graphic:

A\ :
" dm Server™ Console ssPlrlrr!ge
N R Y

Artifacts Co uration Dump Inspector ate Information

Viewing bundle '‘com.springsource.configuration.properties - 1.0.0.BUILD-20091118172111"

Viewing state ‘Live’ Live hd Searchl
Bundle Symbolic com.springsource.configuration. properties
name
Bundle Version 1.0.0.BUILD-20091118172111
Bundle ID 65

Hosts/Fragments  NA

Spring powered Yes
State Active
Bundle Location file:lhomeljulietidmSenver2 O/springsource-dm-senver-2.0.0.Cl-482/workicom.springsource kernel deployer_2.0.0.0-

20091119104418/deployer.staging/2E0DE4400077D9729836E7TSF0SEBC3ETTE13A0E
fcom.springsource.configuration properties. war/

@& Copyright 2009 SpingSource. All Rights Reserved
Copyright 2009 SpringSource. All Rights Reserved

The console displays again the symbolic name, version, and internal 1D of the bundle. It then
displays whether the bundle is Spring powered and the exact physical location of the bundle
JAR file on the computer that hosts dm Server.

The console then displays the full list of packages that the bundle imports, as well asthe
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bundles that in turn export these imported packages. The console also displays the packages
that the current bundle exports, and then in turn the list of other installed bundles that are
currently importing these exported packages. For each package, you can drill down and view
details of the corresponding bundle.

Similarly, the console displays the consumed and provided OSGi services.

Finally, the console also displays information about the Spring context, if the bundle is Spring
powered.

4. Toview thefull list of OSGi services, click the Ser vi ces Over vi ewlink from the main
OSGi state page

5. Typically, thelist of bundles and services can be very long, making it difficult to find a

particular bundle. Use the Sear ch box at the top right corner to narrow down the list of
displayed bundles.
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6. The Provisioning Repository

6.1 Overview of the Provisioning Repository

This section describes the provisioning repository feature of SpringSource dm Server, the
reasons for using it, and how to configure it.

In most use cases, your application has a dependency on one or more separate artifacts; these
artifacts might include OSGi bundles, configuration artifacts, third-party libraries, PARs or
plans. A typical exampleisa Spring application that depends on athird-party library such as
Spring Framework or Hibernate.

The way you express this dependency depends on the artifact. For example, aplanis by
definition alist of dependent bundles.

Libraries are another example. Some third-party dependencies consist of multiple bundles but are
logically one unit. To support this, the SpringSource dm Server introduces the concept of a
library. A library is acollection of related bundles that can be referenced as awhole. You
typically express the dependencies between your application and third-party libraries using the

| mport - Package or | mport - Li br ary manifest header in the MANI FEST. M file of your
application. Thel npor t - Package header is standard to OSGi; | nport - Li brary,
however, is specific to SpringSource dm Server.

For additional details about the creation and usage of libraries, aswell as general information
about dependencies, see Programmer’s Guide.

In SpringSource dm Server, you store all third-party dependencies required by your applications,
such as Spring Framework and Hibernate, as artifacts in the provisioning repository. As
mentioned above, you can store the following types of artifacts in the repository:

¢ OSGi bundles

Libraries

PARs

* Plans

Configuration Artifacts

When you deploy your application, SpringSource dm Server installs the bundlein whichitis
packaged to the dm Server runtime; part of thisinternal installation procedure is to satisfy al the
application’s dependencies. If your application has a dependency that cannot be satisfied from
the bundles that you have already deployed (and dm Server has thus installed), the dm Server
searches the provisioning repository for an artifact that can satisfy that dependency.
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The provisioning repository for a particular instance of SpringSource dm Server can include
artifacts in the following general locations:

* Local: This meansthat artifacts have been physically installed in the provisioning repository
directory structure of the local SpringSource dm Server instance. The artifactsin alocal
repository include installed third-party libraries, bundles supplied by dm Server, bundles
supplied by an end user, and internal bundles used only by dm Server. Y ou can further
categorize thislocation into ext er nal directories that adhere to a specified search pattern
and are scanned by dm Server just at startup, or wat ched directories that point to asingle
directory location and dm Server scans on aregular basis.

» Remote: This means that alocal instance of SpringSource dm Server gets the artifact from a
remotely-hosted repository that is physically located on a remote SpringSource dm Server
instance.

Y ou configure the provisioning repository using the

SERVER HOME/ confi g/ com springsource.repository. properties file

As previously described, a particular instance of SpringSource dm Server can itself also act asa
repository host for remote server instances to use when satisfying the dependencies of the
applications deployed to it. In this case, you configure a hosted repository using the

SERVER HOME/ confi g/ com springsource. repository. hosted. properties
file. Typically, only remote clients use hosted repositories and their contents; the SpringSource
dm Server instance that actually hosts the repository does not typically use the artifactsinit.
Rather, it uses artifactsin its local repository.

Making athird-party dependency available to your application is simply a matter of adding its
artifact to the appropriate location in the provisioning repository. This could be either in the local
directories or the remote ones if you are getting artifacts from a remotely-hosted repository.

Local Repository Structure

When you first install SpringSource dm Server, the local provisioning repository is located at
$SERVER_HOVE/ r eposi t or y by default and consists of two main directories: ext and
user . Theext directory contains bundles and libraries supplied with the SpringSource dm
Server and usr contains bundles and libraries installed by the end user.

Installing Artifacts to a Repository

Toinstall an artifact into the default repository, ssmply copy it into the
$SERVER_HOVE/ r eposi t or y/ usr directory.

If you have configured additional watched or external repositories (additional, that is, to the
default ones already configured in afreshly-installed dm Server instance), you install the artifacts
in the same way: simply copy the files to the configured directories. Y ou configure additional
watched or external repositories in the same file as the default repositories:

SERVER HOME/ confi g/ com springsource.repository. properties.
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When you install aplan or alibrary, you must ensure that all referenced bundles within the plan
or library have been installed as well.

Artifacts must have unique names so it is considered best practice to include the version number
in the file name, allowing for multiple versions of the artifact to be installed at the same time. For
example, abundle file name might be my- exci ti ng- bundl e. 2. 1. 0. j ar.

In some cases the SpringSource dm Server manages to automatically detect changesin its
provisioning repository at runtime, thereby avoiding the need to restart the dm Server.

Of specific relevance during development is picking up changes to an application’s direct
dependencies during deployment of the application. For example, if you deploy an application
and receive a message that a dependency is missing, you can simply add the dependency to the
repository and then redeploy the application. The redeploy will cause the new dependency to be
picked up, allowing progress to be made without restarting the dm Server. For other changes
such as addition of indirect dependencies, the SpringSource dm Server must be restarted to pick
up any changes to the provisioning repository.

6.2 Finding and Downloading Bundles from the
SpringSource Enterprise Bundle Repository

The SpringSource Enterprise Bundle Repository is a public collection of open source libraries
commonly used for devel oping enterprise Java applications with the Spring Framework and dm
Server. It contains more than 400 of the most popular enterprise Java libraries made available for
genera use in an OSGi-ready format. Y ou can browse the collection and then download the
bundles that you need into your own local repository.

The SpringSource Enterprise Bundle Repository is located here.
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€ Spring
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Advanced Search
Welcome

Browse by Bundle

Welcome to the SpringSource Bundle Repository. Here you'll find OSGi-ready
versions of hundreds of open source enterprise libraries that are commonly used
FAQ when developing Spring applications. Find what you are looking for by browsing the
repository, or just type in a search term below.

Browse by Library

Search

spring .;‘__' Search '__';.

2008 SpringSource. All Rights Reserved erms of Use

e
&
1,

Y ou can find bundlesin the repository using a number of options. Y ou use the * Search’ facility
by typing in a keyword. The matching criteria returned can be explored by name, symbolic
name, class, package or resource.

Thereis also the option of clicking on ‘Browse by Bundl€e'. This gives an aphabetical list of
bundles. Y ou can select the desired bundle to see details and find the download link. Finally, you
can also choose to *Browse by Library’, which allows you to browse the aphabetical list of
libraries in the repository.

6.3 Configuring the repository

Details of how to configure a SpringSource dm Server installation’ s provisioning repository can
be found in Configuring the Provisioning Repository. See Configuring a Hosted Repository for
details on how to configure arepository that remote clients can access, also called a hosted
repository.

The two configuration chapters describe the format of the repository properties files of
SpringSource dm Server, how to add new directories to the local repository, how to configure the
repository to get artifacts from aremote repository hosted on aremote dm Server, instance, and
how to configure the local dm Server instance to itself host arepository that other remote servers
access.
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7. Serviceability

Logging (both event logging and trace logging) in dm Server comes in two forms: application
logging and server logging. Both are configured together intheser vi ceabi [ i ty. xm filein
the conf i g directory. Thistakes the form of a Logback configuration—dm Server uses a

L ogback implementation behind the SLF4J logging interface.

What was previoudly referred to as Logging, is now referred to as Event Logging, and what was
previously referred to as Trace logging (or Tracing) is now simply Logging.

7.1 Event log files

Event log files are low-volume logs of important events in SpringSource dm Server. Each server
message written to an event log file is accompanied by a code enclosed in angle brackets. An
example is shown below:

[ 2009- 08- 25 15: 04: 57. 044] server-dm 7 <OF0001l > OSG tel net consol e avail abl e on port 2401.

(For adescription of the log code syntax, see Appendix A, Event log codes.) The format of event
log messages from the server is fully configurable.

By default, event log messages are stored in

$SERVER _HOWE/ servi ceability/ event| ogs/ eventl| og_i. | og and output to the
console. Theindex i variesfrom 1 to 4, at 10Mb boundaries. An examination of the Logback
configuration will show these defaults being set. They may be modified.

For a description of the syntax and facilities provided by this file see the Logback documentation
(referenced in Appendix C, Further Reading ).

7.2 Trace (Logging)

The SpringSource dm Server’ s logging (trace) support serves two main purposes.

* It provides global trace files that capture high-volume information regarding the SpringSource
dm Server’sinterna events. The files are intended for use by support personnel to diagnose
runtime problems.

* It provides application trace files that contain application-generated output. Thisincludes
output generated using popular logging and tracing APIs, aswell as output generated by calls
to Syst em out and Syst em er r. Thesefiles are intended for use by application
developers and system administrators.

By default, the dm Server tracefileiscaled

$SERVER HOVE/ servi ceability/l ogs/dm server/| og_i.| og, and, again by
default, the application trace files are called
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application_name/ | og_i. | og, where application_name is automatically set by dm Server for
each application artifact installed and run (it is a combination of the artifact name and the
version).

Theindex i variesfrom 1 to 4, on arolling basis, as each log file exceeds 10Mb.

Entriesin trace files are by default of the form <timestamp> <thread-name> <source> <level>
<entry-text>. For example:

[ 2008- 05- 15 09: 09: 46. 940] server-dm 2 org. apache. coyote. httpll. Htt pl1Protocol | Initializing Coyote HITP/1.1 on http-48080

although this format is completely determined by the Logback configuration file
serviceability.xm .

Application Output

SpringSource dm Server provides advanced support for capturing and tracing
application-generated output by automatically separating trace output on a per-application basis
and will also capture any Syst em out and Syst em er r output.

Per-application trace

SpringSource dm Server uses SLF4J interfaces to Logback, and the root logger (by default)
captures all logging output and appends it to the application-specific trace files as described
above. To modify this, define application-specific loggersintheser vi ceabi I i ty. xm file
in the normal way.

System.out and System.err

Syst em out and Syst em er r output from applicationsis, by default, captured in the
application’ s trace file. This happens because the output streams are intercepted and written to
the loggers named Syst em out and Syst em er r respectively. Since there are no explicit
loggers defined with these namesintheser vi ceabi | i ty. xm file, this output islogged by
the root logger (which captures | NFOlevel and above).

The capture of Syst em out and Syst em er r output is configured in the

confi g/ com springsource. osgi . medi c. properti es fileby the

| og. wapSysQut and| og. wr apSysEr r properties. By default the properties have avalue
of t r ue and capture is enabled. Capture can be disabled by configuring the properties with a
valueof f al se.

Thetrace entriesfor Syst em out and Syst em er r output are of the form:

[ 2008- 05- 16 09: 28: 45. 874] server-tontat-thread-1 System out Hello world!
[ 2008- 05- 16 09: 28: 45.874] server-tontat-thread-1 Systemerr Hello world!

The third column indicates where the output came from (Syst em out or System err).

To over-ride this behaviour, simply define explicit loggers named Syst em out and/or
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Syst em err inthe configuration file to send this output to an appender of your choice. Be
aware that all applications output streams will be caught by these loggers, and that a sifting
appender might be useful to separate them.

7.3 Service Dumps

A service dump istriggered when one of the following events occurs:

1. A failureis detected in the SpringSource dm Server code, or

2. athread deadlock is detected.

A service dump contains a snapshot of al the important state from the running SpringSource dm
Server instance. This snapshot is not intended for end user consumption but is useful for service

personnel.

By default, service dumps are created in $SERVER_HOVE/ ser vi ceabi | i ty/ dunp.
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8. Working with Applications

8.1 Deploying Artifacts

In the context of SpringSource dm Server, deploying refersto installing an artifact to the server
and then starting it to make it available to users. Typically, when you install an artifact, dm
Server automatically startsit as long as the server is able to successfully resolve all its
dependencies. For this reason, the terms deploying and installing are often used interchangeably.

Y ou deploy artifacts to SpringSource dm Server using either the hot-deploy directory on thefile
system or by using the Admin Console. The artifacts that you can deploy to dm Server are:

» Bundles, including Web applications
* PARs
* Plans

» Configuration Files

Hot Deploy

To hot deploy an artifact, copy it into the pickup directory (by default
$SERVER_HOVE/ pi ckup):

pronpt$ cd /hone/ applications
pronpt$ cp hel | oWorl d. war $SERVER_HOME/ pi ckup

When the artifact is hot deployed, messages similar to the following appear in the log file:

[2009- 12- 10 06: 41: 01. 021] fs-wat cher <HDO001l > Hot depl oyer processing ' CREATED event for file 'helloWrld. war
[ 2009- 12- 10 06: 41: 01. 087] fs-wat cher <DE000OI > Instal ling bundle 'hellowrld version '0.0.0

[ 2009- 12- 10 06: 41: 01. 274] fs-wat cher <DE0001l > Install ed bundle 'helloWrld version '0.0.0

[ 2009-12-10 06: 41: 01. 397] fs-wat cher <DE0004| > Starting bundle 'helloWrld version '0.0.0

[ 2009-12-10 06: 41: 01. 414] Thread-3 <WE0000Il > Starting web bundle 'helloWrld version '0.0.0" wth context pa

[ 2009-12- 10 06: 41: 01. 537] Thread-3 <WE0001l > Started web bundle 'helloWrld version '0.0.0" wth context pat
[ 2009-12-10 06: 41: 01.550] start-signalling-1 <DEOOO5I> Started bundle 'helloWrld version '0.0.0

If there is a problem with the deployment, such as the server being unable to resolve all
dependencies, the console and log both show an error message to help you with troubleshooting.

If there are no problems, dm Server automatically starts the artifact so that it isimmediately
available to users.

Deploying Using the Admin Console

The Admin Console allows you to upload afile, which will be deployed automatically, from
your local file system to the SpringSource dm Server. As soon as SpringSource dm Server
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deploys the artifact, it appearsin the list of artifacts in the Admin Console. Note that the GUI for
uploading varies according to the browser and operating system you use.

See Installing a New Artifact for details about using the Admin Console to install (deploy) an
artifact. See The Web Admin Console for general informatin about the Admin Console.

What Happens When You Deploy

When you deploy an artifact, either using hot-deployment or the Admin Console, dm Server
copiesthefileto itswork directory (SERVER HOME/ wor k) and registersit in itsinternal
registry. The server then checks any dependencies the artifact might have to see if deployment
can go ahead, and if all dependencies are resolved, SpringSource dm Server starts the artifact.
Because of all these additional internal activities, you should NOT simply copy the artifact into
thewor k directory and assume it will be deployed, because SpringSource dm Server will not do
SO.

Deployment Ordering

When deploying bundles that have dependencies, it isimportant that you deploy them in the
correct order. SpringSource dm Server honors this ordering when it redeploys the artifacts on
startup.

If you use hot deployment to deploy your artifacts, be sure to copy the corresponding filesinto

the pickup directory one-by-one. Copying the filesin one group, for example by using asingle
cp command. provides no guarantees of ordering.

Restrictions

The SpringSource dm Server does not support deploying fragment bundles.

8.2 Undeploying Artifacts

Y ou undeploy artifacts from SpringSource dm Server by using either the hot-deploy directory on
the file system, or the Admin Console.

Note: Aswith deploying, in this guide the terms undeploying and uninstalling are used
interchageably.

Hot Undeploy

To hot-undeploy an artifact, remove the corresponding file from the pickup directory (by default
$SERVER_HOVE/ pi ckup):

pronpt$ cd $SERVER _HOVE/ pi ckup
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pronpt$ rm hel | oWor | d. war

When SpringSource dm Server compl etes the undeployment of the artifact, messages similar to

the following appear in the log:
[ 2009- 12- 10 06: 46: 33. 254] fs-wat cher <HDO001l > Hot depl oyer processing 'DELETED event for file 'helloWrld. war'.
[ 2009-12- 10 06: 46: 33. 259] Thread-3 <WE0002| > Stoppi ng web bundle 'helloWrld version '0.0.0° with context path '/he
[ 2009-12-10 06: 46: 33. 285] Thread-3 <WE0003! > St opped web bundle 'helloWrld version '0.0.0" with context path '/hel
[ 2009- 12- 10 06: 46: 33. 290] fs-wat cher <DE0010l > Stoppi ng bundle 'helloWrld version '0.0.0'.
[ 2009- 12- 10 06: 46: 33. 295] fs-wat cher <DE0011! > St opped bundl e 'hell oWrld' version '0.0.0".

[ 2009- 12- 10 06: 46: 33. 302] fs-wat cher <DE0013l > Uninstal ling bundle 'helloWrld version '0.0.0'.
[ 2009-12-10 06: 46: 33. 319] fs-wat cher <DE0014l > Uninstal | ed bundle 'helloWrld version '0.0.0'.

Undeploying Using the Admin Console

Y ou can undeploy only whole artifacts from the Admin Console, or in other words, you cannot
undepl oy the separate modules or bundles that make up an artifact.

The only artifact that you cannot undeploy from the Admin Console is the Admin Console itself.
If you need to undeploy this application, you must remove it from the pickup directory (by
default SERVER _HOME/ pi ckup); the name of the artifact is

com springsource. server. adm n-2.0.0. 0. pl an.

See Viewing and Managing the Lifecycle of Deployed Artifacts for details about uninstalling
(undeploying) an artifact using the Admin Console. The high-level steps are to highlight the
artifact in the artifact tree then click Uni nst al | .
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9. Configuring the SpringSource dm Server

Y ou use configuration filesin the SERVER_HOVE/ conf i g directory to configure dm Server.
This section divides the configuration of the server into the following high-level tasks:

» Configuring the kernel and the user region.

Configuring embedded Tomcat servlet container.

Configuring serviceability.

Configuring the local provisioning repository.

Configuring the hosted repository.

9.1 Configuring the dm Kernel and User Region

This section provides information about configuring the dm Server kernel and the user region by
updating the following filesin the SERVER _HOVE/ conf i g directory:

Table 9.1. Kernel Configuration Files

Property File Description

com spri ngsource. kernel . propert i gonfigures kernel deployment and the dm
Shell of dm Server.

com springsource. ker nel . userr egi donpigopesithe esr region of dm Server.

com spri ngsource. kernel . user s. pr dpanfiguess the users that are allowed to access
the dm Shell and Admin Console, and rolesto
which they map.

com spri ngsour ce. ker nel . j nxr enot eCatigess.tipg pgeidsians for users that are
allowed to access the dm Shell and Admin
Console.

com spri ngsour ce. ker nel . aut hent i dadnfigaresamd Jaya A uthentication and
Authorization Service (JAAS) for the Tomcat
Server users.

Configuring Deployment

Y ou can configure three properties of deployment: the pickup directory into which you copy
applications for hot-deployment, the deployment timeout, and whether automatic cloning of
deployed bundlesis enabled.
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To change any of these properties, edit the depl oyer . XXX properties of the
SERVER_HOVE/ confi g/ com spri ngsour ce. kernel . properti es file. The
following table describes these properties.

Table 9.2. Deployment Configuration Properties
Property Description

depl oyer. ti meout Specifies the amount of time, in seconds, after
which dm Server times out while trying to
deploy abundle, library, or plan. The default
valueis 300. If you want to disable
deployment timeout, specify 0.

depl oyer. pi ckupDi rectory Specifies the absolute or relative path to the
pickup directory to which you copy
applications for hot-deployment. Relative
paths are relative to SERVER_HOVE. The
default valueis. / t ar get / pi ckup. .

The following listing displays the default configuration distributed with the dm Server; only
relevant sections of thecom spri ngsour ce. kernel . properti es fileare shown.

depl oyer . ti meout =300
depl oyer. pi ckupDi r ect or y=pi ckup

As the default configuration shows, the default pickup directory is SERVER_HOVE/ pi ckup
and the deployment timeout is 300 seconds.

Configuring the dm Shell

The dm Shell isacommand line utility that allows you to examine artifacts currently installed to
aparticular dm Server instance, manage the lifecycle of the installed artifacts, install new
artifacts, and shutdown the server. For complete documentation on the dm Shell, see Chapter 4,
The dm Shell.

Y ou configure the dm Shell by updating the shel | . XXX propertiesin the
SERVER_HOVE/ confi g/ com spri ngsour ce. kernel . properti es file, as described
in the following table:

Table 9.3. dm Shell Configuration Properties

Property Description

shel | . enabl ed Specifies whether the dm Shell is enabled or
not. Valid valuesaret r ue or f al se.

shel | . port Defines the port on which you can remotely
access the dm Shell. If not set, the shell isonly
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Property Description

available from stdout of the dm Server
Pprocess.

The following example shows the default dm Shell configuration in afreshly-installed
com springsource. kernel . properti es file only the relevant section of thefileis
shown.

shel | . enabl ed=true
shel | . port=2401

The example shows that the dm Shell is enabled by default, and you connect to it remotely using
the port 2401.

Configuring the User Region

The user region is the subsystem of dm Server that supports deployed applications, both your
own user applications and those of the server itself, such asthe Admin Console. The user region
is deliberately isolated from the kernel, which makes it much simpler for you to manage your
applications with the Admin Console or dm Shell because the internal server bundles are not
visible.

Y ou configure the user region by updating propertiesin the
SERVER HOME/ confi g/ com spri ngsour ce. kernel . userregi on. properties
file; these properties are described in the following table.

WARNING: SpringSource strongly recommends that you update only the
initial Artifacts property; updating the other properties could cause dm Server to fail.
These properties are documented for your information only.

Table 9.4. User Region Configuration Properties
Property Description

baseBundl es Specifies the hard-coded list of bundles that
dm Server installs directly into the user region.
SpringSource dm Server does not perform any
automatic dependency satisfaction for these
bundles; in other words, you only get the
bundlesin the list and nothing more.

packagel nports Specifies the packages that exist in the kernel
that dm Server imports into the user region so
that they are in turn available to be imported
by bundlesin the user region. This property
supportsa. * wildcard. For example,
com springsource. util.* will import
all packages that start with
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Property Description
com springsource. util.

servicel nports Specifies the servicesin the kernel that are
imported into the user region so that they're
available to bundlesin the user region.

servi ceExports Specifies the services in the user region that
are imported into the kernel so that they're
available to bundles in the kernel.

i nheritedFranmewor kProperties Specifies the framework properties,
configured in the
SERVER HOME/ | i b/ com spri ngsour ce. ker nel . | aunc
file, that will also be set on the user region's
nested framework.

initial Artifacts Specifies the artifacts that dm Server deploys
into the user region when the server starts.
SpringSource dm Server performs dependency
satisfaction when it deploys these artifacts.
This means that you only need to list the
top-level artifacts that you care about; dm
Server automatically installs any other
artifacts upon which they depend from the
repository.

Y ou can use this property to convert adm

Server into adm Kernel by removing the

reposi tory: pl an/ com spri ngsour ce. server. web
plan.

Configuring Authentication

SpringSource dm Server uses the Java A uthentication and Authorization Service (JAAS)
framework to authenticate the administration user that connects to dm Servers using the Admin
Console or dm Shell. This section describes how the authentication mechanism is configured by
default, and the files that you need to update if you want to change the administration user,
change their password, and so on.

The

SERVER HOME/ confi g/ com spri ngsource. kernel . aut henti cation. config
file configures the underlying authentication technology for dm Server. The short file consists of
the following entry:

dm kernel {
com springsource. kernel . aut henti cati on. Ker nel Logi nMdul e REQUI RED;
}i
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The entry isnamed dm ker nel . This name corresponds to the <Real n» element in the
SERVER HOME/ confi g/t ontat - server. xm filethat configuresthe JAAS
authentication mechanism for the Cat al i na service of the Tomcat servlet container. The

dm ker nel entry specifiesthat the JAAS LoginModule that dm Server uses to authenticate
usersiscom spri ngsour ce. kernel . aut henti cati on. Ker nel Logi nMbdul e and
that this Ker nel Logi nModul e isrequired to "succeed" in order for authentication to be
considered successful. The Ker nel Logi nModul e succeeds only if the name and password
supplied by the user are the ones it expects. The default administration username/password pair
for dm Serverisadmi n/ spri ngsour ce.

Y ou configure the administration user in the

com springsource. kernel . users. properti es file. The default file for afreshly
installed dm Server is asfollows:

user . admi n=spri ngsource

# Rol e definitions

rol e. adm n=admni n

The administration user that connect to the Admin Console and dm Shell must have theadmi n
role. The preceding file shows how, by default, the adm n roleis assigned the adm n user with
password spri ngsour ce.

If you want to change the administration user, update the

com springsource. kernel . users. properti es file. For example, if you want the

j ul i et user, with password super secr et , to be the new adminstration user, update the file
as shown:

# User definition

user.juliet=supersecret

# Rol e definitions

rol e. admin=j ul i et
Be sure to restart dm Server after you make this change for it to take effect.

Thefinal fileinvolved in dm Server authentication is

SERVER HOME/ confi g/ com spri ngsource. ker nel . j nxrenot e. access. properti es.
Thisfile specifies the IMX access privileges that the administration user has; by default they are

read and write, as shown in the following listing:

adm n=readwite

The only other value you can enter isr eadonl y, which means that the adminstration user
would only be able to view information using the Admin Console and dm Shell.
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9.2 Configuring Serviceability

The serviceability sub-system of dm Server allows you to gather and view data and information
that you can then use to diagnose problems and failures. Serviceability includes data from:

» Service dumps: Contain a snapshot of all the important state from the running dm Server
instance when an internal failure or thread deadlock is detected.
Y ou configure service dumps for SpringSource dm Server using the
com.springsource.medic.properties file in the SERVER _HOVE/ conf i g directory. Thisfile
also includes some additional 1ogging configuration.

» Event logs and server/application logging (previously called tracing): Logging support in dm
Server is based on Logback. This means that you now have complete control over the format
of log output and have the complete range of Logback's appenders available for your use.

Y ou configure logging for SpringSource dm Server using the serviceability.xml filein the
SERVER HOME/ conf i g directory. Thisfileis essentially the Logback | ogback. xm (or
| ogback-t est. xm ) configuration file but renamed for dm Server.

For additional conceptual information about the serviceability subsystem, see Chapter 7,
Serviceability.

The com.springsource.medic.properties File

The SERVER _HOME/ confi g/ com spri ngsource. nedi c. properti es file
configures dm Server service dumps and whether you want to capture Syst em out and
Syst em err output to your application’'s tracefile.

The service dump support provides an in-memory buffer of log output. Whenever adump is
triggered this in-memory buffer is written out as part of the dump.

The following table describes the properties you can include in the

SERVER_HOVE/ confi g/ com spri ngsour ce. medi c. properti es file Thisfile
configures serviceability properties that dm Server includes in addition to those supplied by the
Logback, configured intheser vi ceabi lity. xm file.

Table 9.5. Serviceability Properties

Property Description

dunp. root.directory Specifies the directory to which dm Server
writes the service dumps. The directory name
isrelative to SERVER _HOVE.

| og. wr apSysQut Specifies whether you want to capture
Syst em out output from your applications
to the application trace file. The output is
logged by dm Server'sroot logger, which
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Property

| og. wr apSysErr

Description
captures | NFOlevel and above.
Valid values for this property aret r ue to

capture Syst em out output, or f al se to
disable the capture.

For more information, see System.out and
stem.err.

Specifies whether you want to capture

Syst em err output from your applications
to the application trace file. The output is
logged by dm Server'sroot logger, which
captures | NFOlevel and above.

Valid values for this property aret r ue to
capture Syst em err output, or f al se to
disable the capture.

For more information, see System.out and
stem.err.

| og. dunp. | evel

| og. dunp. bufferSi ze

| og. dunp. pattern

Specifiesthe log-level of the entries that are
captured in the in-memory buffer.

Valid values of this property are the same as
the log-levels offered by Logback: TRACE,
DEBUG, INFO, WARN and ERROR. For
more detail s about these levels, see L ogback
Architecture.

Specifies the number of entrieswill be heldin
the in-memory buffer. Once the buffer isfull,
it wraps so that oldest entries start to be
overwritten by newer entries; in other words,
the buffer iscircular.

Specifies the formatting of the entries when
they're written out as part of the service dump.
Use the same pattern layout as for Logback
logs, see Layouts in the Logback
documentation.

The following samplecom spri ngsour ce. medi c. properti esisfroma

freshly-installed dm Server:

dunp. root . di rectory=serviceability/dunp

| og. wr apSysQut =t rue
| og. wr apSysErr=true
| og. dunp. | evel =DEBUG
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| 0og. dunp. buf f er Si ze=10000
| og. dunp. pattern=[ %{yyyy- Mt dd HH nm ss. SSS}] % 28. 28t hread % 64. 641 ogger { 64} %{ nedi c. event Code} %rsg %ex%

The serviceability.xml File

Logging support in dm Server is based on Logback, which is a successor of the log4j project.
The Logback logging framework is faster, more reliable, and easier to use than log4j and other
logging systems.

Y ou configure logging for SpringSource dm Server using the

SERVER HOME/ confi g/ servi ceability. xm file Thisfileisthe standard Logback

| ogback. xm or| ogback-t est. xm configuration file, but renamed for dm Server due to
internal requirements.

The following listing shows the default ser vi ceabi | i ty. xm filein afreshly-installed dm
Server; seethe text after the listing for abrief overview of thefile:

<confi guration>

<appender nanme="S| FTED LOG FI LE" cl ass="ch. gos. | ogback. classic.sift.SiftingAppender">
<di scri m nator >
<Key>appl i cati onNane</ Key>
<Def aul t Val ue>dm ser ver </ Def aul t Val ue>
</ di scri m nat or>
<sift>
<appender nanme="${applicati onNane} _LOG FI LE"' cl ass="ch. gos. | ogback. core.rolling.RollingFi|eAppender">
<file>serviceability/logs/${applicationName}/|og.log</file>
<rol lingPolicy class="ch. gos. | ogback.core.rolling.Fi xedW ndowRol | i ngPol i cy">
<Fi | eNanePat t er n>servi ceabi l'i ty/| ogs/ ${ appl i cati onNane}/|1 og_% .| og</ Fi | eNanePat t er n>
<M nl ndex>1</ M nl ndex>
<Max| ndex>4</ Max| ndex>
</rollingPolicy>
<triggeringPolicy class="ch.qos.|ogback.core.rolling.SizeBasedTriggeringPolicy">
<MaxFi | eSi ze>10MB</ MaxFi | eSi ze>
</triggeringPolicy>
<l ayout class="ch. gos. | ogback. cl assi c. PatternLayout">
<Pattern>[ %l{yyyy- Mk dd HH: nm ss. SSS}] % 28. 28t hread % 64. 64l ogger { 64} %{ nedi c. event Code} %rsg %ex%m</ Patte
</ | ayout >
</ appender >
</sift>
</ appender >

<appender nanme="LOG FI LE" cl ass="ch. gos. | ogback. core.rolling.RollingFileAppender">
<f|Ie>serV|ceabllltyllogsllog log</file>
<rol lingPolicy class="ch. gos.| ogback. core.rolling.Fi xedW ndowRol | i ngPol i cy">
<Fi | eNanePat t ern>serviceability/logs/log_% .| og</Fi|eNanePattern>
<M nl ndex>1</ M nl ndex>
<Max| ndex>4</ Max| ndex>
</rollingPolicy>
<triggeringPolicy class="ch. gos. | ogback.core.rolling.SizeBasedTriggeringPolicy">
<MaxFi | eSi ze>10MB</ MaxFi | eSi ze>
</triggeringPolicy>
<l ayout class="ch. gos. | ogback. cl assi c. PatternLayout">
. <Pattern>[ %a{yyyy- Mt dd HH: mm ss. SSS}] % 28. 28t hread % 64. 64l ogger {64} 9%{ nedi c. event Code} %rsg Yex¥%m</ Pattern>
</l ayout >
</ appender >

<appender nanme="EVENT_LOG STDOUT" cl ass="com springsource. osgi . medi c. | og. | ogback. Rer out i ngAwar eConsol eAppender ">
<l ayout cl ass="ch. qos.| ogback. cl assi c. PatternLayout ">
<Pattern>[ %{yyyy- MM dd HH nm ss. SSS}] % 28. 28t hread & t; %{ nmedi c. event Code} &gt; %rsg %ex%m</ Pattern>
</ | ayout >
</ appender >

<appender nanme="EVENT_LOG FI LE" cl ass="ch. gos. | ogback. core.rolling. RollingFileAppender">
<f|Ie>serV|ceabl||ty/eventlogs/eventlog log</file>
<rol l'ingPolicy class="ch. gos. | ogback. core.rolling.Fi xedW ndowRol | i ngPol i cy">
<Fi | eNanePat t ern>servi ceabi | ity/ eventl ogs/ eventl og_% .| og</Fi | eNanePat t er n>
<M nl ndex>1</ M nl ndex>
<Max| ndex>4</ Max| ndex>
</rollingPolicy>
<triggeringPolicy class="ch. gos. | ogback.core.rolling.SizeBasedTriggeringPolicy">
<MaxFi | eSi ze>10MB</ MaxFi | eSi ze>
</triggeringPolicy>
<l ayout class="ch. gos. | ogback. cl assi c. PatternLayout">
<Pattern>[ %{yyyy- MM dd HH mm ss. SSS}] % 28. 28t hread & t; %{ medi c. event Code} &gt; %rsg %ex%m</ Pattern>
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</ | ayout >
</ appender >

<l ogger level ="INFO' additivity="fal se" name="com springsource. osgi. nmedi c. eventl og.|ocalized">
<appender-ref ref="EVENT_LOG STDOUT" />
<appender-ref ref="EVENT_LOG FI LE" />

</ | ogger >

<l ogger level ="INFO' additivity="fal se" nane="com springsource. osgi.nedi c. eventl og. defaul t">
<appender-ref ref="SI FTED LOG FILE" />
<appender-ref ref="LOG FILE" />

</ | ogger >

<root |evel ="WARN">
<appender-ref ref="SIFTED LOG FI LE" />
<appender-ref ref="LOG FILE" />

</root >

</ configuration>

Logback allows dm Server to use logger, appender, and layout objects to |og messages according
to message type and level and to format these messages and define where they are written. The
default ser vi ceabi | i ty. xm file shown above includes four appenders and three loggers
(two user and oneroot.)

The main information to get from thisfileis that dm Server writes log messages to four different
locations that map to the four appenders:

» TheSI FTED _LOG FI LE appender logs both globa and application-specific messages to the
SERVER HOME/ servi ceability/| ogs/ applicati onNane/| og. | og file, where
appl i cat i onName refersto the name of the application. The log messages for the dm
Server itself arelogged to the
SERVE_HOVE/ servi ceabi lity/ 1l ogs/dm server/| og. | og file. Becausethis
appender creates different log files for each application, it is called a sifting appender.

When dm Server creates the first log file, it callsit | og. | og; however, when thisfile reaches
asize of 10MB, dm Server createsanew log filecalled| og_1. | og, and so on up to 4. At
that point, the cycle starts again and dm Server overwritesthe existing | og. | og. Thisis
caleditsrolling policy.

The <Pat t er n> element defines the format of each log message; messages include the
timestamp, the thread that generated the log message, the context-specific event code, and a
stack trace of the exception, if any. For example:

[ 2008- 05- 15 09: 09: 46. 940] server-dm 2
org. apache. coyote. httpll. HtpllProtocol | Initializing Coyote
HTTP/ 1.1 on http-48080

* TheLOG_FI LE appender isvery similar to the first one, but it logs all log messages to the
SERVER HOME/ servi ceability/l og/l og. | og filerather than sifting
application-specific messages to their own log file. The rolling policy and message format for
this appender is similar to that of the SI FTED_LOG_FI LE appender.

» The EVENT _LOG_STDOUT appender does not log messagesto afile, but rather to the console
window from which you started dm Server. The format of the messagesis similar to that of the
preceding appenders, athough with dlightly less information. For example:

[ 2009- 08- 25 15:04:57.044] server-dm 7 <OF0001l > OSG tel net
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consol e avail able on port 2401.

* The EVENT_LOG_FI LE appender logs only important events to the
SERVER HOME/ servi ceabi lity/ event| ogs/ event| og. | og file, and thusthe
volume of information is much lower than with the first two appenders. The rolling policy for
the event log is the same as with the first two appenders, but the format of the messagesis
similar to that of the EVENT _LOG_STDOUT appender.

The loggers and root logger specify the level of log that is written for each of the referenced
appenders.

Typicaly, the default logging configuration as specified by theser vi ceabi l i ty. xm fileis
adequate for all dm Server environments. However, if you want to customize the logging
framework even further, you can edit thisfile as well asthe

com springsource. medi c. properties. . Seethelogback documentation for detailed
information about the architecture and the configuration of Logback.

9.3 Configuring the Embedded Tomcat Servlet
Container

SpringSource dm Server embeds an OSGi-enhanced version of the Tomcat Servlet Container in
order to provide support for deploying Java EE WARSs and Web Bundles. Y ou configure the
embedded Servlet container using the standard Apache Tomcat configuration. The main
difference isthat the configuration fileiscaled t ontat - ser ver . xni rather than

server. xm . Aswith the other dm Server configuration files, thet ontat - server . xm
fileislocated in the $SSERVER_HOVE/ conf i g directory.

The following listing displays the default configuration distributed with the dm Server; for
clarity, the listing does not include the standard A pache License.

<?xm version="1.0" encoding="utf-8" ?>
<Server port="8005" shutdown="SHUTDOWN">

<Li stener classNanme="org. apache. catalina.core. AprLifecyclelListener" SSLEngi ne="on" />
<Li stener cl assNane="org. apache. catal i na. core. JasperListener" />

<Li stener classNanme="org. apache. catal i na. nheans. ServerLifecycl eLi stener" />

<Li stener cl assName="org. apache. catal i na. mheans. @ obal Resour cesLi f ecycl eLi stener" />

<Li stener classNanme="com springsource. server.web. toncat. ServerLifecycl eLoggi ngLi stener"/>

<Servi ce name="Catalina">
<Connect or port="8080" protocol ="HITP/1.1"
connectionTi meout =" 20000"
redirectPort="8443" />

<Connect or port="8443" protocol ="HTTP/ 1. 1" SSLEnabl ed="true"
maxThr eads="150" schene="https" secure="true"
client Aut h="f al se" ssl Protocol ="TLS"
keyst oreFi | e="confi g/ keyst ore"
keyst or ePass="changei t"/ >

<Connect or port="8009" protocol ="AJP/1.3" redirectPort="8443" />
<Engi ne nane="Catal i na" defaul t Host ="1 ocal host">
<Real m cl assName="or g. apache. cat al i na. r eal m JAASReal nf' appNanme="dm ker nel "

user Cl assNanmes="com spri ngsour ce. ker nel . aut henti cati on. User"
rol eC assNanes="com spri ngsour ce. kernel . aut henti cati on. Rol e"/>
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<Host nane="|ocal host" appBase="webapps"
unpackWARs="t rue" aut oDepl oy="true"
xm Val i dati on="fal se" xm NanmespaceAwar e="f al se" >

<Val ve cl assNane="org. apache. catal i na. val ves. AccessLogVal ve"
directory="serviceability/l ogs/access"
prefix="local host_access_l og." suffix=".txt" pattern="comon"
resol veHost s="fal se"/>

<Val ve cl assNanme="com springsource. server.web. tonctat. Appl i cati onNaneTr acki ngVal ve"/ >
</ Host >
</ Engi ne>
</ Servi ce>
</ Server >

Description of the Default Apache Tomcat Configuration

The following bullets describe the main elements and attributes in the default
tontat - server. xm file; for details about updating this file to further configure the
embedded Apache Tomcat server, see the Apache Tomcat Configuration Reference.

Relative paths

If the configured path to a directory or file does not represent an absolute path, dm
Server typically interpretsit as a path relative to the SERVER_HOVE directory.

» Theroot element of thet ontat - server. xm fileis<Ser ver >. The attributes of this
element represent the characteristics of the entire embedded Tomcat servlet container. The
shut down attribute specifies the command string that the shutdown port number receivesvia
a TCP/IP connection in order to shut down the servlet container. The por t attribute specifies
the TCP/IP port number that listens for a shutdown message.

» The<Li st ener > XML elements specify thelist of lifecycle listeners that monitor and
manage the embedded Tomcat servlet container. Each listener classis a Java Management
Extensions (JMX) MBean that listens to a specific component of the servlet container and has
been programmed to do something at certain lifecycle events of the component, such as before
starting up, after stopping, and so on.

Thefirst four <Li st ener > elements configure standard Tomcat lifecycle listeners. The
listener implemented by the

com springsource. server.web. tontat. ServerLi fecycl eLoggi ngLi st ener
classis specific to SpringSource dm Server and manages server lifecycle logging.

* The<Ser vi ce> XML element groups together one or more connectors and a single engine.
Connectors define a transport mechanism, such asHTTP, that clients use to to send and
receive messages to and from the associated service. There are many transports that a client
can use, which iswhy a<Ser vi ce> element can have many <Connect or > elements. The
engine then defines how these requests and responses that the connector receives and sends are
in turn handled by the servlet container; you can defined only asingle <Engi ne> element for
any given <Ser vi ce> element.

Thesamplet ontat - server. xm fileaboveincludesthree <Connect or > elements: one
for the HTTP transport, one for the HTTPS transport, and one for the AJP transport. Thefile
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also includes asingle <Engi ne> element, as required.

» Thefirst connector listens for HTTP requests at the 8080 TCP/IP port. The connector, after
accepting a connection from a client, waits for a maximum of 20000 milliseconds for a request
URI; if it does not receive one from the client by then, the connector times out. If this
connector receives a request from the client that requires the SSL transport, the servlet
container automatically redirects the request to port 8443.

» The second connector isfor HTTPS requests. The TCP/IP port that users specify as the secure
connection port is 8443. Be sure that you set the value of ther edi r ect Por t attribute of
your non-SSL connectors to this value to ensure that users that require a secure connection are
redirected to the secure port, even if they initially start at the non-secure port. The
SSLEnabl ed attribute specifies that SSL is enabled for this connector. Thesecur e
attribute ensuresthat acall tor equest . i sSecur e() from the connecting client always
returnst r ue. The schene attribute ensures that acall tor equest . get Scheme() from
the connecting client alwaysreturns ht t ps when clients use this connector.

ThemaxThr eads attribute specifies that the servlet container creates a maximum of 150
reguest processing threads, which determines the maximum number of simultaneous requests
that can be handled. Thecl i ent Aut h attribute specifies that the servlet container does not
require a certificate chain unless the client requests a resource protected by a security
constraint that uses CLIENT-CERT authentication.

Thekeyst or eFi | e attribute specifies the name of the file that contains the servlet
container’s private key and public certificate used in the SSL handshake, encryption, and
decryption. You use an alias and password to access this information. In the example, thisfile
isSERVER HOVE/ confi g/ keyst or e. Thekeyst or ePass attributes specify the
password used to access the keystore.

» Thethird AJP Connector element represents a Connector component that communi cates with
aweb connector viathe AJP protocol.

» Theengine hasalogical name of Cat al i na; thisisthe name used in all log and error
messages so you can easily identify problems. The value of thedef aul t Host attribute
refers to the name of a<Host > child element of <Engi ne>; this host processes requests
directed to host names on this servlet container.

* The<Real nw child element of <Engi ne> represents a database of users, passwords, and
mapped roles used for authentication in this service. SpringSource dm Server uses an
implementation of the Tomcat 6 Realm interface that authenticates users through the Java
Authentication and Authorization Service (JAAS) framework which is provided as part of the
standard J2SE API.

With the JAASRealm, you can combine practically any conceivable security realm with
Tomcat's container managed authentication. For details, see Realm Configuration.

» The<Host > child element represents a virtual host, which is an association of a network
name for a server (such aswww. myconpany. con) with the particular server on which
Catalinaisrunning. The servlet container unpacks Web applications into a directory hierarchy
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if they are deployed as WAR files. Thexmi Val i dat i on attribute specifies that the servlet
container does not validate XML files when parsing them, or in other words, it acceptsinvalid
XML. Thexm NanespaceAwar e attribute specifies that the servlet container does not take
namespaces into account when reading XML files.

» Finally, theor g. apache. cat al i na. val ves. AccessLogVal ve valve creates|og
filesin the same format as those created by standard web servers. The servlet container creates
the log filesin the SERVER _HOVE/ ser vi ceabi | i ty/ | ogs/ access directory. Thelog
files are prefixed with the string | ocal host _access_| og. , haveasuffix of . t xt , usea
standard format for identifying what should be logged, and do not include DNS lookups of the
|P address of the remote host.

Connector Configuration

The SpringSource dm Server supports the configuration of any connector supported by Apache
Tomcat. See the default configuration above for syntax examples, and for further details on the
configuration properties supported for various <Connect or > implementations, consult the
official Tomcat HTTP Connector documentation.

Configuring SSL for Tomcat

The SpringSource dm Server distribution includes a preconfigured

SERVER HOME/ confi g/ keyst or e filethat contains a single self-signed SSL
Certificate. The password for thiskeyst or e fileischangei t . Thiskeyst or e
fileisintended for testing purposes only. For detailed instructions on how to
configure Tomcat’s SSL support, consult the official Tomcat SSL. Configuration
HOW-TO.

Cluster Configuration

SpringSource dm Server supports standard Apache Tomcat cluster configuration. By default,
clustering of the embedded servlet container is disabled, and the default configuration does not
include any clustering information. See Tomcat Clustering/Session Replication HOW-TO for
detailed information about enabling and configuring clustering.

9.4 Configuring the Local Provisioning Repository

Y ou configure the locations that SpringSource dm Server includesin its provisioning repository
by editingthecom spri ngsource. repository. properti es fileinthe
$SERVER _HOVE/ conf i g directory.

When you specify a property in the file, use the format
reposi t ory-name. property=val ue, where
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* repository-namne refersto the name of the local repository.
* property refersto the name of a particular property.

» val ue refersto the value of the property.

For example, ext . t ype=ext er nal specifiesthat thet ype property of the repository with
nameext isext ernal .

For each specific repository, you configure a number of properties, such asits type (external,
watched, or remote) and its searchpath, watched directory, or URI that specifies the actual
location of the artifacts (OSGi bundles, libraries, PARs, plans, or configuration files.) The
particular properties that configure these options are listed in the table after the example.

The chai n property specifies the order in which SpringSource dm Server searches the
searchpaths when it looks for dependencies; the first path listed specifies the first actual directory
that SpringSource dm Server searches, until the last listed path. The chai n property usesthe
names of the searchpaths as specified in the individual repository properties; for example, in the
property ext . t ype=ext er nal , the name of the repository isext .

The default repository configuration for a newly installed SpringSource dm Server is as follows:
ext.type=externa
ext.searchPattern=repository/ext/{artifact}

usr. type=wat ched
usr.wat chDi rect ory=reposi tory/ usr

chai n=ext, usr

The default configuration shown above has two searchpaths corresponding to the two default
sub-directories of the SERVER_HOVE/ r eposi t or y directory created when you first install
dm Server: ext and usr . SpringSource dm Server searches each of these searchpaths when
locating entries for inclusion in the repository.

The chai n property shows the order in which SpringSource dm Server searches the
searchpaths: first ext and then usr .

The following table lists all the available properties that you can use to describe a named path
and the repository search chaininthecom spri ngsour ce. repository. properties
file.

Table 9.6. Repository Propertiesin repository.properties

Property Description

reposi tory-nane. type
Specifies the type of path. Y ou can set this
property to one of the following three valid
values:

» ext er nal : Specifiesthat this path points
to anumber of directories that satisfy a
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Property

reposi tory-nane. searchPattern

Description

given search pattern and are local to the
current SpringSource dm Server instance.
Usethesear chPat t er n property to
specify the directory search pattern.

* wat ched: Specifies that this path pointsto
asingle directory, local to the current
SpringSource dm Server instance.
SpringSource dm Server regularly scans
watched repositories so it automatically
picks up any changesto the artifactsin the
directory at runtime. Use the
wat chDi r ect ory property to specify the
watched directory and the
wat chl nt er val property to specify how
often dm Server checks the directory.

* renot e: Specifies that the path pointsto a
remotely-hosted repository, hosted by a
remote instance of SpringSource dm Server.
Usetheuri property to specify the full
URI of the remote repository. Y ou can also
specify the optional
i ndexRef r eshl nt er val property.

See Watched or External Repository? for
additional information about when to
configure watched or external repositories for
your particular environment.

Specifies the pattern that an external
repository uses when deciding which local
directories it should search when identifying
artifacts. Use this property together with
reposi tory-nane. t ype=external .
See Search Paths: Additional Information for
detailed information about specifying a search
pattern.

reposi tory-nane. wat chDi rectory

2.0.0.RELEASE

Specifies the single directory of awatched
repository. Y ou can specify either an absolute
or relative pathname for the directory. If you
specify arelative pathname, it isrelative to the
root of the dm Server installation
(SERVER_HOVE). Use this property together
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Property Description

with
reposi tory-nane. t ype=wat ched.

reposi t ory-nane. wat chl nt er val
Specifies the interval in seconds between

checks of awatched directory by awatched
repository. This property isoptional, if it is not
specified the default interval of 5 secondsis
used. Use this property together with

reposi tory-nane. t ype=wat ched.

repository-nane. uri
Specifies the URI of the hosted repository to

which aremote repository connects. The value
of this property takes the following format:

http://host: port/com springsource. server.repc
where:

* host refersto the computer on which the
remote dm Server instance hosts the remote
repository.

» port refersto Tomcat listen port of the
remote dm Server instance which hosts the
remote repository.

* renot e-reposi tory-namne refersto
the name of the remote repository, as
specified in the
host edReposi tory. properti es file
of the remote dm Server instance.

Use this property together with
reposi tory-nane. t ype=renote.

reposi tory-nane. i ndexRefreshl nt erval
Specifies the interval in seconds between

checks by aremote repository that its local
copy of the hosted repository index is
up-to-date (a remote repository acts as a proxy
for ahosted repository and thusit holds a local
copy of the hosted repository’ sindex). This
property is optional, if it is not specified the
default interval of 5 secondsis used.

Use this property together with
reposi tory-nane. type=renote.
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Property Description

Should I Configure a Watched or External Repository?

The main difference between awatched and an external repository is that SpringSource dm
Server regularly scans watched directories and automatically picks up any changed artifacts,
while dm Server scans external directories only at startup, and then only if there is no cached
index available. This means that dm Server always performs a scan of an external repository
when you start the server with the - cl ean (as this deletes the index) and only scans during a
normal startup if the index isn’t there because, for example, thisis thefirst time you start the
server.

There is a performance cost associated with using a watched repository due to dm Server using
resources to scan the directory at the configured interval. The cost is small if the watched
repository contains just afew artifacts; however, the performance cost increases as the number of
artifacts increases.

For this reason, SpringSource recommends that you put most of your dependencies in externa
repositories, even when in development mode. If you make any changes to the artifactsin the
external repositories, remember to restart dm Server with the - cl ean option so that the server
picks up any changes. Use watched directories for artifacts that you are prototyping, actively
updating, or when adding new dependencies so that dm Server quickly and easily picks them up.
To increase performance even during devel opment, however, you can use an external repository
for most of your dependencies, in particular the onesthat are fairly static.

In production environments, where dependencies should not change, SpringSource recommends
that you use only external repositories.

Search Paths: Additional Information

Ther eposi tory-nane. searchPatt ern and

reposi t ory-name. wat chDi r ect or y properties specify search paths for external and
watched repositories, respectively, that define a physical location that SpringSource dm Server
searches when looking for alibrary or bundle dependency. If a search path isrelative, its location
isrelative to the root of the installation, in other words, the SERVER _HOVE directory.

Using Wildcards

Search paths specified with ther eposi t or y- nane. sear chPat t er n property provide
support for wildcards. In the entries above, the path segments surrounded by curly braces, for
example{ bundl e} and{I i br ary}, arewildcards entries for a directory with any name.
Allowing wildcards to be named in this way is intended to improve the readability of search path
configuration.

In addition to supporting the above-described form of wildcards, SpringSource dm Server also
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supports Ant-style paths, that is* and * * can be used to represent any directory and any series
of directories, respectively. For example, r eposi t ory/ usr/ { bundl e} and
reposi tory/usr/* aredirectly equivalent.

A common usage of the * * wildcard is to allow dependencies stored in a directory structure of
varying depth, such as alocal Maven repository, to be provisioned by the SpringSource dm
Server.

Using System properties

Y ou can use system properties when specifying the values of the

reposi t ory-name. searchPattern,repository-name. wat chDi rectory,
reposi t ory-name. wat chl nt erval repository-nane. uri,and

reposi t ory-nane. i ndexRef r eshl nt er val properties. You reference system
propertiesas ${ syst em pr oper ty. nane} ; for example, a search path of

${user. honme}/ repository/ bundl es referencesther eposi t ory/ bundl es
directory in the user’s home directory.

Example repository configurations

The following examples provide sample configuration that could be used for some common use
cases.

Add an Ivy cache repository

The following example shows how to add an external repository whose location is actually an
Ivy cache.

ext.type=external

ext.searchPattern=repository/ext/{artifact}

usr. t ype=wat ched )
usr. wat chDi rect ory=r eposi tory/ usr

i vy-repo. type=external
ivy-repo. searchPattern=${user. hone}/.ivy2/ cache/{org}/{nane}/{version}/{bundle}.jar

chai n=ext, usr,ivy-repo

Add a Maven local repository

The following example shows how to add an external repository whose location is actualy a
Maven repository.

ext.type=external

ext.searchPattern=repository/ext/{artifact}

usr. type=wat ched
usr. wat chDi rect ory=reposi tory/ usr

maven- r epo. t ype=ext er nal
maven- r epo. sear chPatt er n=${ user. hone}/. n2/reposi tory/**/{bundl e} .| ar

chai n=ext, usr, maven-repo
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Add remote and watched repositories

The following example shows the default

com springsource. reposi tory. properti es filefromafreshly-installed dm Server,
but then updated to include new remote and watched repositories. Both of these repositories are
part of the repository chain.

The remote repository iscalled r enpt e- r epo. The URI of the hosted repository from which

r enot e- r epo getsits artifactsis

http://ny-host: 8080/ com spri ngsource. server.repository/ ny-hosted-repo;
this means that there is a dm Server instance running on host my- host whose Tomcat server

listens at the default port, 8080, and this server instance hosts a repository called

nmy- host ed- r epo, configured in the host edReposi t ory. properti es fileof the

remote server instance. The remote repository checks for changes in the hosted repository every

30 seconds.

The watched repository iscalled wat ched- r epo and the directory that holds the artifactsis
reposi t ory/ wat ched, relative to the installation directory of the dm Server instance. The
server checks for changes in this watched repository every 5 seconds.

ext.type=externa
ext.searchPattern=repository/ext/{artifact}

usr. type=wat ched
usr.wat chDi rect ory=reposi tory/ usr

renot e-repo. t ype=r enot e

renot e-repo. uri =http:// nmy-host: 8080/ com springsource. server. repository/ ny-hosted-repo
renot e-r epo. i ndexRef r eshl nt er val =30

wat ched- r epo. t ype=wat ched

wat ched- r epo. wat chedDi r ect or y=r eposi t or y/ wat ched

wat ched-r epo. wat chedl nt er val =5

chai n=ext, usr, renot e- r epo, wat ched- r epo

9.5 Configuring a Hosted Repository

Y ou configure adm Server instance to host arepository by editing the
SERVER _HOME/ confi g/ com spri ngsource. repository. hosted. properties
file; remote clients can then access the artifactsin this hosted repository and use them locally.

When you specify a property in the file, use the format
reposi tory-nane. property=val ue, where

* repository- namne refersto the name of the hosted repository.
* property refersto the name of a particular property.
» val ue refersto the value of the property.

For example, my- host ed- r epo. t ype=ext er nal specifiesthat thet ype property of the
nmy- host ed- r eposi t ory repository isext er nal .
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The following table lists the properties that you can include in the

host edReposi tory. properti es file

Table 9.7. Hosted Repository Properties

Property

reposi t ory- nane. type

reposi tory-nane. searchPattern

Description

Specifies the type of path of the hosted
repository. All paths are local to the current
dm Server instance. Y ou can set this property
to one of the following valid values:

» ext er nal : Specifiesthat this path points
to anumber of directories that satisfy a
given search pattern. Use the
sear chPat t er n property to specify the
directory search pattern.

* wat ched: Specifies that this path pointsto
asingle directory. SpringSource dm Server
regularly scans watched repositories so it
automatically picks up any changesto the
artifactsin the directory at runtime. Use the
wat chDi r ect ory property to specify the
actual watched directory and the
wat chl nt er val property to specify how
often dm Server checks the directory.

See Watched or External Repository? for
additional information about when to
configure watched or external repositories for
your particular environment.

Specifies the pattern that an external hosted
repository uses when deciding which local
directories it should search when identifying
artifacts. Use this property when

reposi tory-nane. type=external.
See Search Paths. Additional Information for
detailed information about specifying a search
pattern.

reposi tory-nane. wat chDi rectory

Specifies the single directory of awatched
hosted repository. Y ou can specify either an
absolute or relative pathname for the directory.
If you specify arelative pathname, it is
relative to the root of the dm Server
installation (SERVER _HOVE). Use this
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Property Description

property when
reposi tory-nane. t ype=wat ched.

reposi t ory-nane. wat chl nt er val
Specifies the interval in seconds between
checks of awatched directory by awatched
hosted repository. This property is optional.
Use this property when
reposi tory-nane. t ype=wat ched.

The following sample shows a

com springsource. reposi tory. host ed. properti es filewith asingle external
repository caled ny- host ed- r epo with search pattern

SERVER HOVE/ r eposi t ory/ host ed/ *.

ny- host ed- r epo. t ype=ext er nal
ny- host ed-r epo. sear chPat t er n=r eposi t ory/ host ed/ *

See Exampl e of watched and remote repositories for details on how alocal repository can
remotely access the artifacts in this hosted repository.
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Appendix A. Event log codes

A.1l Format of the event log codes

Event log codes issued by dm Server have the general syntax <XXnnnnL> where:

XX

nnnn

The two-letter codes are (this list is not compl ete):

CcC
DE
HD
KD

KE
OF
oP
RP

is atwo-letter code (upper-case) identifying the region of the dm Server code
which issued the log message;

is afour-digit message number; and

isasingle-letter (upper-case) code identifying the level of the message.

com spri ngsour ce.
com spri ngsour ce.
com spri ngsour ce.
com spri ngsour ce.
com spri ngsour ce.
com spri ngsour ce.
com spri ngsour ce.

com spri ngsour ce.

ker nel
ker nel
ker nel
ker nel
ker nel
ker nel

ker nel

. services. concurrent

. depl oyer . cor e the Deployer

. depl oyer . hot the Hot Deployer
.dm

. cor e theKernel

. 0sgi Osgi Framework

. 0Sgi . provi si oni ng Osgi Provisioning

r eposi t ory the Repository

The four-digit numbers identify the message text (with placeholders for inserted values). These
are not listed here, but can be discovered by examining the files called
Event LogMessages. properti es, found in the relevant packages.

The single-digit level codeis one of:

E

Error level: enabled if level is ERROR.

Warning level: enabled if level is WARNI NG or above.
Info level: enabled if level is| NFOor above.

Debug level: enabled if level is DEBUG or above.
Trace level: always enabled.



There are never two messages with the same prefix and number, but with different levels.



Appendix B. Known Issues

This section describes two known issues that you might run into, along with corresponding
workarounds.

For the full list of known issues, see the SpringSource Issue Tracker for the dm Server project.
The issues are organized by component as well as by release. Y ou can also use the Issue Tracker
application to enter anew issue if you cannot find an existing issue that describes the problem
you are running into.

B.1 Timeout During Startup Due to Firewall Settings

The dm Server will fail to start correctly if it is prevented from connecting to needed ports by the
firewall. Typically this manifests as error SPPMDO0O3E . Configuring the firewall to allow the
dm Server process to bind to the necessary ports will prevent this error from occurring.

B.2 OutOfMemoryError: PermGen space running on
Sun VM

Asaresult of Sun Java bug 4957990, the SpringSource dm Server may consume more PermGen
space than expected when running with the server HotSpot compiler. This problem may be
resolved by configuring the JAVA_OPTS environment variable to specify an increased

MaxPer nSi ze, for example - XX: MaxPer nSi ze=128M


https://issuetracker.springsource.com/browse/DMS
http://bugs.sun.com/bugdatabase/view_bug.do?bug_id=4957990




Appendix C. Further Reading

SpringSource dm Server Programmer Guide

Spring Framework Reference Guide

Spring Dynamic Modules Reference Guide

The Logback Manual



../../programmer-guide/html/index.html
http://static.springframework.org/spring/docs/2.5.x/reference/index.html
http://static.springframework.org/osgi/docs/current/reference/html/
http://logback.qos.ch/manual
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