Spring Cloud

Table of Contents

1. Features
2. Release Train Versions
Spring Cloud Build
1. Building and Deploying
2. Contributing
2.1. Sign the Contributor License Agreement
2.2. Code of Conduct
2.3. Code Conventions and Housekeeping
2.4. Checkstyle
2.5. IDE setup
2.6. Duplicate Finder
3. Flattening the POMs
4. Reusing the documentation
5. Updating the guides
Spring Cloud Bus
1. Quick Start
2. Bus Endpoints
2.1. Bus Refresh Endpoint
2.2. Bus Env Endpoint
3. Addressing an Instance
4. Addressing All Instances of a Service
5. Service ID Must Be Unique
6. Customizing the Message Broker
7. Tracing Bus Events
8. Broadcasting Your Own Events
8.1. Registering events in custom packages
9. Configuration properties
Spring Cloud Circuit Breaker
1. Usage Documentation
1.1. Configuring Resilience4] Circuit Breakers
1.2. Configuring Spring Retry Circuit Breakers
2. Building
2.1. Basic Compile and Test
2.2. Documentation
2.3. Working with the code
3. Contributing

16
16
17
19
19
20
20
20
20
23
26
27
28
31
32
32
33
33
33
34
34
34
35
35
36
37
38
38
38
38
46
47
47
48
48
49



3.1. Sign the Contributor License Agreement
3.2. Code of Conduct

3.3. Code Conventions and Housekeeping
3.4. Checkstyle

3.5. IDE setup

3.6. Duplicate Finder

Cloud Native Applications

1. Spring Cloud Context: Application Context Services
1.1. The Bootstrap Application Context
1.2. Application Context Hierarchies
1.3. Changing the Location of Bootstrap Properties
1.4. Overriding the Values of Remote Properties
1.5. Customizing the Bootstrap Configuration
1.6. Customizing the Bootstrap Property Sources
1.7. Logging Configuration
1.8. Environment Changes
1.9. Refresh Scope
1.10. Encryption and Decryption
1.11. Endpoints

2. Spring Cloud Commons: Common Abstractions
2.1. The eEnableDiscoveryClient Annotation
2.2. ServiceRegistry
2.3. Spring RestTemplate as a Load Balancer Client
2.4. Spring WebClient as a Load Balancer Client
2.5. Multiple RestTemplate Objects
2.6. Multiple WebClient Objects

2.7. Spring WebFlux WebClient as a Load Balancer Client

2.8. Ignore Network Interfaces

2.9. HTTP Client Factories

2.10. Enabled Features

2.11. Spring Cloud Compatibility Verification
3. Spring Cloud LoadBalancer

3.1. Eager loading of LoadBalancer contexts

3.2. Switching between the load-balancing algorithms

3.3. Spring Cloud LoadBalancer integrations

3.4. Spring Cloud LoadBalancer Caching

3.5. Weighted Load-Balancing

3.6. Zone-Based Load-Balancing

3.7. Instance Health-Check for LoadBalancer
3.8. Same instance preference for LoadBalancer

3.9. Request-based Sticky Session for LoadBalancer

49
49
49
50
52
35
56
57
57
58
39
59
60
60
61
61
62
63
63
64
64
65
67
68
71
72
73
75
76
76
77
78
79
79
79
80
81
82
82
84
85



3.10. Spring Cloud LoadBalancer Hints 86

3.11. Hint-Based Load-Balancing 86
3.12. Transform the load-balanced HTTP request 87
3.13. Spring Cloud LoadBalancer Starter 88
3.14. Passing Your Own Spring Cloud LoadBalancer Configuration 88
3.15. Spring Cloud LoadBalancer Lifecycle 89
3.16. Spring Cloud LoadBalancer Statistics 90
3.17. Configuring Individual LoadBalancerClients 91
3.18. AOT and Native Image Support 92

4. Spring Cloud Circuit Breaker 92
4.1. Introduction 92
4.2. Core Concepts 92
4.3. Configuration 94

5. CachedRandomPropertySource 95
6. Security 95
6.1. Single Sign On 95

7. Configuration Properties 96
Spring Cloud Config 97
1. Quick Start 97
1.1. Client Side Usage 99

2. Spring Cloud Config Server 102
2.1. Environment Repository 103
2.2. Health Indicator 134
2.3. Security 134
2.4. Actuator and Security 135
2.5. Encryption and Decryption 135
2.6. Key Management 137
2.7. Creating a Key Store for Testing 138
2.8. Using Multiple Keys and Key Rotation 138
2.9. Serving Encrypted Properties 139
2.10. Serving Alternative Formats 139
2.11. Serving Plain Text 139
2.12. Serving Binary Files 140
2.13. Embedding the Config Server 142
2.14. Push Notifications and Spring Cloud Bus 143
2.15. AOT and Native Image Support 143

3. Spring Cloud Config Client 143
3.1. Spring Boot Config Data Import 143
3.2. Config First Bootstrap 144
3.3. Config Client Fail Fast 145

3.4. Config Client Retry 145



3.5. Config Client Retry with spring.config.import
3.6. Locating Remote Configuration Resources
3.7. Specifying Multiple URLs for the Config Server
3.8. Configuring Timeouts
3.9. Security
3.10. Nested Keys In Vault
3.11. AOT and Native Image Support
Spring Cloud Consul
1. Quick Start
1.1. Discovery Client Usage
1.2. Distributed Configuration Usage
2. Install Consul
3. Consul Agent
4. Service Discovery with Consul
4.1. How to activate
4.2. Registering with Consul
4.3. Looking up services
4.4. Consul Catalog Watch
5. Distributed Configuration with Consul
5.1. How to activate
5.2. Spring Boot Config Data Import
5.3. Customizing
5.4. Config Watch
5.5. YAML or Properties with Config
5.6. git2consul with Config
5.7. Fail Fast
6. Consul Retry
7. Spring Cloud Bus with Consul
7.1. How to activate
8. Circuit Breaker with Hystrix
9. Hystrix metrics aggregation with Turbine and Consul
10. Configuration Properties
Spring Cloud Contract Reference Documentation
Spring Cloud Function
1. Introduction
2. Getting Started
3. Programming model
3.1. Function Catalog and Flexible Function Signatures
3.2.Java 8 function support
3.3. Function Composition

3.4. Function Routing and Filtering

146
146
147
147
147
151
151
152
152
152
155
158
158
158
158
158
165
167
167
167
168
168
169
169
170
171
171
171
172
172
172
173
173
174
174
175
176
176
176
179
180



8.
9.

3.5. Input/Output Enrichment

3.6. Function Arity

3.7. Input Header propagation

3.8. Type conversion (Content-Type negotiation)
3.9. Kotlin Lambda support

3.10. Function Component Scan

. Standalone Web Applications

4.2. Function Mapping rules
4.3. Function Filtering rules
4.4. CRUD REST with Spring Cloud Function

. Standalone Streaming Applications

. Deploying a Packaged Function

6.1. Supported Packaging Scenarios

. Functional Bean Definitions

7.1. Comparing Functional with Traditional Bean Definitions
7.2. Limitations of Functional Bean Declaration
Function visualization and control

Testing Functional Applications

10. Serverless Platform Adapters

10.1. AWS Lambda

10.2. Microsoft Azure Functions
10.3. Azure Adapter

10.4. Azure Web Adapter

10.5. Usage

10.6. FunctionInvoker (deprecated)
10.7. Relevant Links

Google Cloud Functions

Spring Cloud Gateway

1.

How to Include Spring Cloud Gateway

2. Glossary
3.
4

. Configuring Route Predicate Factories and Gateway Filter Factories

How It Works

4.1. Shortcut Configuration

4.2. Fully Expanded Arguments

. Route Predicate Factories

5.1. The After Route Predicate Factory
5.2. The Before Route Predicate Factory
5.3. The Between Route Predicate Factory
5.4. The Cookie Route Predicate Factory
5.5. The Header Route Predicate Factory
5.6. The Host Route Predicate Factory

185
187
188
188
192
193
193
194
195
195
196
196
198
200
200
203
203
204
207
207
215
215
224
225
227
228
228
235
235
235
235
236
236
236
237
237
237
238
238
239
239



5.7. The Method Route Predicate Factory ............ ... .. ... .. i, 240

5.8. The Path Route Predicate Factory .......... ... .. .. . 240
5.9. The Query Route Predicate Factory......... ... ... . . . . . i 241
5.10. The RemoteAddr Route Predicate Factory.............. ... .. ... ... i, 242
5.11. The Weight Route Predicate Factory........ ... .. .. . . ... . . . . ... . . 244
5.12. The XForwarded Remote Addr Route Predicate Factory............................. 244
6. GatewayFilter FACtOTIES . ... ... . . 245
6.1. The AddRequestHeader GatewayFilter Factory....... ... ... ... . ... . . .. ... ... ........ 245
6.2. The AddRequestHeadersIfNotPresent GatewayFilter Factory........... ... ... .. ..... ... 246
6.3. The AddRequestParameter GatewayFilter Factory......... .. ... .. ... ... ... ... ........ 247
6.4. The AddResponseHeader GatewayFilter Factory...... ... ... ... ... .. .. . ... ... ........ 248
6.5. The CircuitBreaker GatewayFilter Factory. . ... ... ... ... .. . . . . ... . . . ... ... 249
6.6. The CacheRequestBody GatewayFilter Factory....... ... .. ... .. ... . . . ... ... ........ 253
6.7. The DedupeResponseHeader GatewayFilter Factory............ .. .. ... .. ... ... ........ 254
6.8. The FallbackHeaders GatewayFilter Factory. ... ... ... ... .. . . . ... . . .. ... ... ........ 255
6.9. The JsonToGrpc GatewayFilter Factory...... ... ... ... . . . . 256
6.10. The LocalResponseCache GatewayFilter Factory........ ... ... .. ... ... ... ... ........ 258
6.11. The MapRequestHeader GatewayFilter Factory........... ... .. ... .. .. ... ... . ........ 259
6.12. The ModifyRequestBody GatewayFilter Factory.......... .. ... .. ... ... ... ... ........ 260
6.13. The ModifyResponseBody GatewayFilter Factory......... .. ... .. ... ... ... ... ........ 261
6.14. The PrefixPath GatewayFilter Factory. ... ... ... ... ... . . . . . . . . . i, 262
6.15. The PreserveHostHeader GatewayFilter Factory......... .. ... .. ... ... ... ... ........ 262
6.16. The RedirectTo GatewayFilter Factory. ... ... ... ... ... . i, 263
6.17. RemoveJsonAttributesResponseBody GatewayFilter Factory............................ 263
6.18. The RemoveRequestHeader GatewayFilter Factory . ........ ... .. ... ... ... ... ........ 264
6.19. The RemoveRequestParameter GatewayFilter Factory........... .. ... ... ... ... ........ 265
6.20. The RemoveResponseHeader GatewayFilter Factory............. ... ... ... ... .. ........ 265
6.21. The RequestHeaderSize GatewayFilter Factory.......... .. ... ... ... .. ... ... ........ 266
6.22. The RequestRateLimiter GatewayFilter Factory........ ... ... .. ... . .. ... ... ........ 266
6.23. The RewritelLocationResponseHeader GatewayFilter Factory........................... 269
6.24. The RewritePath GatewayFilter Factory.............. . . ... . . . i, 270
6.25. The RewriteResponseHeader GatewayFilter Factory........ ... ... ... ... ... .. ........ 270
6.26. The SaveSession GatewayFilter Factory. ... ... ... ... .. ... . . i, 271
6.27. The SecureHeaders GatewayFilter Factory......... ... .. .. . . . ... i 271
6.28. The SetPath GatewayFilter Factory ....... ... ... .. . . . . . 272
6.29. The SetRequestHeader GatewayFilter Factory........... .. ... .. ... . . ... ... . ........ 273
6.30. The SetResponseHeader GatewayFilter Factory.......... .. ... .. ... ... ... ... ........ 273
6.31. The SetStatus GatewayFilter Factory ....... ... .. ... . . . . . .. . . . . i 274
6.32. The StripPrefix GatewayFilter Factory. ... ... ... ... .. . . ... . . . i, 275
6.33. The Retry GatewayFilter Factory ...... ... ... . . . 276

6.34. The RequestSize GatewayFilter Factory. .. ... ... ... ... .. ... . i, 278



6.35. The SetRequestHostHeader GatewayFilter Factory
6.36. The TokenRelay GatewayFilter Factory
6.37. Default Filters
7. Global Filters
7.1. Combined Global Filter and GatewayFilter Ordering
7.2. The Gateway Metrics Filter
7.3. The Local Response Cache Filter
7.4. Forward Routing Filter
7.5. The Netty Routing Filter
7.6. The Netty Write Response Filter
7.7. The ReactiveloadBalancerClientFilter
7.8. The RouteToRequestUr1 Filter
7.9. The Websocket Routing Filter
7.10. Marking An Exchange As Routed
8. HttpHeadersFilters
8.1. Forwarded Headers Filter
8.2. RemoveHopByHop Headers Filter
8.3. XForwarded Headers Filter
9. TLS and SSL
9.1. TLS Handshake
10. Configuration
10.1. RouteDefinition Metrics
11. Route Metadata Configuration
12. Http timeouts configuration
12.1. Global timeouts
12.2. Per-route timeouts
13. Fluent Java Routes API
14. The Discovery(Client Route Definition Locator
14.1. Configuring Predicates and Filters For Discovery(Client Routes
15. Reactor Netty Access Logs
16. CORS Configuration
16.1. Global CORS Configuration
16.2. Route CORS Configuration
17. Actuator API
17.1. Verbose Actuator Format
17.2. Retrieving Route Filters
17.3. Refreshing the Route Cache
17.4. Retrieving the Routes Defined in the Gateway
17.5. Retrieving Information about a Particular Route
17.6. Creating and Deleting a Particular Route Definition

17.7. Creating multiple Route Definitions

279
280
281
282
282
283
284
285
285
285
285
286
286
287
287
287
288
288
289
290
290
291
291
292
292
293
294
294
295
295
296
296
297
297
297
298
300
300
301
302
302



17.8. Recap: The List of All endpoints
17.9. Sharing Routes between multiple Gateway instances
18. Troubleshooting
18.1. Log Levels
18.2. Wiretap
19. Developer Guide
19.1. Writing Custom Route Predicate Factories
19.2. Writing Custom GatewayFilter Factories
19.3. Writing Custom Global Filters
20. Building a Simple Gateway by Using Spring MVC or Webflux
21. AOT and Native Image Support
22. Configuration properties
Spring Cloud Kubernetes
1. Why do you need Spring Cloud Kubernetes?
2. Starters
3. DiscoveryClient for Kubernetes
4. Kubernetes native service discovery
5. Kubernetes PropertySource implementations
5.1. Using a ConfigMap PropertySource
5.2. Secrets PropertySource
5.3. Namespace resolution
5.4. Order of ConfigMaps and Secrets
5.5. PropertySource Reload
5.6. Reload namespace and label filtering
6. Kubernetes Ecosystem Awareness
6.1. Breaking Changes In 3.0.x
6.2. Kubernetes Profile Autoconfiguration
6.3. Istio Awareness
7. Pod Health Indicator
8. Info Contributor
9. Leader Election
10. LoadBalancer for Kubernetes
11. Security Configurations Inside Kubernetes
11.1. Namespace
11.2. Service Account
12. Service Registry Implementation
13. Spring Cloud Kubernetes Configuration Watcher
13.1. Deployment YAML
13.2. Monitoring ConfigMaps and Secrets
13.3. HTTP Implementation

13.4. Messaging Implementation

303
303
303
303
304
304
304
305
307
308
310
310
310
310
311
312
316
317
317
331
336
336
337
339
341
341
342
342
342
342
342
343
344
344
345
346
346
347
349
350
351



13.5. Configuring RabbitMQ 351

13.6. Configuring Kafka 351
14. Spring Cloud Kubernetes Config Server 352
14.1. Configuration 352
14.2. Deployment Yaml 353
15. Spring Cloud Kubernetes Discovery Server 355
15.1. Permissions 355
15.2. Endpoints 356
15.3. Deployment YAML 359
16. Examples 361
17. Other Resources 362
18. Configuration properties 362
19. Building 362
19.1. Basic Compile and Test 362
19.2. Documentation 363
19.3. Working with the code 363
19.4. Building Docker Images On ARM64 364
20. Contributing 364
20.1. Sign the Contributor License Agreement 364
20.2. Code of Conduct 364
20.3. Code Conventions and Housekeeping 364
20.4. Checkstyle 365
20.5. IDE setup 367
20.6. Duplicate Finder 370
21. AOT and native image support 371
Spring Cloud Netflix 372
1. Service Discovery: Eureka Clients 372
1.1. How to Include Eureka Client 372
1.2. Registering with Eureka 372
1.3. Authenticating with the Eureka Server 374
1.4. Status Page and Health Indicator 375
1.5. Registering a Secure Application 375
1.6. Eureka’s Health Checks 376
1.7. Eureka Metadata for Instances and Clients 377
1.8. Using the EurekaClient 378
1.9. Alternatives to the Native Netflix EurekaClient 379
1.10. Why Is It so Slow to Register a Service? 380
1.11. Zones 380
1.12. Refreshing Eureka Clients 381
1.13. Using Eureka with Spring Cloud LoadBalancer 381

1.14. AOT and Native Image Support 381



2. Service Discovery: Eureka Server

2.1.
2.2.

2.3. defaultOpenForTrafficCount and its effect on EurekaServer warmup time

2.4.
2.5.
2.6.
2.7.
2.8.
2.9.

How to Include Eureka Server

How to Run a Eureka Server

High Availability, Zones and Regions
Standalone Mode

Peer Awareness

When to Prefer IP Address

Securing The Eureka Server

JDK 11 Support

2.10. AOT and Native Image Support

3. Configuration properties

Spring Cloud OpenFeign
1. Declarative REST Client: Feign

1.1.
1.2
1.3.
1.4.
1.5.
1.6.
1.7.
1.8.
1.9.

How to Include Feign

Overriding Feign Defaults

Timeout Handling

Creating Feign Clients Manually

Feign Spring Cloud CircuitBreaker Support

Configuring CircuitBreakers With Configuration Properties

Feign Spring Cloud CircuitBreaker Fallbacks
Feign and @Primary

Feign Inheritance Support

1.10. Feign request/response compression

1.11. Feign logging

1.12. Feign Capability support

1.13. Micrometer Support

1.14. Feign Caching

1.15. Feign @QueryMap support
1.16. HATEOAS support
1.17. Spring @MatrixVariable Support

1.18. Feign CollectionFormat support

1.19. Reactive Support

1.20. Spring Data Support

1.21. Spring @RefreshScope Support
1.22. OAuth2 Support
1.23. Transform the load-balanced HTTP request

1.24. X-Forwarded Headers Support
1.25. Supported Ways To Provide URL To A Feign Client
1.26. AOT and Native Image Support

2. Configuration properties

381
381
382
383
383
383
384
385
386
386
386
387
387
387
387
389
394
394
395
396
397
399
400
400
401
402
402
403
404
404
405
405
406
406
406
407
407
408
408
409
409



3. Preface

3.1. A Brief History of Spring’s Data Integration Journey

3.2. Quick Start

4. Spring Expression Language (SpEL) in the context of Streaming data

5. Introducing Spring Cloud Stream
6. Main Concepts
6.1. Application Model
6.2. The Binder Abstraction
6.3. Persistent Publish-Subscribe Support
6.4. Consumer Groups
6.5. Consumer Types
6.6. Partitioning Support
7. Programming Model
7.1. Destination Binders
7.2. Bindings
7.3. Producing and Consuming Messages
7.4. Event Routing
7.5. Post processing (after sending message)
7.6. Error Handling
8. Binders
8.1. Producers and Consumers
8.2. Binder SPI
8.3. Binder Detection
8.4. Multiple Binders on the Classpath
8.5. Connecting to Multiple Systems

8.6. Customizing binders in multi binder applications

8.7. Binding visualization and control
8.8. Binder Configuration Properties
8.9. Implementing Custom Binders
9. Configuration Options
9.1. Binding Service Properties
9.2. Binding Properties
10. Content Type Negotiation
10.1. Mechanics
10.2. Provided MessageConverters
10.3. User-defined Message Converters
11. Inter-Application Communication
11.1. Connecting Multiple Application Instances
11.2. Instance Index and Instance Count
11.3. Partitioning
12. Testing

410
410
410
413
414
415
416
416
417
417
418
418
419
419
419
423
445
449
450
455
455
456
457
457
458
460
460
462
463
468
468
469
475
476
478
479
480
480
481
481
484



12.1. Spring Integration Test Binder
13. Health Indicator
14. Samples
14.1. Deploying Stream Applications on CloudFoundry
15. Binder Implementations
Spring Cloud Task Reference Guide
Preface
1. About the documentation
2. Getting help
3. First Steps
Getting started
1. Introducing Spring Cloud Task
2. System Requirements
2.1. Database Requirements
3. Developing Your First Spring Cloud Task Application
3.1. Creating the Spring Task Project using Spring Initializr
3.2. Writing the Code
3.3. Running the Example
Features
1. The lifecycle of a Spring Cloud Task
1.1. The TaskExecution
1.2. Mapping Exit Codes
2. Configuration
2.1. DataSource
2.2. Table Prefix
2.3. Enable/Disable table initialization
2.4. Externally Generated Task ID
2.5. External Task Id
2.6. Parent Task Id
2.7. TaskConfigurer
2.8. Task Execution Listener

2.9. Restricting Spring Cloud Task Instances

2.10. Enabling Observations for ApplicationRunner and CommandLineRunner

2.11. Disabling Spring Cloud Task Auto Configuration

2.12. Closing the Context

2.13. Enable Task Metrics

2.14. Spring Task and Spring Cloud Task Properties
Batch

1. Associating a Job Execution to the Task in which It Was Executed

1.1. Overriding the TaskBatchExecutionListener

2. Remote Partitioning

484
490
491
492
492
492
492
493
493
493
493
493
494
494
494
494
495
497
498
498
499
500
500
501
501
501
501
502
502
502
503
505
506
506
506
507
507
507
507
508
508



2.1. Asynchronously launch remote batch partitions
2.2. Notes on Developing a Batch-partitioned application for the Kubernetes Platform
3. Batch Informational Messages
4. Batch Job Exit Codes
Single Step Batch Job Starter
1. Defining a Job
1.1. Properties
2. Autoconfiguration for ItemReader Implementations
2.1. AmqpltemReader
2.2. FlatFileIltemReader
2.3.JdbcCursorItemReader
2.4. KafkaltemReader
2.5. Native Compilation
3. ItemProcessor Configuration
4. Autoconfiguration for ItemWriter implementations
4.1. AmgpltemWriter
4.2. FlatFileItemWriter
4.3. JdbcBatchItemWriter
4.4. KafkaltemWriter
4.5. Spring AOT
Spring Cloud Stream Integration
1. Launching a Task from a Spring Cloud Stream
1.1. Spring Cloud Data Flow
2. Spring Cloud Task Events
2.1. Disabling Specific Task Events
3. Spring Batch Events
3.1. Sending Batch Events to Different Channels
3.2. Disabling Batch Events
3.3. Emit Order for Batch Events
Appendices
1. Task Repository Schema
1.1. Table Information
1.2. SQL Server
2. Building This Documentation
Spring Cloud Vault
1. New & Noteworthy
1.1. New in Spring Cloud Vault 3.0
2. Quick Start
3. Client Side Usage
3.1. Authentication
4. ConfigData API

510
511
511
511
512
512
512
513
513
513
515
517
518
519
519
519
519
521
522
523
523
524
525
525
526
526
527
527
528
528
528
528
531
531
531
531
531
532
534
537
537



4.1. ConfigData Locations 538

4.2. Conditionally enable/disable Vault Configuration 539
4.3. Infrastructure Customization 539
5. Authentication methods 540
5.1. Token authentication 540
5.2. Vault Agent authentication 541
5.3. Appld authentication 541
5.4. AppRole authentication 543
5.5. AWS-EC2 authentication 545
5.6. AWS-IAM authentication 547
5.7. Azure MSI authentication 548
5.8. TLS certificate authentication 549
5.9. Cubbyhole authentication 549
5.10. GCP-GCE authentication 550
5.11. GCP-IAM authentication 551
5.12. Kubernetes authentication 553
5.13. Pivotal CloudFoundry authentication 553
6. ACL Requirements 554
6.1. Authentication 555
6.2. KeyValue Mount Discovery 555
6.3. SecretLeaseContainer 555
6.4. Session Management 555
7. Secret Backends 555
7.1. Key-Value Backend 555
7.2. Consul 557
7.3. RabbitMQ 558
7.4. AWS 559
8. Database backends 560
8.1. Database 561
8.2. Multiple Databases 562
8.3. Apache Cassandra 563
8.4. Couchbase Database 564
8.5. Elasticsearch 564
8.6. MongoDB 565
8.7. MySQL 566
8.8. PostgreSQL 566
9. Customize which secret backends to expose as PropertySource 567
10. Custom Secret Backend Implementations 568
11. Service Registry Configuration 568
12. Vault Client Fail Fast 569

13. Vault Enterprise Namespace Support 569



14. Vault Client SSL configuration
15. Lease lifecycle management (renewal and revocation)
16. Session token lifecycle management (renewal, re-login and revocation)
Appendix A: Common application properties
Spring Cloud Zookeeper
1. Quick Start
1.1. Discovery Client Usage
1.2. Distributed Configuration Usage
2. Install Zookeeper
3. Service Discovery with Zookeeper
3.1. Activating
3.2. Registering with Zookeeper
3.3. Using the DiscoveryClient
4. Using Spring Cloud Zookeeper with Spring Cloud Components
4.1. Spring Cloud LoadBalancer with Zookeeper
5. Spring Cloud Zookeeper and Service Registry
5.1. Instance Status
6. Zookeeper Dependencies
6.1. Using the Zookeeper Dependencies
6.2. Activating Zookeeper Dependencies
6.3. Setting up Zookeeper Dependencies
6.4. Configuring Spring Cloud Zookeeper Dependencies
7. Spring Cloud Zookeeper Dependency Watcher
7.1. Activating
7.2. Registering a Listener
7.3. Using the Presence Checker
8. Distributed Configuration with Zookeeper
8.1. Activating
8.2. Spring Boot Config Data Import
8.3. Customizing
8.4. Access Control Lists (ACLs)

Appendix: Compendium of Configuration Properties

570
570
571
572
581
581
581
584
587
588
588
588
589
590
590
590
591
591
591
592
592
595
595
595
595
596
596
597
597
598
598
599

Spring Cloud provides tools for developers to quickly build some of the common
patterns in distributed systems (e.g. configuration management, service
discovery, circuit breakers, intelligent routing, micro-proxy, control bus).
Coordination of distributed systems leads to boiler plate patterns, and using
Spring Cloud developers can quickly stand up services and applications that
implement those patterns. They will work well in any distributed environment,
including the developer’s own laptop, bare metal data centres, and managed

platforms such as Cloud Foundry.



Release Train Version: 2023.0.0-M1

Supported Boot Version: 3.2.0-M1

1. Features

Spring Cloud focuses on providing good out of box experience for typical use cases and extensibility
mechanism to cover others.

* Distributed/versioned configuration

* Service registration and discovery

* Routing

» Service-to-service calls

Load balancing
e Circuit Breakers

* Distributed messaging

2. Release Train Versions

Table 1. Release Train Project Versions

Project Name Project Version
spring-boot 3.2.0-M1
spring-cloud-build 4.1.0-M1
spring-cloud-bus 4.1.0-M1
spring-cloud-circuitbreaker 3.1.0-M1
spring-cloud-commons 4.1.0-M1
spring-cloud-config 4.1.0-M1
spring-cloud-consul 4.1.0-M1
spring-cloud-contract 4.1.0-M1
spring-cloud-function 4.1.0-M1
spring-cloud-gateway 4.1.0-M1
spring-cloud-kubernetes 3.1.0-M1
spring-cloud-netflix 4.1.0-M1
spring-cloud-openfeign 4.1.0-M1
spring-cloud-stream 4.1.0-M1
spring-cloud-task 3.1.0-M1

spring-cloud-vault 4.1.0-M1



Project Name Project Version

spring-cloud-zookeeper 4.1.0-M1

Spring Cloud Build

<a href="https://github.com/spring-cloud/spring-cloud-build/actions">[Build]</a> |



<em>https://github.com/spring-cloud/spring-cloud-



build/workflows/Build/badge.svg?branch=main&style=svg</em>

Spring Cloud Build is a common utility project for Spring Cloud to use for plugin and dependency
management.

1. Building and Deploying

To install locally:
$ mvn install -s .settings.xml
and to deploy snapshots to repo.spring.io:

$ mvn deploy
-DaltSnapshotDeploymentRepository=repo.spring.io::default::https://repo.spring.io/snap
shot

for a RELEASE build use

$ mvn deploy
-DaltReleaseDeploymentRepository=repo.spring.io::default::https://repo.spring.io/relea
se

and for jcenter use

$ mvn deploy
-DaltReleaseDeploymentRepository=bintray::default::https://api.bintray.com/maven/sprin
g/jars/org.springframework.cloud:build

and for Maven Central use

$ mvn deploy -P central -DaltReleaseDeploymentRepository=sonatype-nexus
-staging::default::https://oss.sonatype.org/service/local/staging/deploy/maven2

(the "central" profile is available for all projects in Spring Cloud and it sets up the gpg jar signing,
and the repository has to be specified separately for this project because it is a parent of the starter
parent which users in turn have as their own parent).

2. Contributing

Spring Cloud is released under the non-restrictive Apache 2.0 license, and follows a very standard
Github development process, using Github tracker for issues and merging pull requests into master.
If you want to contribute even something trivial please do not hesitate, but follow the guidelines



below.

2.1. Sign the Contributor License Agreement

Before we accept a non-trivial patch or pull request we will need you to sign the Contributor
License Agreement. Signing the contributor’s agreement does not grant anyone commit rights to
the main repository, but it does mean that we can accept your contributions, and you will get an
author credit if we do. Active contributors might be asked to join the core team, and given the
ability to merge pull requests.

2.2. Code of Conduct

This project adheres to the Contributor Covenant code of conduct. By participating, you are
expected to wuphold this code. Please report unacceptable behavior to spring-code-of-
conduct@pivotal.io.

2.3. Code Conventions and Housekeeping

None of these is essential for a pull request, but they will all help. They can also be added after the
original pull request but before a merge.

* Use the Spring Framework code format conventions. If you use Eclipse you can import
formatter settings using the eclipse-code-formatter.xml file from the Spring Cloud Build project.
If using Intelli], you can use the Eclipse Code Formatter Plugin to import the same file.

» Make sure all new .java files to have a simple Javadoc class comment with at least an @author
tag identifying you, and preferably at least a paragraph on what the class is for.

* Add the ASF license header comment to all new .java files (copy from existing files in the
project)

* Add yourself as an @author to the .java files that you modify substantially (more than cosmetic
changes).

* Add some Javadocs and, if you change the namespace, some XSD doc elements.
* A few unit tests would help a lot as well — someone has to do it.

* If no-one else is using your branch, please rebase it against the current master (or other target
branch in the main project).

* When writing a commit message please follow these conventions, if you are fixing an existing
issue please add Fixes gh-XXXX at the end of the commit message (where XXXX is the issue
number).

2.4. Checkstyle

Spring Cloud Build comes with a set of checkstyle rules. You can find them in the spring-cloud-
build-tools module. The most notable files under the module are:
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spring-cloud-build-tools/

L—— sre

—— checkstyle

| L—— checkstyle-suppressions.xml ®
L—— main

L—— resources

—— checkstyle-header.txt @
L—— checkstyle.xml @

@ Default Checkstyle rules
@ File header setup

® Default suppression rules

2.4.1. Checkstyle configuration

Checkstyle rules are disabled by default. To add checkstyle to your project just define the
following properties and plugins.



pom.xml

<properties>

<maven-checkstyle-plugin.failsOnError>true</maven-checkstyle-plugin.failsOnError> @
<maven-checkstyle-plugin.failsOnViolation>true
</maven-checkstyle-plugin.failsOnViolation> @
<maven-checkstyle-plugin.includeTestSourceDirectory>true
</maven-checkstyle-plugin.includeTestSourceDirectory> @

</properties>

<build>
<plugins>
<plugin> @
<groupld>io.spring.javaformat</groupld>
<artifactId>spring-javaformat-maven-plugin</artifactId>
</plugin>
<plugin> ®
<groupld>org.apache.maven.plugins</groupId>
<artifactId>maven-checkstyle-plugin</artifactId>
</plugin>
</plugins>

<reporting>
<plugins>
<plugin> ®
<groupld>org.apache.maven.plugins</groupId>
<artifactId>maven-checkstyle-plugin</artifactId>
</plugin>
</plugins>
</reporting>
</build>

@ Fails the build upon Checkstyle errors
@ Fails the build upon Checkstyle violations
® Checkstyle analyzes also the test sources

@ Add the Spring Java Format plugin that will reformat your code to pass most of the Checkstyle
formatting rules

® Add checkstyle plugin to your build and reporting phases
If you need to suppress some rules (e.g. line length needs to be longer), then it’s enough for you to

define a file under ${project.root}/src/checkstyle/checkstyle-suppressions.xml with your
suppressions. Example:



projectRoot/src/checkstyle/checkstyle-suppresions.xml

<?xml version="1.0"?>
<!DOCTYPE suppressions PUBLIC
"-//Puppy Crawl//DTD Suppressions 1.1//EN"
"https://www.puppycrawl.com/dtds/suppressions_1_1.dtd">
<suppressions>
<suppress files=".*ConfigServerApplication\.java"
checks="HideUtilityClassConstructor"/>
<suppress files=".*ConfigClientWatch\.java" checks="LineLengthCheck"/>
</suppressions>

It’'s advisable to copy the ${spring-cloud-build.rootFolder}/.editorconfig and ${spring-cloud-
build.rootFolder}/.springformat to your project. That way, some default formatting rules will be
applied. You can do so by running this script:

$ curl https://raw.githubusercontent.com/spring-cloud/spring-cloud-
build/master/.editorconfig -o .editorconfig
$ touch .springformat

2.5. IDE setup

2.5.1. Intellij IDEA

In order to setup Intellij you should import our coding conventions, inspection profiles and set up
the checkstyle plugin. The following files can be found in the Spring Cloud Build project.

spring-cloud-build-tools/

L—— sre

—— checkstyle

| L—— checkstyle-suppressions.xml ®
L—— main

L—— resources
—— checkstyle-header.txt @
—— checkstyle.xml @
—— intellij
—— Intellij_Project_Defaults.xml @
L—— Intellij_Spring_Boot_Java_Conventions.xml ®

@ Default Checkstyle rules

@ File header setup

® Default suppression rules

@ Project defaults for Intellij that apply most of Checkstyle rules

® Project style conventions for Intellij that apply most of Checkstyle rules
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Figure 1. Code style

Go to File — Settings — Editor — Code style. There click on the icon next to the Scheme section.
There, click on the Import Scheme value and pick the Intellij IDEA code style XML option. Import
the spring-cloud-build-
tools/src/main/resources/intellij/Intellij_Spring_Boot_Java_Conventions.xml file.
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Figure 2. Inspection profiles

Go to File — Settings — Editor — Inspections. There click on the icon next to the Profile section.
There, click on the  Import Profile and import the  spring-cloud-build-
tools/src/main/resources/intellij/Intellij_Project_Defaults.xml file.

Checkstyle

To have Intellij work with Checkstyle, you have to install the Checkstyle plugin. It’s advisable to also
install the Assertions2Assertj to automatically convert the JUnit assertions
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Goto File — Settings — Other settings — Checkstyle. There click on the + icon in the Configuration
file section. There, you’ll have to define where the checkstyle rules should be picked from. In the
image above, we’ve picked the rules from the cloned Spring Cloud Build repository. However, you

can point to the Spring Cloud Build’s GitHub repository (e.g. for the checkstyle.xml
raw.githubusercontent.com/spring-cloud/spring-cloud-build/master/spring-cloud-build-tools/src/

main/resources/checkstyle.xml). We need to provide the following variables:

» checkstyle.header.file - please point it to the Spring Cloud Build’s, spring-cloud-build-

tools/src/main/resources/checkstyle-header.txt file either in your cloned repo or via the
raw.githubusercontent.com/spring-cloud/spring-cloud-build/master/spring-cloud-build-tools/

src/main/resources/checkstyle-header.txt URL.

» checkstyle.suppressions.file - default suppressions. Please point it to the Spring Cloud Build’s,
spring-cloud-build-tools/src/checkstyle/checkstyle-suppressions.xml file either in your cloned
repo or via the raw.githubusercontent.com/spring-cloud/spring-cloud-build/master/spring-
cloud-build-tools/src/checkstyle/checkstyle-suppressions.xml URL.

* checkstyle.additional.suppressions.file - this variable corresponds to suppressions in your
local project. E.g. you're working on spring-cloud-contract. Then point to the project-
root/src/checkstyle/checkstyle-suppressions.xml folder. Example for spring-cloud-contract
would be: /home/username/spring-cloud-contract/src/checkstyle/checkstyle-suppressions.xml.

o Remember to set the Scan Scope to All sources since we apply checkstyle rules for
production and test sources.

2.6. Duplicate Finder

Spring Cloud Build brings along the basepom:duplicate-finder-maven-plugin, that enables flagging
duplicate and conflicting classes and resources on the java classpath.

2.6.1. Duplicate Finder configuration

Duplicate finder is enabled by default and will run in the verify phase of your Maven build, but it
will only take effect in your project if you add the duplicate-finder-maven-plugin to the build
section of the projecst’s pom.xml.
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pom.xml

<build>
<plugins>
<plugin>
<groupId>org.basepom.maven</groupIld>
<artifactId>duplicate-finder-maven-plugin</artifactId>
</plugin>
</plugins>
</build>

For other properties, we have set defaults as listed in the plugin documentation.

You can easily override them but setting the value of the selected property prefixed with duplicate-
finder-maven-plugin. For example, set duplicate-finder-maven-plugin.skip to true in order to skip
duplicates check in your build.

If you need to add ignoredClassPatterns or ignoredResourcePatterns to your setup, make sure to add
them in the plugin configuration section of your project:

<build>
<plugins>
<plugin>
<groupId>org.basepom.maven</groupld>
<artifactId>duplicate-finder-maven-plugin</artifactId>
<confiquration>
<ignoredClassPatterns>

<ignoredClassPattern>org.joda.time.base.BaseDateTime</ignoredClassPattern>
<ignored(ClassPattern>.*module-info</ignoredClassPattern>
</ignoredClassPatterns>
<ignoredResourcePatterns>
<ignoredResourcePattern>changelog.txt</ignoredResourcePattern>
</ignoredResourcePatterns>
</configuration>
</plugin>
</plugins>
</build>

3. Flattening the POMs

To avoid propagating build setup that is required to build a Spring Cloud project, we’re using the
maven flatten plugin. It has the advantage of letting you use whatever features you need while
publishing "clean" pom to the repository.

In order to add it, add the org.codehaus.mojo:flatten-maven-plugin to your pom.xml.


https://github.com/basepom/duplicate-finder-maven-plugin/wiki

<build>
<plugins>
<plugin>
<groupld>org.codehaus.mojo</groupId>
<artifactId>flatten-maven-plugin</artifactId>
</plugin>
</plugins>
</build>

4. Reusing the documentation

Spring Cloud Build publishes its spring-cloud-build-docs module that contains helpful scripts (e.g.
README generation ruby script) and css, xslt and images for the Spring Cloud documentation. If
you want to follow the same convention approach of generating documentation just add these
plugins to your docs module



<properties>
<upload-docs-zip.phase>deploy</upload-docs-zip.phase> ®
</properties>
<profiles>
<profile>
<id>docs</id>
<build>
<plugins>
<plugin>
<groupId>pl.project13.maven</groupld>
<artifactId>git-commit-id-plugin</artifactId> @®
</plugin>
<plugin>
<groupId>org.apache.maven.plugins</groupId>
<artifactId>maven-dependency-plugin</artifactId> @
</plugin>
<plugin>
<groupId>org.apache.maven.plugins</groupId>
<artifactId>maven-resources-plugin</artifactId> @
</plugin>
<plugin>
<groupId>org.codehaus.mojo</groupIld>
<artifactId>exec-maven-plugin</artifactld> @
</plugin>
<plugin>
<groupIld>org.asciidoctor</groupId>
<artifactId>asciidoctor-maven-plugin</artifactId> ®
</plugin>
<plugin>
<groupId>org.apache.maven.plugins</groupId>
<artifactId>maven-antrun-plugin</artifactId> ®
</plugin>
<plugin>
<artifactId>maven-deploy-plugin</artifactId> @
</plugin>
</plugins>
</build>
</profile>
</profiles>

@ This plugin downloads sets up all the git information of the project

@ This plugin downloads the resources of the spring-cloud-build-docs module

® This plugin unpacks the resources of the spring-cloud-build-docs module

@ This plugin generates an adoc file with all the configuration properties from the classpath
® This plugin is required to parse the Asciidoctor documentation

® This plugin is required to copy resources into proper final destinations and to generate main
README.adoc and to assert that no files use unresolved links



@ This plugin ensures that the generated zip docs will get published

This property turns on the "deploy" phase for <7>
o The order of plugin declaration is important!

In order for the build to generate the adoc file with all your configuration properties, your docs
module should contain all the dependencies on the classpath, that you would want to scan for
configuration properties. The file will be output to
${docsModule}/src/main/asciidoc/_configprops.adoc file (configurable via the configprops.path
property).

If you want to modify which of the configuration properties are put in the table, you can tweak the
configprops.inclusionPattern pattern to include only a subset of the properties (e.g.
<configprops.inclusionPattern>spring.sleuth.*</configprops.inclusionPattern>).

Spring Cloud Build Docs comes with a set of attributes for asciidoctor that you can reuse.



<attributes>
<docinfo>shared</docinfo>
<allow-uri-read>true</allow-uri-read>
<nofooter/>
<toc>left</toc>
<toc-levels>4</toc-levels>
<sectlinks>true</sectlinks>
<sources-root>${project.basedir}/srce</sources-root>
<asciidoc-sources-root>${project.basedir}/src/main/asciidoc@</asciidoc-sources-
root>
<generated-resources-root>${project.basedir}/target/generated-resources@
</generated-resources-root>
<!-- Use this attribute the reference code from another module -->
<!-- Note the @ at the end, lowering the precedence of the attribute -->
<project-root>${maven.multiModuleProjectDirectory}@</project-root>
<!-- It's mandatory for you to pass the docs.main property -->
<github-repo>${docs.main}@</github-repo>
<github-project>https://github.com/spring-cloud/${docs.main}@</github-project>
<github-raw>
https://raw.githubusercontent.com/spring-cloud/${docs.main}/${github-tag}e
</github-raw>
<github-code>https://github.com/spring-cloud/${docs.main}/tree/${qgithub-tag}e
</github-code>
<github-issues>https://github.com/spring-cloud/${docs.main}/issues/@</qithub-
issues>
<github-wiki>https://github.com/spring-cloud/${docs.main}/wiki@</github-wiki>
<github-master-code>https://github.com/spring-cloud/${docs.main}/tree/master@
</github-master-code>
<index-1ink>${index-1ink}@</index-1ink>

<!-- Spring Cloud specific -->
<!-- for backward compatibility -->
<spring-cloud-version>${project.version}@</spring-cloud-version>
<project-version>${project.version}@</project-version>
<github-tag>${qgithub-tag}e</github-tag>
<version-type>${version-type}@</version-type>
<docs-url>https://docs.spring.io/${docs.main}/docs/${project.version}@</docs-url>
<raw-docs-ur1>${qgithub-raw}e</raw-docs-url>
<project-version>${project.version}@</project-version>
<project-name>${docs.main}@e</project-name>
<source-highlighter>highlight.js</source-highlighter>
</attributes>

5. Updating the guides

We assume that your project contains guides under the guides folder.



L—— guides
F—— gs-quidel
—— gs-gquide2

L—— gs-quide3

This means that the project contains 3 guides that would correspond to the following guides in
Spring Guides org.

 github.com/spring-guides/gs-guidel

 github.com/spring-guides/gs-guide2

» github.com/spring-guides/gs-guide3

If you deploy your project with the -Pquides profile like this
$ ./mvnw clean deploy -Pguides

what will happen is that for GA project versions, we will clone gs-quidel, gs-quide2 and gs-guide3
and update their contents with the ones being under your guides project.

You can skip this by either not adding the guides profile, or passing the -DskipGuides system
property when the profile is turned on.

You can configure the project version passed to guides via the guides-project.version (defaults to
${project.version}). The phase at which guides get updated can be configured by guides-
update.phase (defaults to deploy).

Spring Cloud Bus

Spring Cloud Bus links the nodes of a distributed system with a lightweight message broker. This
broker can then be used to broadcast state changes (such as configuration changes) or other
management instructions. A key idea is that the bus is like a distributed actuator for a Spring Boot
application that is scaled out. However, it can also be used as a communication channel between
apps. This project provides starters for either an AMQP broker or Kafka as the transport.

Spring Cloud is released under the non-restrictive Apache 2.0 license. If you would
o like to contribute to this section of the documentation or if you find an error,
please find the source code and issue trackers in the project at github.

1. Quick Start

Spring Cloud Bus works by adding Spring Boot autconfiguration if it detects itself on the classpath.
To enable the bus, add spring-cloud-starter-bus-amgp or spring-cloud-starter-bus-kafka to your
dependency management. Spring Cloud takes care of the rest. Make sure the broker (RabbitMQ or
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Kafka) is available and configured. When running on localhost, you need not do anything. If you
run remotely, use Spring Cloud Connectors or Spring Boot conventions to define the broker
credentials, as shown in the following example for Rabbit:

application.yml

spring:
rabbitmq:
host: mybroker.com
port: 5672
username: user
password: secret

The bus currently supports sending messages to all nodes listening or all nodes for a particular
service (as defined by Eureka). The /bus/* actuator namespace has some HTTP endpoints.
Currently, two are implemented. The first, /bus/env, sends key/value pairs to update each node’s
Spring Environment. The second, /bus/refresh, reloads each application’s configuration, as though
they had all been pinged on their /refresh endpoint.

The Spring Cloud Bus starters cover Rabbit and Kafka, because those are the two
most common implementations. However, Spring Cloud Stream is quite flexible,
and the binder works with spring-cloud-bus.

2. Bus Endpoints

Spring Cloud Bus provides two endpoints, /actuator/busrefresh and /actuator/busenv that
correspond to individual actuator endpoints in Spring Cloud Commons, /actuator/refresh and
/actuator/env respectively.

2.1. Bus Refresh Endpoint

The /actuator/busrefresh  endpoint clears the RefreshScope cache and rebinds
@ConfigurationProperties. See the Refresh Scope documentation for more information.

To expose the /actuator/busrefresh endpoint, you need to add following configuration to your

application:

management.endpoints.web.exposure.include=busrefresh

2.2. Bus Env Endpoint

The /actuator/busenv endpoint updates each instances environment with the specified key/value
pair across multiple instances.

To expose the /actuator/busenv endpoint, you need to add following configuration to your
application:



management.endpoints.web.exposure.include=busenv

The /actuator/busenv endpoint accepts POST requests with the following shape:

"name": "key1",
"value": "valuel"

3. Addressing an Instance

Each instance of the application has a service ID, whose value can be set with spring.cloud.bus.id
and whose value is expected to be a colon-separated list of identifiers, in order from least specific to
most specific. The default value is constructed from the environment as a combination of the
spring.application.name and server.port (or spring.application.index, if set). The default value of
the ID is constructed in the form of app:index:id, where:

 appis the vcap.application.name, if it exists, or spring.application.name

* index is the vcap.application.instance_index, if it exists, spring.application.index,
local.server.port, server.port, or 0 (in that order).

e idisthe vcap.application.instance_id, if it exists, or a random value.

The HTTP endpoints accept a “destination” path parameter, such as /busrefresh/customers:9000,
where destination is a service ID. If the ID is owned by an instance on the bus, it processes the
message, and all other instances ignore it.

4. Addressing All Instances of a Service

The “destination” parameter is used in a Spring PathMatcher (with the path separator as a colon—:)
to determine if an instance processes the message. Using the example from earlier,
/busenv/customers:** targets all instances of the “customers” service regardless of the rest of the
service ID.

5. Service ID Must Be Unique

The bus tries twice to eliminate processing an event— once from the original ApplicationEvent and
once from the queue. To do so, it checks the sending service ID against the current service ID. If
multiple instances of a service have the same ID, events are not processed. When running on a local
machine, each service is on a different port, and that port is part of the ID. Cloud Foundry supplies
an index to differentiate. To ensure that the ID is unique outside Cloud Foundry, set
spring.application.index to something unique for each instance of a service.



6. Customizing the Message Broker

Spring Cloud Bus uses Spring Cloud Stream to broadcast the messages. So, to get messages to flow,
you need only include the binder implementation of your choice in the classpath. There are
convenient starters for the bus with AMQP (RabbitMQ) and Kafka (spring-cloud-starter-bus-
[amqp|kafka]). Generally speaking, Spring Cloud Stream relies on Spring Boot autoconfiguration
conventions for configuring middleware. For instance, the AMQP broker address can be changed
with spring.rabbitmg.* configuration properties. Spring Cloud Bus has a handful of native
configuration properties in spring.cloud.bus.* (for example, spring.cloud.bus.destination is the
name of the topic to use as the external middleware). Normally, the defaults suffice.

To learn more about how to customize the message broker settings, consult the Spring Cloud
Stream documentation.

7. Tracing Bus Events

Bus events (subclasses of RemoteApplicationEvent) can be traced by setting
spring.cloud.bus.trace.enabled=true. If you do so, the Spring Boot TraceRepository (if it is present)
shows each event sent and all the acks from each service instance. The following example comes
from the /trace endpoint:


https://cloud.spring.io/spring-cloud-stream

"timestamp": "2015-11-26T10:24:44.411+0000",
"info": {
"signal": "spring.cloud.bus.ack",
"type": "RefreshRemoteApplicationEvent",
"id": "c4d374b7-58ea-4928-a312-31984def293b",
"origin": "stores:8081",
"destination": "*;¥*"

}
I
{
"timestamp": "2015-11-26T710:24:41.864+0000",
"info": {
"signal": "spring.cloud.bus.sent",
"type": "RefreshRemoteApplicationEvent",
"id": "c4d374b7-58ea-4928-3312-31984def293b",

"origin": "customers:9000",
"destination": "*:**"

}

}I

{

"timestamp": "2015-11-26T10:24:41.862+0000",
"info": {

"signal": "spring.cloud.bus.ack",

"type": "RefreshRemoteApplicationEvent",
"id": "c4d374b7-58ea-4928-3312-31984def293b",
"origin": "customers:9000",

"destination": "*;**"

The preceding trace shows that a RefreshRemoteApplicationEvent was sent from customers:9000,
broadcast to all services, and received (acked) by customers:9000 and stores:8081.

To handle the ack signals yourself, you could add an @EventListener for the
AckRemoteApplicationEvent and SentApplicationEvent types to your app (and enable tracing).
Alternatively, you could tap into the TraceRepository and mine the data from there.

Any Bus application can trace acks. However, sometimes, it is useful to do this in a
o central service that can do more complex queries on the data or forward it to a
specialized tracing service.

8. Broadcasting Your Own Events

The Bus can carry any event of type RemoteApplicationEvent. The default transport is JSON, and the
deserializer needs to know which types are going to be used ahead of time. To register a new type,
you must put it in a subpackage of org.springframework.cloud.bus.event.



To customise the event name, you can use @JsonTypeName on your custom class or rely on the default
strategy, which is to use the simple name of the class.

o Both the producer and the consumer need access to the class definition.

8.1. Registering events in custom packages

If you cannot or do not want to use a subpackage of org.springframework.cloud.bus.event for your
custom events, you must specify which packages to scan for events of type RemoteApplicationEvent
by using the @RemoteApplicationEventScan  annotation. Packages  specified  with
@RemoteApplicationEventScan include subpackages.

For example, 