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Spring Security is a framework that provides authentication, authorization, and protection against
common attacks. With first class support for both imperative and reactive applications, it is the de-facto
standard for securing Spring-based applications.
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1. Spring Security Community

Welcome to the Spring Security Community! This section discusses how you to make the most of our
vast community.

1.1 Getting Help

If you need help with Spring Security, we are here to help. Below are some of the best steps to getting
help:

» Read our reference documentation
» Try one of our many sample applications

» Ask a question on https://stackoverflow.com with the tag spri ng- security

* Report a bugs and enhancement requests at https://github.com/spring-projects/spring-security/issues

1.2 Becoming Involved

We welcome your involvement in the Spring Security project. There are many ways of contributing,
including answering questions on StackOverflow, writing new code, improving existing code, assisting
with documentation, developing samples or tutorials, reporting bugs, or simply making suggestions.

1.3 Source Code

Spring Security’s source code can be found on GitHub at https://github.com/spring-projects/spring-
security/

1.4 Apache 2 License

Spring Security is Open Source software released under the Apache 2.0 license.

1.5 Social Media

You may follow @SpringSecurity and Spring Security team on Twitter to stay up to date with the latest
news. You can also follow @SpringCentral to keep up to date with the entire Spring portfolio.
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2. What’s New in Spring Security 5.1
Spring Security 5.1 provides a number of new features. Below are the highlights of the release.

2.1 Servlet

» Automatic password storage upgrades through UserDetailsPasswordService

e OAuth 2.0 Client

e Customizable Authorize and Token requests
e aut hori zati on_code grant support
e client_credential s grant support

» OAuth 2.0 Resource Server - support for JWT-encoded bearer tokens

» Added OAuth2 WebClient integration
» HTTP Firewall protects against HTTP Verb Tampering and Cross-site Tracing

» ExceptionTranslationFilter support for selecting an AccessDeni edHand| er by Request Mat cher

» CSRF support for excluding certain requests
» Added Support for Feature Policy
» Added @Transient authentication tokens

» A modern look-and-feel for the default log in page

2.2 WebFlux

» Automatic password storage upgrades through ReactiveUserDetailsPasswordService

Added OAuth2 support

¢ Added OAuth2 Client support

» Added OAuth2 Resource Server support

» Added OAuth2 WebClient integration

@N t hUser Det ai | s now works with React i veUser Det ai | sServi ce

Added CORS support

Added support for the following HTTP headers

* Content Security Policy

« Feature Policy

« Referrer Policy

Redirect to HTTPS
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» Improvements for @AuthenticationPrincipal

e Support for resolving beans

e Support for resolving er r or Onl nval i dType

2.3 Integrations

» Jackson Support works with BadCr edent i al sExcepti on

e @Vt hMckUser supports customizing when the SecurityCont ext is setup in the test. For
example, @V t hMockUser (set upBefore = Test Executi onEvent. TEST_EXECUTI ON) will
setup a user after JUnit's @ef or e and before the test executes.

» LDAP Authentication can be configured with custom environment variables

X.509 Authentication supports deriving the principal as a strategy
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3. Getting Spring Security

This section discusses all you need to know about getting the Spring Security binaries. Please refer to
Section 1.3, “Source Code” for how to obtain the source code.

3.1 Release Numbering

Spring Security versions are formatted as MAJOR.MINOR.PATCH such that

 MAJOR versions may contain breaking changes. Typically these are done to provide improved
security to match modern security practices.

* MINOR versions contain enhancements, but are considered passive updates

» PATCH level should be perfectly compatible, forwards and backwards, with the possible exception
of changes which are to fix bugs

3.2 Usage with Maven

Like most open source projects, Spring Security deploys its dependencies as Maven artifacts. The
following sections provide details on how to consume Spring Security when using Maven.

Spring Boot with Maven

Spring Boot provides a spring-boot-starter-security starter which aggregates Spring Security related
dependencies together. The simplest and preferred method to leverage the starter is to use Spring
Initializr using an IDE integration (Eclipse, IntelliJ, NetBeans) or through https://start.spring.io.

Alternatively, the starter can be added manually:

pom.xml.

<dependenci es>

<l-- ... other dependency elenents ... -->

<dependency>
<groupl d>or g. spri ngf ramewor k. boot </ gr oupl d>
<artifactld>spring-boot-starter-security</artifactld>

</ dependency>
</ dependenci es>

Since Spring Boot provides a Maven BOM to manage dependency versions, there is no need to specify
a version. If you wish to override the Spring Security version, you may do so by providing a Maven

property:
pom.xml.

<properties>

<l-- ... -->

<spring-security.version>5.2.0. Mi</spring-security.version>
</ dependenci es>

Since Spring Security only makes breaking changes in major releases, it is safe to use a newer version
of Spring Security with Spring Boot. However, at times it may be necessary to update the version of
Spring Framework as well. This can easily be done by adding a Maven property as well:
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pom.xml.

<properties>

<l-- ... -->

<spring. version>5.2.0. RCl1</spring. versi on>
</ dependenci es>

If you are using additional features like LDAP, OpenlD, etc. you will need to also include the appropriate
Chapter 4, Project Modules.

Maven Without Spring Boot

When using Spring Security without Spring Boot, the preferred way is to leverage Spring Security’'s BOM
to ensure a consistent version of Spring Security is used throughout the entire project.

pom.xml.

<dependencyManagenent >
<dependenci es>
<l-- ... other dependency elenents ... -->
<dependency>
<groupl d>or g. spri ngf ramewor k. securi ty</ groupl d>
<artifactld>spring-security-bom</artifactld>
<ver si on>5. 2. 0. M4</ ver si on>
<t ype>ponk/type>
<scope>i nport </ scope>
</ dependency>
</ dependenci es>
</ dependencyManagenent >

A minimal Spring Security Maven set of dependencies typically looks like the following:

pom.xml.

<dependenci es>
<l-- ... other dependency elenents ... -->
<dependency>
<groupl d>or g. spri ngf ramewor k. securi ty</ groupl d>
<artifactld>spring-security-web</artifactld>
</ dependency>
<dependency>
<groupl d>org. spri ngf ramewor k. security</groupl d>
<artifactld>spring-security-config</artifactld>
</ dependency>
</ dependenci es>

If you are using additional features like LDAP, OpenlD, etc. you will need to also include the appropriate
Chapter 4, Project Modules.

Spring Security builds against Spring Framework 5.2.0.RC1, but should generally work with any newer
version of Spring Framework 5.x The problem that many users will have is that Spring Security’s
transitive dependencies resolve Spring Framework 5.2.0.RC1 which can cause strange classpath
problems. The easiest way to resolve this is to use the spri ng-franmewor k- bom within your
<dependencyManagenent > section of your pom xm as shown below:

pom.xml.
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<dependencyManagenent >
<dependenci es>
<l-- ... other dependency elenents ... -->
<dependency>
<groupl d>or g. spri ngf ramewor k</ gr oupl d>
<artifactld>spring-framework-bom</artifact!d>
<ver si on>5. 2. 0. RC1</ ver si on>
<t ype>ponx/type>
<scope>i nport </ scope>
</ dependency>
</ dependenci es>
</ dependencyManagenent >

This will ensure that all the transitive dependencies of Spring Security use the Spring 5.2.0.RC1
modules.

Note

This approach uses Maven'’s "bill of materials" (BOM) concept and is only available in Maven
2.0.9+. For additional details about how dependencies are resolved refer to Maven'’s Introduction
to the Dependency Mechanism documentation.

Maven Repositories

All GA releases (i.e. versions ending in .RELEASE) are deployed to Maven Central, so no additional
Maven repositories need to be declared in your pom.

If you are using a SNAPSHOT version, you will need to ensure you have the Spring Snapshot repository
defined as shown below:

pom.xml.

<repositories>
<l-- ... possibly other repository elenents ... -->
<repository>
<i d>spring-snapshot </ i d>
<name>Spri ng Snapshot Repository</nanme>
<url>https://repo.spring.iol/snapshot</url>
</repository>
</repositories>

If you are using a milestone or release candidate version, you will need to ensure you have the Spring
Milestone repository defined as shown below:

pom.xml.

<repositories>
<l-- ... possibly other repository elenments ... -->
<reposi tory>
<i d>spring-m|estone</id>
<nanme>Spring M| estone Repository</nane>
<url >https://repo.spring.io/mlestone</url>
</repository>
</repositories>

3.3 Gradle

Like most open source projects, Spring Security deploys its dependencies as Maven artifacts which
allows for first class Gradle support. The following sections provide details on how to consume Spring
Security when using Gradle.
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Spring Boot with Gradle

Spring Boot provides a spring-boot-starter-security starter which aggregates Spring Security related
dependencies together. The simplest and preferred method to leverage the starter is to use Spring
Initializr using an IDE integration (Eclipse, IntelliJ, NetBeans) or through https://start.spring.io.

Alternatively, the starter can be added manually:

build.gradle.

dependenci es {
conpi l e "org. springframework. boot : spring-boot-starter-security"

}

Since Spring Boot provides a Maven BOM to manage dependency versions, there is no need to specify
a version. If you wish to override the Spring Security version, you may do so by providing a Gradle

property:
build.gradle.

ext['spring-security.version']='5.2.0. M4

Since Spring Security only makes breaking changes in major releases, it is safe to use a newer version
of Spring Security with Spring Boot. However, at times it may be necessary to update the version of
Spring Framework as well. This can easily be done by adding a Gradle property as well:

build.gradle.

ext['spring.version']='5.2.0.RCl1

If you are using additional features like LDAP, OpenlD, etc. you will need to also include the appropriate
Chapter 4, Project Modules.

Gradle Without Spring Boot

When using Spring Security without Spring Boot, the preferred way is to leverage Spring Security’s
BOM to ensure a consistent version of Spring Security is used throughout the entire project. This can
be done by using the Dependency Management Plugin.

build.gradle.

plugins {
id "io.spring.dependency- managenent" version "1.0.6. RELEASE"
}

dependencyManagenent {
inports {
mavenBom ' or g. spri ngf ramewor k. securi ty: spring-security-bomb5.2.0. M4

}

A minimal Spring Security Maven set of dependencies typically looks like the following:

build.gradle.

dependenci es {
conpil e "org. springframework. security:spring-security-web"
conpi l e "org. springframework. security:spring-security-config"
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If you are using additional features like LDAP, OpenlD, etc. you will need to also include the appropriate
Chapter 4, Project Modules.

Spring Security builds against Spring Framework 5.2.0.RC1, but should generally work with any newer
version of Spring Framework 5.x The problem that many users will have is that Spring Security’s
transitive dependencies resolve Spring Framework 5.2.0.RC1 which can cause strange classpath
problems. The easiest way to resolve this is to use the spri ng-framewor k- bom within your
<dependencyManagenent > section of your pom xm as shown below: This can be done by using
the Dependency Management Plugin.

build.gradle.

plugins {
id "io.spring.dependency- managenent" version "1.0.6. RELEASE"

}

dependencyManagenent {
imports {
mavenBom ' or g. spri ngf ranmewor k: spri ng- f r amewor k- bom 5. 2. 0. RC1'

}

This will ensure that all the transitive dependencies of Spring Security use the Spring 5.2.0.RC1
modules.

Gradle Repositories

All GA releases (i.e. versions ending in .RELEASE) are deployed to Maven Central, so using the
mavenCentral() repository is sufficient for GA releases.

build.gradle.

repositories {
mavenCentral ()

}

If you are using a SNAPSHOT version, you will need to ensure you have the Spring Snapshot repository
defined as shown below:

build.gradle.

repositories {
maven { url 'https://repo.spring.iol/snapshot' }

}

If you are using a milestone or release candidate version, you will need to ensure you have the Spring
Milestone repository defined as shown below:

build.gradle.

repositories {
maven { url 'https://repo.spring.io/mnlestone }

}
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4. Project Modules

In Spring Security 3.0, the codebase has been sub-divided into separate jars which more clearly
separate different functionality areas and third-party dependencies. If you are using Maven to build your
project, then these are the modules you will add to your pom xni . Even if you're not using Maven, we'd
recommend that you consult the pom xmi files to get an idea of third-party dependencies and versions.
Alternatively, a good idea is to examine the libraries that are included in the sample applications.

4.1 Core - spring-security-core.jar

Contains core authentication and access-contol classes and interfaces, remoting support and basic
provisioning APIls. Required by any application which uses Spring Security. Supports standalone
applications, remote clients, method (service layer) security and JDBC user provisioning. Contains the
top-level packages:

» org.springframework. security.core
e org.springframework. security. access
e org.springframework. security. authentication

» org.springframework. security. provisioning
4.2 Remoting - spring-security-remoting.jar

Provides integration with Spring Remoting. You don’t need this unless you are writing a remote client
which uses Spring Remoting. The main package is or g. spri ngf ranewor k. security. renoting.

4.3 Web - spring-security-web.jar

Contains filters and related web-security infrastructure code. Anything with a servlet APl dependency.
You'll need it if you require Spring Security web authentication services and URL-based access-control.
The main package is or g. spri ngf ranewor k. securi ty. web.

4.4 Config - spring-security-config.jar

Contains the security namespace parsing code & Java configuration code. You need it if you are using
the Spring Security XML namespace for configuration or Spring Security’s Java Configuration support.
The main package is or g. spri ngf ramewor k. securi ty. confi g. None of the classes are intended
for direct use in an application.

4.5 LDAP - spring-security-ldap.jar

LDAP authentication and provisioning code. Required if you need to use LDAP authentication or manage
LDAP user entries. The top-level package is or g. spri ngf ranewor k. security. | dap.

4.6 OAuth 2.0 Core - spring-security-oauth2-core.jar

spring-security-oaut h2-core.jar contains core classes and interfaces that provide support for
the OAuth 2.0 Authorization Framework and for OpenlID Connect Core 1.0. It is required by applications
that use OAuth 2.0 or OpenlID Connect Core 1.0, such as Client, Resource Server, and Authorization
Server. The top-level package is or g. spri ngf ranewor k. securi ty. oaut h2. core.
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4.7 OAuth 2.0 Client - spring-security-oauth2-client.jar

spring-security-oauth2-client.jar is Spring Security’s client support for OAuth
2.0 Authorization Framework and OpenlD Connect Core 1.0. Required by applications
leveraging OAuth 2.0 Login and/or OAuth Client support. The top-level package is
org. springframework. security.oauth2.client.

4.8 OAuth 2.0 JOSE - spring-security-oauth2-jose.jar

spring-security-oaut h2-jose.jar contains Spring Security’s support for the JOSE (Javascript
Object Signing and Encryption) framework. The JOSE framework is intended to provide a method to
securely transfer claims between parties. It is built from a collection of specifications:

JSON Web Token (JWT)

JSON Web Signature (JWS)

JSON Web Encryption (JWE)

JSON Web Key (JWK)

It contains the top-level packages:

e org.springfranework. security.oauth2.jw

e org.springfranework. security. oauth2.jose
4.9 ACL - spring-security-acl.jar

Specialized domain object ACL implementation. Used to apply security to
specific domain object instances within your application. The top-level package is
org. springframework. security. acls.

4.10 CAS - spring-security-cas.jar

Spring Security’'s CAS client integration. If you want to use Spring Security web authentication with a
CAS single sign-on server. The top-level package is or g. spri ngf ramewor k. security. cas.

4.11 OpenlID - spring-security-openid.jar

OpenID web authentication support. Used to authenticate users against an external OpenlID server.
org. springframewor k. security. openi d. Requires OpeniD4Java.

4.12 Test - spring-security-test.jar

Support for testing with Spring Security.
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5. Sample Applications

There are several sample web applications that ship with the project’'s source code. You can find the
ones described below in the (samples/xml/ subdirectory of the root project)

All paths referred to in this chapter are relative to the project source directory.

5.1 Tutorial Sample

The tutorial sample is a nice basic example to get you started. It uses simple namespace configuration
throughout. The compiled application is included in the distribution zip file, ready to be deployed
into your web container (spri ng-security-sanples-tutorial-3.1.x.war). The form-based
authentication mechanism is used in combination with the commonly-used remember-me authentication
provider to automatically remember the login using cookies.

We recommend you start with the tutorial sample, as the XML is minimal and easy to follow. Most
importantly, you can easily add this one XML file (and its corresponding web. xnl entries) to your
existing application. Only when this basic integration is achieved do we suggest you attempt adding in
method authorization or domain object security.

5.2 Contacts

The Contacts Sample is an advanced example in that it illustrates the more powerful features of domain
object access control lists (ACLs) in addition to basic application security. The application provides an
interface with which the users are able to administer a simple database of contacts (the domain objects).

To deploy, simply copy the WAR file from Spring Security distribution into your container’'s webapps
directory. The war should be called spring-security-sanpl es-contacts-3. 1. x.war (the
appended version number will vary depending on what release you are using).

After starting your container, check the application can load. Visit http://localhost:8080/contacts (or
whichever URL is appropriate for your web container and the WAR you deployed).

Next, click "Debug". You will be prompted to authenticate, and a series of usernames and passwords
are suggested on that page. Simply authenticate with any of these and view the resulting page. It should
contain a success message similar to the following:
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Security Debug I nformation

Aut henti cation object is of type:
org. springfranmework. security. authentication. User nanePasswor dAut henti cati onToken

Aut henti cation object as a String:

org. springframewor k. security. authenticati on. User namePasswor dAut henti cati onToken@Lf 127853:
Principal : org.springfranmework. security.core.userdetails.User @07ed00: Usernane: rod; \
Password: [ PROTECTED]; Enabl ed: true; Account NonExpired: true;

credenti al sNonExpired: true; AccountNonLocked: true; \

Granted Authorities: ROLE_SUPERVI SOR, ROLE_USER; \

Password: [PROTECTED]; Authenticated: true; \

Det ai |l s: org.springfranmework. security.web. aut henti cati on. WebAut henti cationDetails@: \
Renot el pAddress: 127.0.0.1; Sessionld: 8fkp8t83ohar; \

Granted Authorities: ROLE_SUPERVI SOR, ROLE_USER

Aut henti cation object holds the follow ng granted authorities:

ROLE_SUPERVI SOR (get Aut hority(): ROLE_SUPERVI SOR)
ROLE_USER (get Aut hority(): ROLE_USER)

Success! Your web filters appear to be properly configured!

Once you successfully receive the above message, return to the sample application’s home page and
click "Manage". You can then try out the application. Notice that only the contacts available to the
currently logged on user are displayed, and only users with ROLE_SUPERVI SOR are granted access to
delete their contacts. Behind the scenes, the Met hodSecuri t yl nt er cept or is securing the business
objects.

The application allows you to modify the access control lists associated with different contacts. Be sure
to give this a try and understand how it works by reviewing the application context XML files.

5.3 LDAP Sample

The LDAP sample application provides a basic configuration and sets up both a namespace
configuration and an equivalent configuration using traditional beans, both in the same application
context file. This means there are actually two identical authentication providers configured in this
application.

5.4 OpenlID Sample

The OpenID sample demonstrates how to use the namespace to configure OpenlD and how to set
up attribute exchange configurations for Google, Yahoo and MyOpenID identity providers (you can
experiment with adding others if you wish). It uses the JQuery-based openid-selector project to provide
a user-friendly login page which allows the user to easily select a provider, rather than typing in the
full OpenlD identifier.

The application differs from normal authentication scenarios in that it allows any user to access the site
(provided their OpenlID authentication is successful). The first time you login, you will get a "Welcome
[your name]"™ message. If you logout and log back in (with the same OpenlD identity) then this should
change to "Welcome Back". This is achieved by using a custom User Det ai | sSer vi ce which assigns
a standard role to any user and stores the identities internally in a map. Obviously a real application
would use a database instead. Have a look at the source form more information. This class also takes
into account the fact that different attributes may be returned from different providers and builds the
name with which it addresses the user accordingly.
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5.5 CAS Sample

The CAS sample requires that you run both a CAS server and CAS client. It isn't included in the
distribution so you should check out the project code as described in the introduction. You'll find the
relevant files under the sanpl e/ cas directory. There’s also a Readne. t xt file in there which explains
how to run both the server and the client directly from the source tree, complete with SSL support.

5.6 JAAS Sample

The JAAS sample is very simple example of how to use a JAAS LoginModule with Spring Security.
The provided LoginModule will successfully authenticate a user if the username equals the password
otherwise a LoginException is thrown. The AuthorityGranter used in this example always grants the role
ROLE_USER. The sample application also demonstrates how to run as the JAAS Subject returned by
the LoginModule by setting jaas-api-provision equal to "true".

5.7 Pre-Authentication Sample

This sample application demonstrates how to wire up beans from the pre-authentication framework to
make use of login information from a Java EE container. The user name and roles are those setup by
the container.

The code is in sanpl es/ pr eaut h.
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6. Java Configuration

General support for Java Configuration was added to Spring Framework in Spring 3.1. Since Spring
Security 3.2 there has been Spring Security Java Configuration support which enables users to easily
configure Spring Security without the use of any XML.

If you are familiar with the Chapter 7, Security Namespace Configuration then you should find quite a
few similarities between it and the Security Java Configuration support.

Note

Spring Security provides lots of sample applications which demonstrate the use of Spring Security
Java Configuration.

6.1 Hello Web Security Java Configuration

The first step is to create our Spring Security Java Configuration. The configuration creates a Servlet
Filter known as the spri ngSecuri t yFi | t er Chai n which is responsible for all the security (protecting
the application URLSs, validating submitted username and passwords, redirecting to the log in form, etc)
within your application. You can find the most basic example of a Spring Security Java Configuration
below:

i nport org.springframework. beans. factory. annot ati on. Aut ow r ed;

i nport org.springfranework. cont ext.annotation.*;
i nport org.springframework. security.config.annotation.authentication.builders.*;
i mport org.springframework. security.config.annotation.web. configuration.*;

@nabl eWebSecurity
public class WbSecurityConfig i npl enents WebM/cConfi gurer {

@ean
public UserDetail sService userDetailsService() throws Exception {
I nMenor yUser Det ai | sManager manager = new | nMenoryUser Det ai | sManager () ;

manager . cr eat eUser (User. wi t hDef aul t Passwor dEncoder () . user nane("user"). passwor d("password").rol es("USER") . build());
return manager;

}

There really isn’t much to this configuration, but it does a lot. You can find a summary of the features
below:

* Require authentication to every URL in your application
» Generate a login form for you

 Allow the user with the Username user and the Password password to authenticate with form based
authentication

 Allow the user to logout

» CSREF attack prevention

» Session Fixation protection

» Security Header integration
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e HTTP Strict Transport Security for secure requests

« X-Content-Type-Options integration

« Cache Control (can be overridden later by your application to allow caching of your static resources)

» X-XSS-Protection integration

« X-Frame-Options integration to help prevent Clickjacking
* Integrate with the following Servlet APl methods

* HttpServletRequest#getRemoteUser()

* HttpServletRequest#getUserPrincipal()

* HttpServletRequest#isUserIlnRole(java.lang.String)

* HttpServletRequest#login(java.lang.String, java.lang.String)

* HttpServletRequest#logout()

AbstractSecurityWebApplicationlnitializer

The next step is to register the springSecurityFilterChain with the war.
This can be done in Java Configuration with Spring’'s WebApplicationinitializer
support in a Servlet 3.0+ environment. Not suprisingly, Spring Security provides
a base class AbstractSecurityWbApplicationlnitializer that wil ensure the
springSecurityFilterChain gets registered for you. The way in which we use
Abst ract Securi tyWebApplicationlnitializer differs depending on if we are already using
Spring or if Spring Security is the only Spring component in our application.

» the section called “AbstractSecurityWebApplicationInitializer without Existing Spring” - Use these
instructions if you are not using Spring already

» the section called “AbstractSecurityWebApplicationlnitializer with Spring MVC” - Use these
instructions if you are already using Spring

AbstractSecurityWebApplicationlnitializer without Existing Spring

If you are not using Spring or Spring MVC, you will need to pass in the WebSecur i t yConf i g into the
superclass to ensure the configuration is picked up. You can find an example below:

i mport org.springframework. security.web. context.*;

public class SecurityWbApplicationlnitializer
extends Abstract SecurityWbApplicationlnitializer {

public SecurityWbApplicationlnitializer() {
super (WebSecurityConfig. cl ass);
}

The Securi t yWebAppl i cati onl nitializer will do the following things:

» Automatically register the springSecurityFilterChain Filter for every URL in your application
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» Add a ContextLoaderListener that loads the WebSecurityConfig.

AbstractSecurityWebApplicationlnitializer with Spring MVC

If we were using Spring elsewhere in our application we probably already had a
WebApplicationlnitializer that is loading our Spring Configuration. If we use the
previous configuration we would get an error. Instead, we should register Spring Security
with the existing Appli cati onContext. For example, if we were using Spring MVC our
Securi tyWebApplicationlnitializer wouldlook something like the following:

i nport org.springfranework. security.web. context.*;

public class SecurityWbApplicationlnitializer
extends Abstract SecurityWbApplicationlnitializer {

This would simply only register the springSecurityFilterChain Filter for every URL in your application.
After that we would ensure that WebSecur i t yConf i g was loaded in our existing Applicationlnitializer.
For example, if we were using Spring MVC it would be added in the get Root Conf i gCl asses()

public class M/cWebApplicationlnitializer extends
Abstract Annot ati onConfi gDi spatcherServletlnitializer {

@verride
protected C ass<?>[] get Root Confi gCl asses() {
return new O ass[] { WebSecurityConfig.class };

}

/1 ... other overrides ...

6.2 HttpSecurity

Thus far our WebSecurityConfig only contains information about how to authenticate our users.
How does Spring Security know that we want to require all users to be authenticated? How
does Spring Security know we want to support form based authentication? The reason for
this is that the WebSecurityConfi gurer Adapter provides a default configuration in the
configure(HttpSecurity http) method that looks like:

protected void configure(HtpSecurity http) throws Exception {

http

. aut hori zeRequest s(aut hori zeRequests ->

aut hori zeRequest s
.anyRequest (). aut henti cat ed()

)

.formLogi n(wi t hDef aul ts())

. httpBasic(w thDefaults());

The default configuration above:

» Ensures that any request to our application requires the user to be authenticated
» Allows users to authenticate with form based login

» Allows users to authenticate with HTTP Basic authentication

You will notice that this configuration is quite similar the XML Namespace configuration:
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<htt p>
<intercept-url pattern="/**" access="authenticated"/>
<formlogin />
<http-basic />

</ http>

6.3 Java Configuration and Form Login

You might be wondering where the login form came from when you were prompted to log in, since
we made no mention of any HTML files or JSPs. Since Spring Security’s default configuration does
not explicitly set a URL for the login page, Spring Security generates one automatically, based on the
features that are enabled and using standard values for the URL which processes the submitted login,
the default target URL the user will be sent to after logging in and so on.

While the automatically generated log in page is convenient to get up and running quickly, most
applications will want to provide their own log in page. To do so we can update our configuration as
seen below:

protected void configure(HttpSecurity http) throws Exception {
http
. aut hori zeRequest s(aut hori zeRequests ->
aut hori zeRequest s
. anyRequest () . aut hent i cat ed()
)
.formogi n(formLogin ->
formLogi n
.1 ogi nPage("/login") O
.permtAll() O

0 The updated configuration specifies the location of the log in page.

O We must grant all users (i.e. unauthenticated users) access to our log in page. The
fornmLogi n(). pernitAll () method allows granting access to all users for all URLs associated
with form based log in.

An example log in page implemented with JSPs for our current configuration can be seen below:

Note

The login page below represents our current configuration. We could easily update our
configuration if some of the defaults do not meet our needs.
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<c:url value="/login" var="loginUl"/>

<form acti on="%${l ogi nUrl}" nethod="post"> O
<c:if test="${paramerror != null}"> |
<p>
Inval id usernanme and password.
</ p>
</c:if>
<c:if test="${paramlogout != null}"> O
<p>
You have been | ogged out.
</ p>
</c:if>
<p>

<l abel for="usernanme">User nanme</| abel >
<input type="text" id="usernane" nanme="usernane"/> 0O
</ p>
<p>
<l abel for="password">Password</| abel >
<i nput type="password" id="password" name="password"/> 0O
</ p>
<i nput type="hi dden" ]
name="${_csrf. paranet er Nane}"
val ue="${_csrf.token}"/>
<button type="submt" class="btn">Log in</button>
</ fornm

A POST to the / | ogi n URL will attempt to authenticate the user

If the query parameter er r or exists, authentication was attempted and failed

If the query parameter | ogout exists, the user was successfully logged out

The username must be present as the HTTP parameter named username

The password must be present as the HTTP parameter named password

We must the section called “Include the CSRF Token” To learn more read the Section 10.6, “Cross
Site Request Forgery (CSRF)” section of the reference

Oo0Ooooogo

6.4 Authorize Requests

Our examples have only required users to be authenticated and have done so for every URL in our
application. We can specify custom requirements for our URLs by adding multiple children to our
htt p. aut hori zeRequest s() method. For example:

protected void configure(HttpSecurity http) throws Exception {
http
. aut hori zeRequest s(aut hori zeRequests -> O
aut hori zeRequest s

.ant Matchers("/resources/**", "/signup", "/about").permtAll()
.ant Mat chers("/adm n/**") . hasRol e("ADM N")
.ant Matchers("/db/**").access("hasRol e(' ADM N ) and hasRol e(' DBA )")
.anyRequest (). aut henti cat ed()

O o0Ooo

)
.formLogi n(wi thDefaul ts());

0 There are multiple children to the http. aut hori zeRequest s() method each matcher is
considered in the order they were declared.

0 We specified multiple URL patterns that any user can access. Specifically, any user can access a
request if the URL starts with "/resources/", equals "/signup”, or equals "/about".

O Any URL that starts with "/admin/" will be restricted to users who have the role "ROLE_ADMIN".
You will notice that since we are invoking the hasRol e method we do not need to specify the
"ROLE_" prefix.
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O Any URL that starts with "/db/" requires the user to have both "ROLE_ADMIN" and "ROLE_DBA".
You will notice that since we are using the hasRol e expression we do not need to specify the
"ROLE_" prefix.

O Any URL that has not already been matched on only requires that the user be authenticated

6.5 Handling Logouts

When using the WebSecuri t yConfi gur er Adapt er, logout capabilities are automatically applied.
The default is that accessing the URL / | ogout will log the user out by:

* Invalidating the HTTP Session

» Cleaning up any RememberMe authentication that was configured
» Clearing the Securi t yCont ext Hol der

» Redirectto /| ogi n?l ogout

Similar to configuring login capabilities, however, you also have various options to further customize
your logout requirements:

protected void configure(H tpSecurity http) throws Exception {
http
. | ogout (| ogout -> O
| ogout

.logout Url ("/ny/l ogout™)
.l ogout SuccessUr | ("/ ny/index")
. | ogout SuccessHandl er (| ogout SuccessHandl er)
.invalidateHttpSession(true)
. addLogout Handl er (| ogout Handl er)
. del et eCooki es(cooki eNanesToC ear)

Oo0oooogoaog

O Provides logout support. This is automatically applied when using
WebSecuri t yConfi gurer Adapt er.

0 The URL that triggers log out to occur (defaultis/ | ogout ). If CSRF protection is enabled (default),
then the request must also be a POST. For more information, please consult the JavaDac.

0 The URL to redirect to after logout has occurred. The default is /1 ogi n?l ogout . For more
information, please consult the JavaDoc.

O Let'syou specify a custom Logout SuccessHandl er . If this is specified, | ogout SuccessUr| ()
is ignored. For more information, please consult the JavaDoc.

O Specify whether to invalidate the Ht t pSessi on at the time of logout. This is true by default.
Configures the Securi t yCont ext Logout Handl er under the covers. For more information,
please consult the JavaDoc.

0 Adds a LogoutHandl er. SecurityContextLogoutHandl er is added as the Ilast
Logout Handl er by default.

O Allows specifying the names of cookies to be removed on logout success. This is a shortcut for
adding a Cooki eC ear i ngLogout Handl er explicitly.

Note

=== Logouts can of course also be configured using the XML Namespace notation. Please see the
documentation for the logout element in the Spring Security XML Namespace section for further
details. ===
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Generally, in order to customize logout functionality, you can add Logout Handl er and/or
Logout SuccessHandl er implementations. For many common scenarios, these handlers are applied
under the covers when using the fluent API.

LogoutHandler

Generally, Logout Handl er implementations indicate classes that are able to participate in logout
handling. They are expected to be invoked to perform necessary clean-up. As such they should not
throw exceptions. Various implementations are provided:

» PersistentTokenBasedRememberMeServices

» TokenBasedRememberMeServices

» CookieClearingLogoutHandler

» CsrfLogoutHandler

» SecurityContextLogoutHandler

» HeaderWriterLogoutHandler

Please see the section called “Remember-Me Interfaces and Implementations” for details.

Instead of providing Logout Handl er implementations directly, the fluent APl also provides
shortcuts that provide the respective Logout Handl er implementations under the covers. E.g.
del et eCooki es() allows specifying the names of one or more cookies to be removed on logout
success. This is a shortcut compared to adding a Cooki e ear i ngLogout Handl er.

LogoutSuccessHandler

The Logout SuccessHandl er is called after a successful logout by the Logout Fi | t er, to handle
e.g. redirection or forwarding to the appropriate destination. Note that the interface is almost the same
as the Logout Handl er but may raise an exception.

The following implementations are provided:

» SimpleUrlLogoutSuccessHandler

 HttpStatusReturningLogoutSuccessHandler

As mentioned above, you don’t need to specify the Si npl eUr | Logout SuccessHandl er directly.
Instead, the fluent API provides a shortcut by setting the | ogout SuccessUr | (). This will setup the
Si npl eUr | Logout SuccessHandl er under the covers. The provided URL will be redirected to after
a logout has occurred. The defaultis / | ogi n?l ogout .

The Htt pStatusRet urni ngLogout SuccessHandl er can be interesting in REST API type
scenarios. Instead of redirecting to a URL upon the successful logout, this Logout SuccessHandl er
allows you to provide a plain HTTP status code to be returned. If not configured a status code 200 will
be returned by default.

Further Logout-Related References

* Logout Handling
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e Testing Logout

» HttpServletRequest.logout()

* the section called “Remember-Me Interfaces and Implementations”
» Logging Out in section CSRF Caveats
» Section Single Logout (CAS protocol)

« Documentation for the logout element in the Spring Security XML Namespace section

6.6 OAuth 2.0 Client

The OAuth 2.0 Client features provide support for the Client role as defined in the OAuth 2.0
Authorization Framework.

The following main features are available:

» Authorization Code Grant

» Client Credentials Grant

» Wbd i ent _extension for Servlet Environments (for making protected resource requests)

Htt pSecurity. oaut h2Cl i ent () provides a number of configuration options for customizing
OAuth 2.0 Client. The following code shows the complete configuration options available for the
oaut h2Cl i ent () DSL:

@nabl eWebSecurity
public class QAuth2d i ent SecurityConfig extends WebSecurityConfi gurer Adapter {

@verride
protected void configure(HtpSecurity http) throws Exception {
http
.oaut h2d i ent (oaut h2Cl i ent ->
oaut h2d i ent
.clientRegistrati onRepository(this.clientRegistrati onRepository())
.aut hori zedd i ent Reposi tory(this.authorizedd ientRepository())
.aut hori zedd i ent Servi ce(this.authorizedd ientService())
.aut hori zat i onCodeGr ant (aut hori zati onCodeG ant ->
aut hori zati onCodeG ant
.aut hori zati onRequest Reposi tory(this.authorizati onRequest Repository())
.aut hori zati onRequest Resol ver (t hi s. aut hori zati onRequest Resol ver())
.accessTokenResponsed ient (this.accessTokenResponseC ient())

The following sections go into more detail on each of the configuration options available:

* the section called “ClientRegistration”

* the section called “ClientRegistrationRepository”

* the section called “OAuth2AuthorizedClient”

« the section called “OAuth2AuthorizedClientRepository / OAuth2AuthorizedClientService”

« the section called “RegisteredOAuth2AuthorizedClient”
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« the section called “AuthorizationRequestRepository”
* the section called “OAuth2AuthorizationRequestResolver”

« the section called “OAuth2AccessTokenResponseClient”
ClientRegistration

C i ent Regi st rationisarepresentation of a client registered with an OAuth 2.0 or OpenID Connect
1.0 Provider.

A client registration holds information, such as client id, client secret, authorization grant type, redirect
URI, scope(s), authorization URI, token URI, and other details.

C i ent Regi strati on and its properties are defined as follows:

public final class dientRegistration {
private String registrationld; O
private String clientld; O
private String clientSecret; O
private CientAuthenticationMethod clientAuthenticationMethod; O
private AuthorizationG ant Type authorizati onG ant Type; 0O
private String redirectUri Tenplate; O
private Set<String> scopes; 0O
private ProviderDetails providerDetails;
private String clientNanme; 0O

public class ProviderDetails {

private String authorizationUri; O
private String tokenUri; O

private UserlnfoEndpoi nt userl nfoEndpoint;
private String jwkSetUri;

private Map<String, Object> configurationMetadat a;

public class UserlnfoEndpoint {
private String uri;
private AuthenticationMethod authenticati onMet hod;
private String userNameAttri but eNane;

-

regi strationl d: The ID that uniquely identifies the C i ent Regi strati on.

cl i ent | d: The client identifier.

cl i ent Secr et : The client secret.

cli ent Aut henti cati onMet hod: The method used to authenticate the Client with the Provider.

The supported values are basic and post.

0 authorizationG ant Type: The OAuth 2.0 Authorization Framework defines four Authorization
Grant types. The supported values are authorization_code, implicit, and client_credentials.

O redirectUi Tenpl ate: The client's registered redirect URI that the Authorization Server
redirects the end-user’s user-agent to after the end-user has authenticated and authorized access
to the client.

0 scopes: The scope(s) requested by the client during the Authorization Request flow, such as
openid, email, or profile.

O client Nanme: A descriptive name used for the client. The name may be used in certain scenarios,
such as when displaying the name of the client in the auto-generated login page.

O authorizationUri: The Authorization Endpoint URI for the Authorization Server.

0 tokenUri: The Token Endpoint URI for the Authorization Server.

O oOooagd
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j WwkSet Uri : The URI used to retrieve the JSON Web Key (JWK) Set from the Authorization Server,
which contains the cryptographic key(s) used to verify the JSON Web Signature (JWS) of the ID
Token and optionally the Userinfo Response.

configurati onMetadata: The OpenlD Provider Configuration Information. This
information  will only be available if the  Spring Boot 2.x  property
spring.security.oauth2.client.provider.[providerld].issuerUri is configured.

(user | nf oEndpoi nt) uri : The Userinfo Endpoint URI used to access the claims/attributes of
the authenticated end-user.

(user | nf oEndpoi nt) aut henti cati onMet hod: The authentication method used when
sending the access token to the Userinfo Endpoint. The supported values are header, form and
query.

user NarmeAt t ri but eNare: The name of the attribute returned in the Userinfo Response that
references the Name or Identifier of the end-user.

ClientRegistrationRepository

The C i ent Regi strati onReposi t ory serves as a repository for OAuth 2.0 / OpenID Connect 1.0
Cient Regi stration(s).

Note

Client registration information is ultimately stored and owned by the associated Authorization
Server. This repository provides the ability to retrieve a sub-set of the primary client registration
information, which is stored with the Authorization Server.

Spring Boot 2.X auto-configuration binds each of the properties under
spring.security.oauth2.client.registration.[registrationld] to an instance of
d i ent Regi strati on and then composes each of the Cl i ent Regi st rati on instance(s) within a
Cl i ent Regi strati onRepository.

Note

The default implementation of ClientRegistrati onRepository is
I nMenoryC i ent Regi strati onRepository.

The auto-configuration also registers the C i ent Regi strati onRepository as a @ean in the
Appl i cati onCont ext so that it is available for dependency-injection, if needed by the application.

The following listing shows an example:

@ontroll er
public class QAuth2d ientController {

@\ut owi r ed
private CientRegistrati onRepository clientRegistrati onRepository;

@Request Mappi ng("/")
public String index() {
ClientRegistrati on googl eRegi stration =
this.clientRegistrati onRepository.findByRegistrationld("google");

return "index";
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OAuth2AuthorizedClient

QAut h2Aut hor i zedd i ent is a representation of an Authorized Client. A client is considered to be
authorized when the end-user (Resource Owner) has granted authorization to the client to access its
protected resources.

QAut h2Aut hori zedd i ent serves the purpose of associating an QAut h2AccessToken (and
optional QAut h2Ref r eshToken) to a C i ent Regi st r at i on (client) and resource owner, who is the
Princi pal end-user that granted the authorization.

OAuth2AuthorizedClientRepository / OAuth2AuthorizedClientService

QAut h2Aut hori zedC i ent Repository is responsible for persisting
QAut h2Aut hori zedd i ent (s) between web requests. Whereas, the primary role of
QAut h2Aut hori zedCl i ent Service is to manage QAuth2Authorizeddient(s) at the
application-level.

From a  developer perspective, the QAut h2Aut hori zedd i ent Repository or
QAut h2Aut hori zedC i ent Ser vi ce provides the capability to lookup an QAut h2AccessToken
associated with a client so that it may be used to initiate a protected resource request.

Note

Spring Boot 2.x auto-configuration registers an QAut h2Aut hori zedC i ent Reposi t ory and/
or QAut h2Aut hori zedd i ent Ser vi ce @ean in the Appl i cati onCont ext .

The developer may also register an QAut h2Aut hori zedd i ent Repository or
QAut h2Aut hori zedC i ent Ser vi ce @ean in the Appl i cati onCont ext (overriding Spring Boot
2.x auto-configuration) in order to have the ability to lookup an QAut h2AccessToken associated with
a specific O i ent Regi strati on (client).

The following listing shows an example:

@ontroll er
public class QAut h2Logi nController {

@\ut owi r ed
private QAut h2Aut hori zedd i ent Servi ce authorizedd i ent Servi ce;

@Request Mappi ng( "/ userinfo")
public String userinfo(QAut h2Aut henti cati onToken authentication) {
/| aut hentication. get Aut hori zedd i ent Regi strationld() returns the
/'l registrationld of the Client that was authorized during the oauth2Login() flow
QAut h2Aut hori zedd i ent authorizeddient =
this.authorizedd ientService. | oadAut hori zedd i ent (
aut henti cati on. get Aut hori zedCl i ent Regi strationld(),
aut henti cati on. get Name());

QAut h2AccessToken accessToken = authorizedC ient.get AccessToken();

return "userinfo";
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RegisteredOAuth2AuthorizedClient

The @Regi st er edQAut h2Aut hori zedCd i ent annotation provides the capability of resolving
a method parameter to an argument value of type QAut h2Aut horizedCd ient. This is
a convenient alternative compared to looking up the QAuth2Aut horizedCd ient via the
QAut h2Aut hori zedCl i ent Servi ce.

@ontroller
public class OAuth2Logi nController {

@Request Mappi ng( "/ userinfo")
public String userinfo(@RegisteredOAut h2Aut hori zedC i ent ("googl e") QAut h2Aut hori zedd i ent
aut hori zedd i ent) {
QAut h2AccessToken accessToken = authorizedC ient.get AccessToken();

return "userinfo";

The @Regqi st er edOAut h2Aut hori zedd i ent annotation is handled by
QAut h2Aut hor i zedd i ent Ar gunrent Resol ver and provides the following capabilities:

» An QAut h2AccessToken will automatically be requested if the client has not yet been authorized.

« For aut hori zati on_code, this involves triggering the authorization request redirect to initiate
the flow

« Forclient _credential s, the access token is directly obtained from the Token Endpoint using
Def aul t A i ent Credent i al sTokenResponsed i ent

AuthorizationRequestRepository

Aut hori zat i onRequest Repository is responsible for the persistence of the
QAut h2Aut hori zat i onRequest from the time the Authorization Request is initiated to the time the
Authorization Response is received (the callback).

Tip

The OAut h2Aut hori zati onRequest is used to correlate and validate the Authorization
Response.

The default implementation of Aut hori zat i onRequest Reposi tory is
Ht t pSessi onQAut h2Aut hori zat i onRequest Reposi tory, which stores the
QAut h2Aut hori zat i onRequest inthe H t pSessi on.

If you would like to provide a custom implementation of Aut hori zati onRequest Reposi t ory that
stores the attributes of OAut h2Aut hori zat i onRequest in a Cooki e, you may configure it as shown
in the following example:
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@Enabl eWebSecurity
public class QAut h2d i ent SecurityConfig extends WebSecurityConfi gurerAdapter {

@verride
protected void configure(H tpSecurity http) throws Exception {
http
.oaut h2d i ent (oaut h2Cli ent ->
oaut h2d i ent
.aut hori zat i onCodeG ant (aut hori zati onCodeG ant ->
aut hori zat i onCodeGr ant
.aut hori zati onRequest Reposi t ory(thi s. cooki eAut hori zati onRequest Reposi tory())

}

private Authorizati onRequest Reposi t or y<OQAut h2Aut hori zat i onRequest >
cooki eAut hori zati onRequest Reposi tory() {
return new Htt pCooki eQAut h2Aut hori zat i onRequest Reposi tory();
}

OAuth2AuthorizationRequestResolver

The primary role of the QAuth2Authorizati onRequest Resolver is to resolve an
QAut h2Aut hori zat i onRequest from the provided web request. The default implementation
Def aul t QAut h2Aut hori zat i onRequest Resol ver matches on the (default) path /oaut h2/
aut hori zation/{regi strationld} extracting the regi strati onld and using it to build the
QAut h2Aut hor i zat i onRequest for the associated O i ent Regi strati on.

One of the primary use cases an QAut h2Aut hori zat i onRequest Resol ver can realize is the ability
to customize the Authorization Request with additional parameters above the standard parameters
defined in the OAuth 2.0 Authorization Framework.

For example, OpenID Connect defines additional OAuth 2.0 request parameters for the Authorization
Code Flow extending from the standard parameters defined in the OAuth 2.0 Authorization Framework.
One of those extended parameters is the pr onpt parameter.

Note

OPTIONAL. Space delimited, case sensitive list of ASCII string values that specifies whether the
Authorization Server prompts the End-User for reauthentication and consent. The defined values
are: none, login, consent, select_account

The following example shows how to implement an QAut h2Aut hori zati onRequest Resol ver
that customizes the Authorization Request for oaut h2Logi n(), by including the request parameter
pr onpt =consent .
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@Enabl eWebSecurity
public class OAut h2Logi nSecurityConfig extends WebSecurityConfi gurerAdapter {

@\ut owi r ed
private CientRegistrati onRepository clientRegistrati onRepository;

@verride
protected void configure(HtpSecurity http) throws Exception {
http
.aut hori zeRequest s(aut hori zeRequests ->
aut hori zeRequest s
.anyRequest (). aut henti cat ed()
)
. oaut h2Logi n(oaut h2Logi n - >
oaut h2Logi n
.aut hori zati onEndpoi nt (aut hori zati onEndpoi nt ->
aut hori zat i onEndpoi nt
.aut hori zat i onRequest Resol ver (
new Cust omAut hori zat i onRequest Resol ver (

this.clientRegistrati onRepository)) O

public class CustomAut hori zati onRequest Resol ver inpl enents OAut h2Aut hori zati onRequest Resol ver {
private final OAuth2Authori zati onRequest Resol ver def aul t Aut hori zat i onRequest Resol ver ;

publ i ¢ Cust omAut hori zati onRequest Resol ver (
ClientRegistrati onRepository clientRegistrati onRepository) {

this. def aul t Aut hori zati onRequest Resol ver =
new Def aul t OAut h2Aut hori zat i onRequest Resol ver (
clientRegistrati onRepository, "/oauth2/authorization");

@verride
publ i ¢ QAut h2Aut hori zati onRequest resol ve( Htt pServl et Request request) {
QAut h2Aut hori zati onRequest aut hori zati onRequest =

this.defaul t Authori zati onRequest Resol ver.resol ve(request); 0O

return authorizati onRequest != null ? O
cust omAut hori zat i onRequest (aut hori zati onRequest)
nul | ;
}
@verride

publ i ¢ QAut h2Aut hori zat i onRequest resol ve(
Ht t pSer vl et Request request, String clientRegistrationld) {

QAut h2Aut hori zat i onRequest aut hori zati onRequest =
t hi s. def aul t Aut hori zat i onRequest Resol ver. resol ve(

request, clientRegistrationld); O
return authorizati onRequest != null ? O
cust omAut hori zat i onRequest (aut hori zati onRequest )

nul | ;

private QAut h2Aut hori zati onRequest cust omAut hori zati onRequest (
QAut h2Aut hori zat i onRequest aut hori zati onRequest) {

Map<String, Cbject> additional Parameters =
new Li nkedHashMap<>(aut hori zat i onRequest . get Addi ti onal Paranmeters());

addi ti onal Paraneters. put ("pronpt”, "consent"); 0O

return QAut h2Aut hori zat i onRequest . f ron{ aut hori zat i onRequest) O

.addi ti onal Par anet er s(addi ti onal Paraneters) O
.bui 1 d();
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O Configure the custom QAut h2Aut hori zat i onRequest Resol ver

OO0 Attempt to resolve the QAut h2Aut hori zat i onRequest using the
Def aul t QAut h2Aut hori zati onRequest Resol ver

OO Ifan QAut h2Aut hor i zat i onRequest was resolved than return a customized version else return
nul |

O Add custom parameters to the existing
QAut h2Aut hori zat i onRequest . addi ti onal Par anet er s

0 Create a copy of the default QAut h2Aut hori zati onRequest which returns an
QAut h2Aut hori zat i onRequest . Bui | der for further modifications

O Override the default addi t i onal Par anet er s

Tip

QAut h2Aut hori zat i onRequest . Bui | der. bui | d() constructs the
QAut h2Aut hori zat i onRequest . aut hori zat i onRequest Uri, which represents the
complete Authorization Request URI including all query parameters using the appl i cati on/ x-
ww f or m ur | encoded format.

The preceding example shows the common use case of adding a custom parameter on top of the
standard parameters. However, if you need to remove or change a standard parameter or your
requirements are more advanced, than you can take full control in building the Authorization Request
URI by simply overriding the QAut h2Aut hori zati onRequest . aut hori zati onRequest Uri

property.

The following example shows a variation of the custonmAuthorizationRequest()
method from the preceding example, and instead overrides the
QAut h2Aut hori zat i onRequest . aut hori zati onRequest Uri property.

private OAut h2Aut hori zati onRequest cust omAut hori zati onRequest (
QAut h2Aut hori zat i onRequest aut hori zati onRequest) {

String customAut hori zati onRequest Uri = Uri Conponent sBui | der
.fromri String(authorizati onRequest . get Aut hori zati onRequest Uri ())
. queryParan("pronpt", "consent")
. buil d(true)
.toUriString();

return OAut h2Aut hori zat i onRequest . f ron( aut hori zat i onRequest)
.aut hori zati onRequest Uri (cust omAut hori zat i onRequest Uri )
.build();

OAuth2AccessTokenResponseClient

The primary role of the QAut h2AccessTokenResponsed i ent is to exchange an authorization grant
credential for an access token credential at the Authorization Server’s Token Endpoint.

The default implementation of QAut h2AccessTokenResponsed i ent for the
aut hori zati on_code grant is Defaul t Aut hori zati onCodeTokenResponsed i ent, which
uses a Rest Oper ati ons for exchanging an authorization code for an access token at the Token
Endpoint.

The Def aul t Aut hori zati onCodeTokenResponsed i ent is quite flexible as it allows you to
customize the pre-processing of the Token Request and/or post-handling of the Token Response.
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If you need to customize the pre-processing of the Token Request, you can provide
Def aul t Aut hori zat i onCodeTokenResponseC i ent. set Request EntityConverter () with
a custom Convert er <QAut h2Aut hori zat i onCodeG ant Request, RequestEntity<?>> The
default implementation OQAut h2Aut hori zati onCodeGr ant Request Entit yConverter builds a
Request Ent i t y representation of a standard OAuth 2.0 Access Token Request. However, providing
a custom Convert er, would allow you to extend the standard Token Request and add a custom
parameter for example.

Important

The custom Convert er must return a valid Request Ent i t y representation of an OAuth 2.0
Access Token Request that is understood by the intended OAuth 2.0 Provider.

On the other end, if you need to customize the post-handling of the Token Response, you will need
to provide Def aul t Aut hori zat i onCodeTokenResponseCl i ent. set Rest Oper ati ons() witha
custom configured Rest Oper at i ons. The default Rest Qper at i ons is configured as follows:

Rest Tenpl ate rest Tenpl ate = new Rest Tenpl at e( Arrays. asLi st (
new For mHt t pMessageConverter (),
new QAut h2AccessTokenResponseHt t pMessageConverter()));

rest Tenpl at e. set Err or Handl er (new QAut h2Er r or ResponseError Handl er () ) ;

Tip

Spring MVC For nHt t pMessageConvert er is required as it's used when sending the OAuth
2.0 Access Token Request.

QAut h2AccessTokenResponseHt t pMessageConvert er is a HtpMessageConverter

for an OAuth 2.0 Access Token Response. You can provide
QAut h2AccessTokenResponseHt t pMessageConvert er. set TokenResponseConverter ()
with a custom Converter<Map<Stri ng, String>, QAut h2AccessTokenResponse>

that is used for converting the OAuth 2.0 Access Token Response parameters to an
QAut h2AccessTokenResponse.

QAut h2Er r or ResponseEr r or Handl er is a ResponseEr r or Handl er that can handle an OAuth
2.0 Error (400 Bad Request). It uses an OAut h2Err or Ht t pMessageConvert er for converting the
OAuth 2.0 Error parameters to an QAut h2Er r or .

Whether you customize Def aul t Aut hori zati onCodeTokenResponsed i ent or provide your own
implementation of OAut h2AccessTokenResponsed i ent, you'll need to configure it as shown in the
following example:
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@Enabl eWebSecurity
public class QAut h2d i ent SecurityConfig extends WebSecurityConfi gurerAdapter {

@verride
protected void configure(H tpSecurity http) throws Exception {
http
.oaut h2d i ent (oaut h2Cli ent ->
oaut h2d i ent
.aut hori zat i onCodeG ant (aut hori zati onCodeG ant ->
aut hori zat i onCodeGr ant
.accessTokenResponseCd i ent (this.customiccessTokenResponseC ient())

}

private QAut h2AccessTokenResponseCd i ent <QAut h2Aut hori zat i onCodeG ant Request >
cust omAccessTokenResponseClient () {

}

6.7 OAuth 2.0 Login

The OAuth 2.0 Login feature provides an application with the capability to have users log in to the
application by using their existing account at an OAuth 2.0 Provider (e.g. GitHub) or OpenID Connect
1.0 Provider (such as Google). OAuth 2.0 Login implements the use cases: "Login with Google" or
"Login with GitHub".

Note

OAuth 2.0 Login is implemented by using the Authorization Code Grant, as specified in the
OAuth 2.0 Authorization Framework and OpenlD Connect Core 1.0.

Spring Boot 2.x Sample
Spring Boot 2.x brings full auto-configuration capabilities for OAuth 2.0 Login.

This section shows how to configure the OAuth 2.0 Login sample using Google as the Authentication
Provider and covers the following topics:

* Initial setup

Setting the redirect URI

» Configure application.yml

Boot up the application

Initial setup

To use Google’s OAuth 2.0 authentication system for login, you must set up a project in the Google API
Console to obtain OAuth 2.0 credentials.

Note

Google’'s OAuth 2.0 implementation for authentication conforms to the OpenlD Connect 1.0
specification and is OpenlD Certified.
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Follow the instructions on the OpenID Connect page, starting in the section, "Setting up OAuth 2.0".

After completing the "Obtain OAuth 2.0 credentials" instructions, you should have a new OAuth Client
with credentials consisting of a Client ID and a Client Secret.

Setting the redirect URI

The redirect URI is the path in the application that the end-user’s user-agent is redirected back to after
they have authenticated with Google and have granted access to the OAuth Client (created in the
previous step) on the Consent page.

In the "Set a redirect URI" sub-section, ensure that the Authorized redirect URIs fieldissettoht t p: //
| ocal host : 8080/ | ogi n/ oaut h2/ code/ googl e.

Tip

The default redirect URI template is { baseUr | } /| ogi n/ oaut h2/ code/ {regi strationld}.
The registrationld is a unique identifier for the ClientRegistration.

Configure application.yml

Now that you have a new OAuth Client with Google, you need to configure the application to use the
OAuth Client for the authentication flow. To do so:

1. Gotoapplication.ym and set the following configuration:

spring:
security:
oaut h2:
client:
regi stration: O
googl e: O
client-id: google-client-id
client-secret: google-client-secret

0 spring.security.oauth2.client.registrationisthe base property prefix for OAuth
Client properties.
O Following the base property prefix is the ID for the ClientRegistration, such as google.

Example 6.1 OAuth Client properties

2. Replace thevaluesintheclient-idandclient-secret property with the OAuth 2.0 credentials
you created earlier.

Boot up the application

Launch the Spring Boot 2.x sample and goto htt p: / /| ocal host : 8080. You are then redirected to
the default auto-generated login page, which displays a link for Google.

Click on the Google link, and you are then redirected to Google for authentication.

After authenticating with your Google account credentials, the next page presented to you is the Consent
screen. The Consent screen asks you to either allow or deny access to the OAuth Client you created
earlier. Click Allow to authorize the OAuth Client to access your email address and basic profile
information.
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At this point, the OAuth Client retrieves your email address and basic profile information from the
Userinfo Endpoint and establishes an authenticated session.

Spring Boot 2.x Property Mappings

The following table outlines the mapping of the Spring Boot 2.x OAuth Client properties to the

ClientRegistration properties.

Spring Boot 2.x

spring.security.oauth2.client.

spring.security.oauth2.client.

id

ClientRegistration
regi strategrst[raggiatlrcht i onl d]

regi stratliioant[lreegi strationld].client-

spring.security.oauth2.client.

secret

spring. security.oauth2.client.

aut henti cati on- et hod

regi stratliiomnt{$exgiettrati onl d] . client-

regi st r atliioant{ Addhesttriatatardrdyetdiocent -

spring.security.oauth2.client.

grant -type

spring.security.oauth2.client.

uri

spring.security.oauth2.client.

spring.security.oauth2.client.

nanme

regi st ratedim.datediistergtliatrd d] . redi r ect -

regi stradapeq regi strati onld]. scope

regi stratliioant{Maage strationld].client-

regi st r autdmofiragiisatm@taranndje aut hori zat i on-

spring.security.oauth2.client.

uri

spring.security.oauth2.client.

uri

provi derpq@ricde rdeetl al]l. adltdrorzat ataronUr i

provi derprgriclerdastl ai]l. £ .akeenUr i

spring.security.oauth2.client.

set-uri

spring. security.oauth2.client.

i nf o-uri

provi derpq@ricde rdeeti a]l. § .vjkak Set Ur i

pr ovi derpf@ricderdegtl ai]l. useser | nf oEndpoi nt .

spring.security.oauth2.client.

i nf o- aut henti cati on- et hod

spring.security.oauth2.client.

CommonOAuth2Provider

provi derpq@ricderdestia]l. suseser | nf oEndpoi nt

provi derpdqqricde rdeetl a] . s1sues éNalmefAd Errd oot ret

.aut henticati onMe

. user NanmeAttri but

CommonQAut h2Pr ovi der pre-defines a set of default client properties for a number of well known
providers: Google, GitHub, Facebook, and Okta.

For example, the aut hori zati on-uri, token-uri, and user-info-uri

do not change often

for a Provider. Therefore, it makes sense to provide default values in order to reduce the required

configuration.
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As demonstrated previously, when we configured a Google client, only the cl i ent-id andcli ent -
secr et properties are required.

The following listing shows an example:

spring:
security:
oaut h2:
client:
regi stration:
googl e:
client-id: google-client-id
client-secret: google-client-secret
Tip

The auto-defaulting of client properties works seamlessly here because the regi strationld
(googl e) matches the GOOGLE enum(case-insensitive) in CommonQAut h2Pr ovi der .

For cases where you may want to specify a different r egi strati onl d, such as googl e-1 ogi n, you
can still leverage auto-defaulting of client properties by configuring the pr ovi der property.

The following listing shows an example:

spring:
security:
oaut h2:
client:
regi stration:
google-login: O

provider: google ]
client-id: google-client-id
client-secret: google-client-secret

0 Theregistrationldissettogoogle-Iogin.
O The provider property is set to googl e, which will leverage the auto-defaulting of client
properties set in CormonQAut h2Pr ovi der . GOOGLE. get Bui | der () .

Configuring Custom Provider Properties

There are some OAuth 2.0 Providers that support multi-tenancy, which results in different protocol
endpoints for each tenant (or sub-domain).

For example, an OAuth Client registered with Okta is assigned to a specific sub-domain and have their
own protocol endpoints.

For these cases, Spring Boot 2.x provides the following base property for configuring custom provider
properties: spri ng. security.oauth2.client.provider.[providerld].

The following listing shows an example:
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spring:
security:
oaut h2:
client:
regi stration:
okt a:
client-id: okta-client-id
client-secret: okta-client-secret
provi der:
okta: 0O
aut horization-uri: https://your-subdomai n. okt aprevi ew. comf oaut h2/ v1/ aut hori ze
token-uri: https://your-subdonain. okt aprevi ew. com oaut h2/ v1/t oken
user-info-uri: https://your-subdomai n. okt aprevi ew. conl oaut h2/v1/ useri nfo
user-nane-attribute: sub
jwk-set-uri: https://your-subdonai n. okt aprevi ew. conf oaut h2/ v1/ keys

0 The base property (spri ng. security. oaut h2.client. provider. okt a) allows for custom
configuration of protocol endpoint locations.

Overriding Spring Boot 2.x Auto-configuration

The Spring Boot 2.x auto-configuration class for OAuth Client support is
QAut h2d i ent Aut oConfi gur ati on.

It performs the following tasks:

» Registers a O i ent Regi strati onReposi tory @ean composed of Cl i ent Regi strati on(s)
from the configured OAuth Client properties.

* Provides a WebSecuri t yConfi gur er Adapt er @onfi gurati on and enables OAuth 2.0 Login
through ht t pSecuri ty. oaut h2Logi n() .

If you need to override the auto-configuration based on your specific requirements, you may do so in
the following ways:

» Register a ClientRegistrationRepository @Bean

» Provide a WebSecurityConfigurerAdapter

* Completely Override the Auto-configuration

Register a ClientRegistrationRepository @Bean

The following example shows how to register a Cl i ent Regi strati onRepository @ean:
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@onfi guration
public class QAut h2Logi nConfig {

@Bean
public ClientRegistrati onRepository clientRegistrati onRepository() {

return new I nMenoryd i ent Regi strati onRepository(this.googledientRegistration());
}

private CientRegistration googledientRegistration() {
return dientRegistration.w thRegistrationld("google")

.clientld("google-client-id")
.clientSecret("google-client-secret")
.clientAuthenticationMethod(d ientAuthenticationMethod. BASI C)
.aut hori zati onG ant Type( Aut hori zat i onG ant Type. AUTHORI ZATI ON_CODE)
.redirectUri Tenpl ate("{baseUrl}/I| ogi n/ oaut h2/ code/ {regi strationld}")
.scope("openid", "profile", "emmil", "address", "phone")
.authorizationUri ("https://accounts. googl e. conl o/ oaut h2/ v2/ aut h")
.tokenUri ("https://wwmv googl eapi s. cont oaut h2/ v4/t oken")
.userlInfoUri("https://ww.googl eapi s. conf oaut h2/ v3/ useri nfo")
.user NaneAt tri but eNane( | dTokend ai nNanes. SUB)
.jwkSet Uri ("https://ww. googl eapi s. conf oaut h2/ v3/ certs")
.clientName(" CGoogl e")
Lbuild();

Provide a WebSecurityConfigurerAdapter

The following example shows how to provide a WhbSecurityConfigurerAdapter with
@nabl eWebSecuri ty and enable OAuth 2.0 login through ht t pSecuri ty. oaut h2Logi n():

@Enabl eWebSecurity
public class OAut h2Logi nSecurityConfi g extends WebSecurityConfi gurerAdapter {

@verride
protected void configure(HtpSecurity http) throws Exception {
http
. aut hori zeRequest s(aut hori zeRequests ->
aut hori zeRequest s
. anyRequest () . aut hent i cat ed()

)
. oaut h2Logi n(wi t hDef aul ts());

Completely Override the Auto-configuration

The following example shows how to completely override the auto-configuration by registering a
ClientRegi strationRepository @ean and providing a WebSecuri t yConf i gur er Adapt er.
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@onfi guration
public class QAut h2Logi nConfig {

@nabl eWebSecurity
public static class OAuth2Logi nSecurityConfig extends WebSecurityConfigurerAdapter {

@verride
protected void configure(HtpSecurity http) throws Exception {
http
.aut hori zeRequest s(aut hori zeRequests ->
aut hori zeRequest s
. anyRequest (). aut henti cat ed()
)
. oaut h2Logi n(wi t hDefaul ts());

}

@Bean
public CientRegistrationRepository clientRegistrationRepository() {

return new | nMenoryC i ent Regi strati onRepository(this.googledientRegistration());
}

private CientRegistration googleCientRegistration() {
return CientRegistration.w thRegistrationld("google")

.clientld("google-client-id")
.clientSecret("google-client-secret")
.clientAuthenticationMthod(d ientAuthenticationMet hod. BASI C)
.aut horizati onGrant Type( Aut hori zati onG ant Type. AUTHORI ZATI ON_CCDE)
.redirectUri Tenpl ate("{baseUrl}/| ogi n/ oaut h2/ code/ {regi strationld}")
.scope("openid", "profile", "email", "address", "phone")
.authorizationUri ("https://accounts. googl e. conl o/ oaut h2/ v2/ aut h")
.tokenUri ("https://ww. googl eapi s. com’ oaut h2/ v4/t oken™)
.userInfoUri ("https://ww. googl eapi s. conl oaut h2/ v3/ useri nf o")
.user NaneAttri but eNarme( | dTokend ai mNanes. SUB)
.jwkSet Uri ("https://ww. googl eapi s. conf oaut h2/ v3/certs")
.clientName("CGoogl e")
Lbuild();

Java Configuration without Spring Boot 2.x

If you are not able to use Spring Boot 2.x and would like to configure one of the pre-defined providers
in CormonQAut h2Pr ovi der (for example, Google), apply the following configuration:
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@onfi guration
public class QAut h2Logi nConfig {

@nabl eWebSecurity
public static class OAuth2Logi nSecurityConfig extends WebSecurityConfigurerAdapter {

@verride
protected void configure(HtpSecurity http) throws Exception {
http
.aut hori zeRequest s(aut hori zeRequests ->
aut hori zeRequest s
. anyRequest (). aut henti cat ed()
)
. oaut h2Logi n(wi t hDefaul ts());

}

@Bean
public CientRegistrationRepository clientRegistrationRepository() {
return new | nMenoryC i ent Regi strati onRepository(this.googledientRegistration());

}

@Bean
publ i ¢ QAut h2Aut hori zedd i ent Servi ce aut hori zedd i ent Servi ce(
ClientRegistrati onRepository clientRegistrati onRepository) {
return new | nMenor yQAut h2Aut hori zedd i ent Servi ce(cl i ent Regi strati onRepository);

}

@Bean
publ i ¢ QAut h2Aut hori zedd i ent Reposi tory aut hori zedd i ent Reposi t ory(
QAut h2Aut hori zedC i ent Servi ce authori zedd i ent Service) {

}

private CientRegistration googleCientRegistration() {
return CommonQAut h2Pr ovi der . GOOGLE. get Bui | der (" googl e")
.clientld("google-client-id")
.clientSecret("google-client-secret")
Lbuild();

return new Aut henti cat edPri nci pal OQAut h2Aut hori zedd i ent Reposi t or y(aut hori zedd i ent Servi ce) ;

Additional Resources
The following additional resources describe advanced configuration options:

* OAuth 2.0 Login Page

» Redirection Endpoint

» Userlnfo Endpoint:

* Mapping User Authorities

¢ Configuring a Custom OAuth2User

* OAuth 2.0 UserService

¢ OpenlID Connect 1.0 UserService

6.8 OAuth 2.0 Resource Server

Spring Security supports protecting endpoints using JWT-encoded OAuth 2.0 Bearer Tokens.
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This is handy in circumstances where an application has federated its authority management out to an
authorization server (for example, Okta or Ping Identity). This authorization server can be consulted by
Resource Servers to validate authority when serving requests.

Note

A complete working example can be found in OAuth 2.0 Resource Server Serviet sample.

Dependencies

Most Resource Server support is collected into spri ng-security-oaut h2-resource-server.
However, the support for decoding and verifying JWTs is in spri ng-security-oaut h2-j ose,
meaning that both are necessary in order to have a working resource server that supports JWT-encoded
Bearer Tokens.

Minimal Configuration

When using Spring Boot, configuring an application as a resource server consists of two basic steps.
First, include the needed dependencies and second, indicate the location of the authorization server.

Specifying the Authorization Server

To specify which authorization server to use, simply do:

security:
oaut h2:
resour ceserver:
jwt:
i ssuer-uri: https://idp.exanple.com

Where htt ps://idp. exanpl e. comis the value contained in the i ss claim for JWT tokens that the
authorization server will issue. Resource Server will use this property to further self-configure, discover
the authorization server’s public keys, and subsequently validate incoming JWTSs.

Note

To wuse the issuer-uri property, it must also be true that https://
i dp. exanpl e. com . wel | - known/ openi d- confi gur ati on is a supported endpoint for the
authorization server. This endpoint is referred to as a Provider Configuration endpoint.

And that’s it!
Startup Expectations

When this property and these dependencies are used, Resource Server will automatically configure
itself to validate JWT-encoded Bearer Tokens.

It achieves this through a deterministic startup process:

1. Hit the Provider Configuration endpoint, ht t ps: / /i dp. exanpl e. com . wel | - known/ openi d-
confi gurati on, processing the response for the j wks_ur | property

2. Configure the validation strategy to query j wks_ur | for valid public keys
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3. Configure the validation strategy to validate each JWTs iss claim against https://
i dp. exanpl e. com

A consequence of this process is that the authorization server must be up and receiving requests in
order for Resource Server to successfully start up.

Note

If the authorization server is down when Resource Server queries it (given appropriate timeouts),
then startup will fail.

Runtime Expectations

Once the application is started up, 